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Hepiinyn

[Mopdro OV 01 TAPOYOL TNAETIKOWVOVIDV VTOCYKOVTIUL TOAAG GYETIKA L TV te)voroyia 5G-NR, ot
TPOKANGELG 0G0 APOPA TNV KAALYT, TN YOPNTIKOTNTO KOL TV TOLOTNTA TOV VINPECIDV, TOPAUEVOLV.
H petdfoon and v texvoroyia LTE oe SG-NR givar axdpo oe apyikd otéde oty EALGSa, pe ta
diktva 5G va 1pNeILOTOIOVY TIG TPODTAPYOVCES OOUEG Kul TOPOLE TV diktowv LTE, mov oumg dev
éyovv PeltiotomomBel Yo TNV Kouvovpylo TEYVOAOYlo KOl Yoo owtd  ypeldleTan  SlopK|
TopaKoAoVON o™ Kal a&loAdYN G TOV JIKTVLOL UG TOLG TAPOYOVS, AALY KOl A0 AVEEAPTNTOVS POPELS,
Om®G o gpevVNTIKA gpyactnpla. OpudpeVol omd AT TNV OVOYKOOTNTO, YPTCLLOTO|GAUE TOV
Scanner SeeGull IBflex tg PCTEL, évov upetpnti @AGHOTOS Yot TAVTOXPOVN UETPNON TOV
napopétpov mowotntog onupatog RSRP, SINR kot RSRQ, 6Amv TV ¥pnoilHomolodLEVOY KAVOALOY
5G-NR kot LTE. Ot petprioeig éywvov yio mepiocotepo and pio dpo. kébe popd, oe otabepd onpueio
o010 kévipo ¢ Koloudtog oe Sapopeticés PEPEC kAT TNV MEPIOSO TOV YEWEPWVAOV EOPTMV.
Awmothoape 4Tt o mipoyol cuveyilovv va Pacifovrarl kvping otnv teyvoroyio LTE, eved ta diktua
5G-NR ypnotiponotodvion enucovpikd ympic va amodidovy to pEYIoTo TV duvatoTitev Toug. Eniong
ot (ev&eig LTE mopovcialav kaADTEPA YOPAKTNPLIOTIKG, AoV TO OikTVO £xel avamntuyel cOpE®VA pe
T1G OIKEG TOVG UTTOLTIOELS.

AéEearc khewd: Ilopductpor woidtnrag onuortog, Zopwtns RF 5G-NR

1. Etcayoym

To. tehevtoio ypovia PAETovHE cuveyn ovaBAOUon TOV TNAETIKOWOVIOK®OV LVTOOOUDV WE TNV
eupdavion g teyvoroyiog 5SG, mov oTadlokd epappoletotl TAvToD AVTIKOOIGTMOVTOS TIC TPOTYOVUEVEG
YEVIEG TNAETIKOWVOVIDV, EVM Ol ETAUPEIEC TNAETIKOWOVIOV £youv NoN apyicel va oxeddlovv v
emopevn yevid, 6G. Ot TpokAncelg OUMG 660 APOPd TNV KA LYY, TN YOPNTIKOTNTO Kol TNV ToldTN T
TOV VIANPECIOV TOPAUEVOLY, V@ 1) avafdOpion kou 1 petdPfacn amd to LTE oto 5G-NR, 0dnyel otnv
avAyKN UETPNOEMY GTOV TPOUYUATIKO KOGUO Yo TNV amdd0ooT), aAAG Kol TNV EXLTUY VAOTOINGN Kot
Aertovpyio Tov SIKTHOV.

e auT TV gpyacio, oTtoOy0g Hag NTav 1 HeAETN g amddoong Tv diktowv LTE kol 5G katd ™
dudpkelo ¢ petdPfoong amd T pio tEXVOAoYio og TEYVOAOYiM EMOUEVNG YEVIONG, OE M0 UEYAAN
emopyloK TOAN, v Kodapdto. Avtd €ytve pe Ty Topatipnor LEC® TaVTOYPOVOV LETPIGEDV TMV
napapétpov mowdmrag onuotog RSRP (Reference Signal Received Power), SINR(Signal to
Interference plus Noise Ratio) kot RSRQ (Reference Signa Received Quality), olov tov
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YPNOUOTOIOVUEVOV KAVOAM®DY, GE TOAVGLYVAGTO, otafepd onueio 610 KEVIPO NG MOANG, OF
SLOPOPETIKEG PEPEG KATA TNV TEPIOSO TOV YEWEPIVOV €0pTAOV. [0, TOV GKOTTO QLTO Y PNCIULOTOMGOLE
amo Tov eomAicpd tov Epyactnpiov Acvppdtov kot Kivntov Erkowveviov, tov petpnt eacpatog
Scanner SeeGull 1Bflex g PCTEL. AkoAlovbnoape kotdAAnAn eneepyacio kot aviivon tov
LETPNOEWDV, TOGO LE ETOLO AOYIGHIKO 660 Kot pe kaduka MATLAB® mov avorthydnie yio ovtd tov
oKOTO.

2. MeBodoroyio Metpncemv

2y evotnto auTn TEPLYPAPETaL 1 S1OIKOGT0 TPOETOOGING TOV aKoAoVONONKE TP aAld Kot
KoTd TV Sdpkelo Tov petpnoenv [1], 0nwg 1o meptPdiiov Omov mpoypaToTomOnKay ot HETPHCELS, O
€EOMMGLOG, Ol TAPAUETPOL TOL EANPON GOV VITOYIV KAT.

)
/S

"

=

Yympe 1. Avdtaén kot torobecio pétpnong.

2.1 TlepBdiiov petpnoemv

O petproeig g mapovoag epyaciog mpaypatoromdnkay oty Aaikny Bipiiodnkn tov Ilvevpo-
Tikov Kévtpov g Kohapdrog. O ydpog avtdg givar £va omd o o KEVIPIKA onueio tng mOANG Kot
aKPIP®OG amEVAVTL 0o TO KTHPL0 awTo Ppiokovtal KEpaieg OAMV TOV TNAETIKOWVOVIOK®OV TOPOYWOV TNG
YDPAGS. AvTd TO HEPOG UTOTEAEL TO 10AVIKO TEPIPAALOV Yo TETOLOL EI0OVE HETPNOEIC KAOMDC pmopovue
VO UEAETNOOVUE TAPOUETPOVS OTMOC YO AMMOAEIES SLOOPOUNG, TAPEUPOAES, YOPNTIKOTNTA, KOALYN
KAT.

2.2 EEomMopog petpnoemv

‘Oleg ot petproeig mpayuatonotdnkav ue copwt SeeGull IBflex thg PCTEL. Eival évag copmthg
RF mponyuévng teyvoloyiog, o omoiog ypnolUonolEital Katd KOPLo AOYO Yo, TNV KOTOYPOQEN Kot
avéivon onudtov Kvntig kot acvppatng Aepoviag, 6mwg ot LTE kot SG-NR, aAld kot dAlov
GLYYPOVOV KOl OCOPUATOV TEYVOLOYL®DY. MTopel vo KaToypapet yio. 660 xpovikd dtdotnua. {ntndet
TIG TOPOUETPOVG TOWOTNTOG TeV onudteov avtdv, RSRP, RSRQ kot SINR. O coapwtig ftav
ouvdedepévog e pio svpulovikn kepaio RF (450MHz — 6GHZ), pe pia kepaio. GPS yio v dtopkn
Kataypoen g tomofeciog Tov kot emiong o EAeyyog tng Asttovpyiag tng OAng dwadikaciog yivoviov
pécm gvag laptop. TElog Yo TV Katoypa®r|, T TOPUUETPOTOINGT KOL TV OTTIKT OVOTOPACTAGT) TOV
petpnocwv ypnouonondnke n spappoyn Echo Studio (Enhancell).

2.3 MebBoodoroyia petpriicemv

[Ipotolh mpoywpNCOLE GTIG UETPNOELS, EVIOMICAUE KOl KOTAYPAWAUE TIC CUYKEKPIUEVEG UTAVTES
Kol KOVOAlL ovtdv, Yo, TI¢ 600 TeYVOLOYiEG, TOL YpNoluonolovvTal oty TOAN. Méow tov Echo
Studio mpaypatoromoape 6vo smart scan, éva yuo to LTE pe didpkeia nepimov 90 Aentdv kot Eva yio
10 5G-NR pe Sdpkewa nepimov 30 Aemtwv. Ta ypnowomotovpeva kovdiio 5SG ftav aplBunticd
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MyOTEPO, QPOV LOMC TECOEPO EVEPYQ KavdAla evtomiotnkay yio. to 5G kat 23 kavalo yia to LTE.
‘Etol éyovtog otnv 01400 pog To KOVOAO Kol TIG WAAVIEG TOV dV0 TEYXVOAOYIDV, TOPOUETPO-
TOMGCOUE OVAAOYO TOV GUPMTY, MOTE VO ETIKEVIPAOVETOL GE OUTA. XVVOAIKG TPOYUOTOTOU|CAUE
téooeplg avelhptnreg petpioelg amd tov Noéuppro tov 2025 péypt tov lavovdplo tov 2026, dheg
TPOWEG MPES, KAVOVTOS TopOAAnio peTprioels yo kabe pia teyvoroyio (LTE ko1 SG-NR) oty i
movto torofecio. H 6An dwadikacio yopiotnke og TPELG SIAPOPETIKEG TEPIOOOVG, TPO-XPLGTOVYEVV@MV,
Xplotodyevvo Kot UETA-XPLOTOVYEVV@OV Yl0L VO GUYKPIVOLHE TN Agttovpyict Tov OIKTOOVL GE
SLOPOPETIKES TEPIOSOVG.

3. ZtaTioTik AvaAvon

‘Emerta and TIg UETPNOELG KO TNV TEPIGVALOYN TOV OTOTEAECUATOV GEWPA €lxe M enelepyacia
avtdv pe v Pondeta €101Kd Sapopeopévov kddika og mepiPdirov MATLAB®. 'Etot vmoloyicope
1) Méoeg Tipég ava kavall kabmng kot 2) IQR (Interquartile Range) diaomopd kot evoldpuesss Tipég
avé KavaAl, copemva, pe to [1] ko [2].

3.1 Méoeg Tyég ava kava

"Exovtog Aowmdv oty S1d0e0m LOG TO OMOTEAEGLOTO TOV LETPCEDV KOl TOV TECCAP®V MUEPDV KO
VOTEPQ KAl OO TNV ENEEEPYAGIO OVTAOV, VTOAOYICOUE GE TPDTO GTASIO HEOT|, PEYIOTY Kot EAGYLOTN
TP yuo kGBe pia ex Tov mapapétpov modtras. Onwg aivetotl 6to Lynua 2, doov apopd to LTE 10
eninedo tov onfuatog (RSRP) ota mepiocdtepa kaviiia eival Kotd péco 6po o uétpla emineda. Avo
Kovaio Egovv koldtepo RSRP, ta 9360 (773MHZz) ko 6300 (806MHZ) pe -64 dBm katd péco dpo,
EVD TO VIOAOUTO e GLYVOTNTO AELTOLPYING KOVIO GE QLTI TOV TPOUVAPEPHEVTOV KOVOAM®DY, £YOVV
RSRP 7o youno. Ta kavaia avtiBétmg pe vymidtepn cuyvotnta Asttovpyiag, yop® ota 2100 MHz,
é&xovv RSRP cg pétpro emineda, alid 1o SINR givar vymiotepo oe oyéon pe To younAng cuyxvoTnTog
Kovala yio k60e nuépa pétpnong. Q¢ mpog to 5G oyvel akpiPmg 1 idta Aoy, o kavéAr 156510
(782.6 MHz) givar awt6 mov éxet To kaAvTePO eminedo onpatoc, aArd pe SINR yOpo ota 2dB, evd t0
Kovait 431070 (2155.4 MH2z) givot avtd pe to yapnidtepo RSRP kot 1.5dB katd péco opo SINR.

Yyqpo 2. Méoec, ehdytoteg kat péyioteg Tiuég RSRP kot SINR yio LTE ko SG-NR avé nuépa
HETpNONG.

3.2 1QR diacmopd ko evotdpeose (median) Tipéc ava Kovoit

Onwg pumopei va mopatmpndel oto Zynqua 3, ota Boxplot tov RSRP yia 10 5G, 1o kovdAl 156510
EXEL CLVEXDS TNV VYNAOTEPT EVOLAUEST TIUN GAAG KoL TNV TO TEPLOPICUEVT OLOGTOPE. TYLDV, TOV
ovtod onuaivel Tmg 6vImg sivon TPdTo and TAEVPAS KdAVYNG. ATO TNV GAAT, TO VTOAOUTO KOVAALL
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€YOUV OTASIOKA YOUNAOTEPEC EVOLAEGES TILEG OTO TEPAC TOV MUEPDV, HUAALOV AOY® OAAOYNC T®V
EMMEOMV EKTEUTOLEVG 1OYVOG KOTA TN dtdpkela TG Nuépag. Emiong mapatnpeitar mog n diucmopd
tov peyéBovg RSRP mopapével oe pétpla emimeda yio Tor KavAaila, LTOSEKVOOVTAS Uio 6TafepOTNTA
omv kdloymn. Qg mpoc to SINR 10 kavéir 156510 Swotnpel TV 7O €VVOIKN KO GUVETTUYHEVT|
katavoun oto SINR, evd to vmoroura Kavaie tapovotdlovv peyardtepa IQR daotipata kot pe
moALEC akpaieg TiéS. Téog vy to LTE ta boxplot mov apopodv to RSRP deiyvouv va givar oyetikd
mo ovventoypuéva ta IQR  dwotiuata ota mepiocdtepa  KOVEA, VLTOSEIKVOOVTAS VYNAN
otafepotta kalvyng kot og mpog to SINR, ta boxplot pavepdvovv Ot o1 evdidpeoss TIPEG TV
Kavoldv kopoivovior peta&d 0 éog 10 dB kot égovv moAd Ayotepeg akpaieg Tipég amd 0,11 To
Kavéia tov 5G.

Tuendy 301325 Feday 030128 Tusaday 301328 sessay w028

vvvvvvvvvvvv

Toesdsy 23123

Yyfqna 3. Boxplot RSRP kot SINR yia LTE a1 5G-NR avé nuépa pétpnong.

4. Yyumnepdouoto.

H mo evdwgpépovoa mapatipnon Nrav 61t 6to SG-NR ta yopminig coxvomra kavaAia diotnpovv
ocvventuypuéveg kotovopés SINR tudv, evd ta vynAotepng cuyxvontoag Kovdila mopovcetalovy
vynid IQR Sonotiuota kor moArég akpaieg Tiéc. Aviifétog or petpnoelg tov LTE mapovoidlovv
CLCTNUOTIKG YounAOTEPES TEG dlaomopds oto SINR pe Myotepeg axpaieg tiéc, Ommg emiong
otabepéc kot oprokéc cuvinkeg mopepPormv. To diktvo £xel oyedlocTel COUPOVA LE TIC ATOITNCELS
g teyvoroyiag LTE kot ta kavdAlo TOv YpMGLLOTOI00CHV QUTH TV TEXVOAOYiO EMSEIKVVAY TTLO
otafepn ovumeprpopd. H véa teyvoroyia SG-NR ypnoylomolel mépovg tv NN £yKATESTNUEVOV
diktowv LTE, éyovtag Aydtepa kovdAlo pe peydiec Stakvpdvoels, onmg emPefaidvovy Kot ot
petpnoelg poag oty Koloudto. Ztoxoc €ivar vo cuveyicovue TIG UETPNOELS OE TEPIOCOTEPES
tonofecieg kol KAT® Omd OPOPETIKEG GLVONKEG YO MO OCQOAN] CLUTEPACUATO KOl Yo
TopoKoAovOnomn g otadiaxng eEaniwmong g texvoroyiog SG.

3. Avapopég
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Hepiinyn

H mapovoa epyacio efetdlel pepikd omd TO YOPOKTNPIOTIKG TNG ACVPUATNG S1ddoomg OmMG
SLOHOPODVOVTOL ACUPAVOVTOG LTOYN TNV AGTIKY SOUNOT KAl TH LOPPOAOYia TOV £06(POVGS Yia TNV TOAN
g Tpinoing (Ilehomdvvncog, EALGSQ), evd TpOGOUOIDVEL TNV TOAVOTNTA SLOKOTNG AEITOVPYING
Tp1dv vanpeoiav tov SG. H peiétn agloloyei tig emddoelg towv vanpecioy eMBB, MM TC kat URLLC
og 6vo Ldveg ovyvotitev (750 MHZ kot 2100 MHZ), xpnoipomotdviog évo VIETEPUIVIGTIKO HOVTELD
ynoeakov d16vuov (Digital Twin), dote va yivel epeovig 1 emidpact TG AOTIKAG YEOUETPIOG OTIC
OTOTNOELG TOV GLUYKEKPIUEVOV VINPECIOV TOGO 6€ AauPavopevn 1oy, 060 Kol GE YPOVIKT| d106Topd
kaBvotépnong. Ta amoteréopota Yo tnv vanpecioc URLLC delyvouv mwg n mbavotnra dokomng g
(outage), eivar oxeddv 78% vrd cuvinpnTikég mapadoyis kat mepimov 15% viobetdvrag oe16d0es
TapadoyES Asttovpyiag.

Keywords: Digital Twin, pathloss, RMS delay spread, eMBB, mMMTC, URLLC

1 Ewayoyn

Ta acOppata diktva 5% yevidag (5G) eivor oyxedaopévo yio va vrootpilovy €va gupd QAo
VINPEGLDV, 01 OTTOIEG SLAPEPOVV OYL LLOVO MG TTPOS TNV EAAYIGTN AapuPavouevn 1oyd, 0ALL Kol ™G TPOg
oV pLOUO petadoong dedouévav, TV Kabvotépnon Kot Ty a&lomieTio. ZVVETMS, 1 KOTOVONGN TNG
EMIOPAONG TOV AGTIKOV 1GTOV KOl TOV GVAYAL(QOL TOL £3A(QOVS GTA YOUPOKTINPIOTIKA TOL OGVPUATOV
KOVOALOV EIVOL OTTOPOLTITI Y10 TOV OTOTEAECUATIKOTEPO GYESIOCUO TOL GLUGTHLOTOS KOl TNV KOADTEPN
a&lomoinom tov PAcpHaToC.

Ot {dveg younAdV GLYVOTNTOV GUVIEOVTUL TAPASOGIUKA (E OEVPVIEVT KAALYT, EVD 01 VYNAOTEPEG
GUYVOTNTEC MAEOVEKTOOV MG TPOC TN YOPNTIKOTNTA KOl TN YWPKN TOLG €movoypnoiponoinon. Ot
TEPLOCOTEPEG LEAETES Y10 TNV KAALYT Paciloviol o€ anlomoinUéva GTATICTIKG LOVTELD KAVOALDY, T
0moil0l €V OTOTVTIMVOLV TANPOS TOLG UNYAVIGHODS S1UG00NG TTOV OTAVTAOVTIOL GE TPUYUATIKE AGTIKA
nepBaiiovra. ['a v KdAvyn avTod TOV KEVOV, TPOTEIVOVTOL O1 VIETEPUIVIGTIKEG TEXVIKEG YNOLOKOD
dwopov (Digital Twin), ol omoieg a&lomolobv Aemtopepeic yemypapikés PAcEG dedOUEVODV Yo TN
LOVTELOTIOINOT] TOV AVOKAACE®VY, TOV TEPIOAGCE®V Kol TOV CAANAETIOPACE®MY LE TO £50(POG KO TO
ktipto. H teyvoloyio ymoetakod didvpov sivar faciopévn oty yvnidtnon aktivov (ray tracing) kot
Tapd TO YEYOVOG OTL TETOIEG TPOGEYYIGELS YPNCUYLOTOLOVVTOL EVPEMG GTOV GYEUCUO SIKTOMV Kol GTIV
avalvon g kdivyng [1-4], ot pehéteg mov Tig a&lomo1ohy Y10, T GLGTIHATIKY GVYKPIOT] TOV PUGTKMV
YOPUKTNPLOTIKMV TOV KAVOALOD GE GYECT] LE TIC OTOUTHOELS TV VINPESIOV SG, glval GYeTIKA AlyeG.
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E&etalovtog tpeig Paoikég vimpeoieg tov 5G (eMBB, URLLC kot mMMTC), n vanpesio URLLC
mopovctdlel Eva 1dtaitepa oOVOETO TPOPANH oxedlacpoD. e avtibeon pe Tic vanpeoieg eMBB ko
MMTC, 1 anddoon g URLLC dgv mepropiletan amoxielotikd otov mpovmoroyicud Cevéne (link
budget), aAld emnpedletar onpovtikd amd T ¥POVIKY d06TOPE TOL KaveAloD, 1 0Toio, Umopel va
odnynoetr o SwovpPorkn mopspPorn (Inter Symbol Interference — I1Sl) pe amotéleopa v
vrofadon e a&lomotiog . [apoéro mov ot mpodwuypapéc tov 3GPP opilovv cuykekpyuéveg
TPOSYpOPES Yl T StdpKela Tov KuKAMKoD mpobépatog (Cyclic Prefix — CP) [5-6], o Pabudc otov
0moil0 01 TPAYUOATIKES TOPAUETPOL TOV KOVOALOD 1KAVOTOOUV 0VTOVE TOVG TEPLOPICUOVG, EEAPTATOL
Kké0e popd amd cvyKekpléva cevdpla vAoTOINGNC.

2V Tapovca epyacio, TOPOVGIALOVUE TO OTOTEAEGLOTO LOG VIETEPUIVIOTIKNG UEAETNG YNOLOKOD
d1dvUOV 61O 0oTIKO TTEPIPALAOV TNG TOANG TG Tpinoing, ota 750 MHz kou 2100 MHz. A&omoimvtog
Ye@ypapikés Pacelg dedopévev KTipimv kot ed6povg, eEAyovpe GTotyEln Yo TV ATMOAELN SOPOUNS
(pathloss) kot v ypovikn S106ToPA TOL ACVPUATOL KAVOALOD. LT GUVEYELN, Ol TANPOPOPIES AVTEC
YPNOUOTOIOVVTOL Y10, TOV DIOAOYIoUO ¢ mhavotTog dlokomng vanpeciog (outage probability),
ovpeova, pe to tpdtuTa tov 3GPP.

2 Digital Twin ko1 Movtedomoinon Iepipdiiovtog
2.1 MebBoooroyia Digital Twin

H avédivon Poociletar oe pio punyovi dnuovpyiog ynelokod S100HOL Tov LROAOYILEL TIS PLGIKES
OAANAETIOPAGEL TOV OGVUPUOTOL KOVOALOD UE TNV Tplodidotarn doun ¢ moAng. H unyovn
TPOGOUOIDVEL TIG OVAKAAGELS O TIG TPOCOWELG TMV KTIPIV KoL TIC TEPOAAGELS TAV® OO TIG OTEYEG,
TIG OKUEG TOV £0GpoG Kot TNG PAacTnonG. ['a kébe otabud Pdong KataokevdleTor Eva 0EVTpo eLOA®V
(image tree) péow avadpoutkmdv katompov. O okyopibuog eEetdlel Tic mepbAdoelg Tave and ta
KTiplo, TPV Kot HETA TIG AVOKAAGELS, aViXVELOVTOG TIG VIOYN(PLES O100popég 014000MG HECH NG
a&lordynong tov ocvovinkov ontikng emagng (Line Of Sight), xabhg xar v e&acbévnon Adyw
dieicdvong ot Prdotnon. Eeapuodlovrag t Bempia g I'eopetpikng Ontikng (Geometrical Optics -
GO) kot ¢ Eviaiog Ocswpiag Iepibraong (Uniform Theory of Diffraction — UTD), vroloyilovtot ot
TOPAUETPOL TOL NAEKTPIKOV eSOV, DoTE v cuVTEDEl TEMKA TO TPoeik kaBvoTépnong oyvog (Power
Delay Profile - PDP) ywa ka0e 6om ypriot.

2.2 Movtehomoinon IlepiBdirovtog

To mepdddov mpocopoinong Paciletal o yeoypapkés Pacelg dedopévov KTipimv Kot dApoug Yo
neplocodTepa amd 53,000 kripo oty gupdtepn meployn g TpimoAng. [a v enelepyacia Tovg Kot
TNV OTNTIKOTOINGY TV OEOOUEVAOV TG TEPLOYNG EVOLUPEPOVTOC, OvamTOYONKE €va eEE10IKEVIEVO
epyoreio og mepiPdarov MATLAB, pe ™ Ponbeia tov onoiov avamapictavtol YneloKd o KTipla g
TEPOYNG, KaODC kot 1 avdymon tov &ddeovs. To €dagpog dlakpiromoleitan o€ mAakiola (tiles)
daotacenv 10m x 10m kot to vyouetpo kKabe TAaKIdiov TpokvITEL UE TN EB0d0 TG TOPEUPOANG e
avtiotpogn otdbuon amdotacng (Inverse Distance Weight — IDW). T'a ™ Pektiotonoinon g
VTOAOYIGTIKNG OTOS00NG KATA TV EVIOMIGUO TOV TANGIESTEPOV oNUElOV TapeUPorng, epapudletar o
aAyopipog avalnmong tinciéotepou yeitova faciopévog oe doun K-d tree.

H peién emikevipovetol oe o meployn 2.5 km X 2.5 km oty moAn g TpimoAng yopw omd éva
Y100u6 Bdaong (BS), o omoiog givat tomofetnpévog oe tyog 7M. Ot Béoelg Tmv dektmv Ppickovtal og
TAEypa avédAvoenc Sm kot og Vyog 1M oo To Eminedo Tov dPOLLOV.
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3 Ontikomoinon acvPUATNS 01A000N G Kot TOAVOTNTO
OLOKOTNC LINPECTOG

3.1 Ontkomoinon acHPUATNE S1AO00TNC

To dedopéva, TOL TPOEKLYAV GO TNV HOVIEAOTOINGN TOL WYNeuokod OWOUOL OTNnV TEPLOYN
evolpEPoVTOG, omtikomomOnkav pe to epyaieio MATLAB 1o onoio avagépetal otny gpyocio [7]. Ot
TOPAUETPOL TTOL UEAETHOMNKOAY QPOPOVGAV GTNV GLVOALKA AouPavopevn 1oy0 yio Kabe onueio tov
TAEYUOTOG, OTIC OMMAEIEG OOPOUNG KOl OTIG GUVONKEG O10KOMNG TNG VANPECIOG Yo TIG TPELS
peAetdpevec vnpeoieg tov 5G, eMBB, mMMTC kon URLLC.

Spatial Path Loss Distribution (750 MHz - without Fresnel)
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Ewova 1. Anorereg dradpopiis kar RMS dwaomopd kaBvotépnong yia T ovyvétnta 750 MHz
oty woin g Tpimoing.

H avélvon tov meploydv SleKomg VANPeciag, EYve COUPOVA UE TIC TPOJLOYPUPES TOV astnTipav
vy eMBB, MMTC kot URLLC [9-11]. Ot vanpecieg eMBB kot MMTC yapaktnpilovtal wg power
limited, Baoilovtor dniadn otov mpovmoroyiopd Cevéng (link budget), pe anotéieopo n Aettovpyia
Toug va €aptatat povo amd ) AapuPavopevn oyd. o v vanpecio vynAng moetdTTag - YUUNANG
KaOVGTEPTONG, LEAETDVTOL HVO GEVAPLO AAUPEVOVTOC TOVTOYPOVE VITOYN TOGO TIG TIEC AUPOVOLEVNG
woyvog, 600 kot v RMS Swaomopd kabvotépnong. Otav viobeteiton a1c1080E0 cevdplo Asttovpyiag,
vobéTovpe 0TL 01 AN TPES PITopoHV Vo Asrtovpyficovy pe -140dBm tiun Aapfavopevng 1oyvog kot
2,340ns RM S dwomopa kafvoetépnong. Eriong, vrobétovpe mog o tepuatikdc e£omMopnog umopei vo
OLXEPLOTEL TO POVOUEVO TNG TOALOTANG St dpoung Kb’ OAN TN StpKELD TOL KUKAIKOV TPoOENATOG.
2116 GLUVTNPNTIKEG AP ad0YES, VToBETOoVE TG 0 eEOMAIGUOGC 6TO TéAOG TG (EBENG £xEL TN dLVATOTNTA
dlayelplong Tov AVOUEVOD TNG TOAAATANG dtadpoung Lovo katd t0 25% Tng d1dpKELNG TOV KUKAKOD
npobéparoc. Tty mepintmon avth, | avoyn oty RMS diacmopd kabuotépnong LEIOVETOL GTIUAVTIKA,
Kot 001 yo0pooTE 670 131aitepa Kkpd Tapdbvpo avoyng kabvotépnong g tdéng tov 292.5ns[8].

eMBB mMTC URLLC (Optimistic) URLLC (Conservative)
Limiting Factor Power Power gci):;l;::;:;me Eriisr?)aeljiyi/(;f;me
Outage Threshold 130dB 153dB 140 dB & 2340 ns 140 dB & 292.5 ns
750 MHz Outage 0.86% 0.03% 15.06% 78.28%
2100 MHz Outage 6.24% 0.10% 15.74% 78.07%

Mivaxoeg I. Kprtipro Kot m0606Td 010KONS VANPEGIOG 0V GLYVOTITA Y1d TIG VN pEcics eMBB,
mMTC kot URLLC (Aw61060&0 kon Zovrnpntiké Levapro) [8].
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Onwg xataypaeeton otov Ilivaxa |, o1t vinpesieg eMBB ko1 mMMTC gpeavifovv 1diaitepa yopmid
TOGOGTA TOOVOTNTOG O10KOTG AEITOLPYING Kot GTIC 000 UEAETOUEVES GLYvOTNTEG. ['100 TNV LANPETia
URLLC, ta 6gdopéva Tov TpoKOTTOVY o TIV TPOGOUOIMGCT YNELOKOD d1OVOV, dEivouV OTL LTTAPYEL
nepinov 15% mbavotnta dtoukomng vd aotdo0Eeg cuVONKES AetTovpyiag, VO Yo TNV TEPIMTOOT TG
V106£TNONG TO CVGTNPAOV TAPASOYDV, TOV APOPOVV Kupimg otV RMS g&dnlwon kabvatépnong,
mBavotnTa S10K0mNG TG VINPESiNG avEdveTal onUavTiKd, Tepimov oto 78%.

4 Yvumepdouoto

H mapovoa epyoacia avédeiEe T omovdardtnra TG avATTLENG VIETEPUIVIGTIKMOV LOVTEAMY YN OLKOoD
OdvUoY Yoo TN peAé ¢ mBavotnTag dakomng vanpeciav 5SG Aappdvovioc voyn TV 0GTIKN
YEOUETPlOL KOl TN UOPQOAOYIDL TOV €0AMOVG UiNG CULYKEKPIUEVNG TEPLOYNG EVOlapépovtog. Ta
OTOTEAECLLATA TG TPOGOUOIMSOTG Yia TNV TOAN NG Tpimodng Katadeucviouy OTL 1) ATMAELD SLOOPOUNG
opeidetan Kupimg oty emhoyn] ¢ ovyvotntag, evd 1 RMS dwuomopd kabvotépnong kabopileton
Kupiog amd v aotikn yeouetpia. H mbavomra dtaxomnic Asttovpyiag yio Tig vinpesieg eMBB ko
MMTC kaBopileton Kupimg amd ™ AopPavouevn woyd, pe m {ovn tov 750 MHZz va mpoceépet
yopunAotepn mbavotnta dokomie. Xy mepintwon g vanpesiog URLLC, n cuvdvactikny aviivon
1GYVOC-KaBVGTEPNGNC dElYVEL OTL 1) Sl0oTOPA KOBVGTEPTOTG OTOTEAEL TOV KLPIOPYO TOPAYOVTO, Y10, TV
mOavOTNTO SIOKOTNG TNG. ZVYKEKPLUEVE, 1 TOavOTNTO Slokonng vepPfaivel To 78% vad cuvTnPNTIKEG
napadoyes, evd meplopileton mepimov oto 15% vmd mowddoEeg ocuvvOnkeg Aertovpyioc. Ta
amoteléouata avtd deiyvovv ot M amodoon tg URLLC eivar e€aupetikd gvaicOntm otn ypovikn
Sl0OTOPA TOV KAVOALOD, EVE TO TAEOVEKTNUO TNE EVPVTEPTS KAALYNG TTOL divouV oL YaUnAoTEPES (DVEG
GLYVOTNT®V TAPOUEVEL 1IGYVPO Kot StacPaAiilel T Aeitovpyio TV vanpesidv eMBB kot mMTC.

5 Evyoplotiec

H mapodca épevva ypnpatodotiOnke and v Evpomaiky Eveoon — NextGenerationEU péow tov EBvikod Zyediov Avdxoapyng kot
Avbektucontog «EALGda 2.0», oto mhaicto tov mpoypdappotog «SUB 1.1 — Zvumiéypato Epevvnrkng Apioteiog (Clusters of Research
Excellence — CREs)», £pyo: «Evoopdtoon Zvotpdrov Kiwvntdv Exkowvovidv kot Aiktoov Atetntipov yua tv Evioyvon g Anpociog
Acodrerag kat tov Yrodopdv E&uavav [Todewv», ApBuog Xpnuatodomong: YII3TA-0560607.
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Mepiinyn
H mapovca epyacia e&etdlel to SG Network Slicing, e6T1a{0vTog 6TV KAIVOTOUO dUVATOTNTO TNG
Avvapukng Evaiiayng Slices (Dynamic Slice Shifting), 1 omoia emitpénet ™ dtopkh Kot ArpOoKOTTN
OVOTTPOCUPLOYT TV EKOVIKMOV SIKTVMV GE TPOUYUATIKO ¥pOVO. AVTH 1 TEYVOAOYiO EXITPETEL T
dnuovpyia TOAAATAGDY, AVEEAPTNTOV EIKOVIKOVY SIKTO®V TAV®D TNV 1010 pUGIKT VTOdOUN,
APMVOVTAG OPIOTIKA 6TO TaPELOOY TO avemapkéc LovtéAo “one-size-fits-all”. Méow avtrg, To dikTvLO
npocapudletar yio va e&umnpetel etepoyeveic anarmoslg vanpeciov (eMBB :enhanced Mobile
Broadband, URLLC :Ultra-reliable and Low Latency Communications, mMTC :massive Machine
Type Communications). Avolvetot 1 apyrtektoviky 5G, To TEXVIKA yapaktnplotikd tov Radio
Access Network (RAN) kat tov Core Network (CN), n avoryth npocéyyion tov O-RAN (Open-RAN)
Kot 1 dwxeipion tov kOokAov (mng (Lifecycle Management). Avadetkvietal mdg 1 vEX oTH SLVOUIKY
eveMéia petaoynuotiletl Tic mAemkovmvieg 6To pHoviédo «Aktoov o¢ Yanpesion (NaaS).

1. Ewoayoyn
To kwvntd diktva 5G kahobvtar vo VTooTnPiEoVY TEPACTIO TOIKIAINL VANPECLDY, OTALTHOEDV Kol
apBud ovokevdv [3]. H mopadosiaxy apyrtektovikn “one-size-fits-all” dev enapkel mhéov. Me 10
network dicing dnuiovpyodvtar molhomAd, aveEdptnta kot e€gidikevuéve Aoyikd diktva mhve oty
0100 vodoun], KaBEva TPOCHPLOCUEVO GE OLPOPETIKEG amolthoelg kabvotépnong, a&lomotiog,
amddoong kot kvntikdmrog [1]. Méoa og éva dice, ou Asitovpyieg kot o GTOYXEIL TOVL SIKTLOL
VAOTTOLOVVTAL COLPOVO LLE TIC GUYKEKPLULEVEC AMALTNGELS TNG EKACTOTE LN PECING.

2. Apyrrektoviki 5G ko Yanpeoieg

e Infrastructure layer: Avoagépetol 6tn QUOIKH VIOJOUN SIKTVOL OV ekTEivVETAL T060 6T0 RAN
660 ka1 6to CN. IeprapPdver v avamtoén, tov EAeyyo Kot TN S10yEIpIon TG VIOSOUNG, TV
Koravoun mopwv ota SliCES kat ToV TPOTO WE TOV OT0i0 Ol TOPOL EKTIOEVTOL TPOG TA AVMTEPQ.
emineda [1].

¢ Network Function layer: Evoopatdvel OAeg T1g Aettovpyieg mov oyetilovtal pe ) dtopdpemon
Ko tov kKokho (o (life-cycle management) twv network functions ov cuvBétovy o end-to-end
vanpecia [4].

e Service layer & Management and Orchestration (MANO): To dwkprtiké ototxeio tov 5G
dlicing givar 1 end-to-end @von Tov Kot 1 avaykn o vanpesio va ekppdletor péow high-level
TEPLYPAPNG, Kot va ovtiotoryiletar evéhikta ota katdAnia infrastructural €ements kot network
functions.I'o Ttov okond avtod oamorteiton service layer kon Network Slice Orchestration [1].

Katnyopieg Yanpeowov (Use Cases)

e enhanced Mobile Broadband (eMBB): ITapoyn vynidv puOudv dedopévov Kot eVIGRLUEVNG
CULVOEGIOTITAG Y10 TEPITTAOCELG XPNOTG OV deV gival Waitepa evaicOnteg oty KaBvotépnon.

e Ultra-reliableand L ow L atency Communications (URLL C): Yanpeoieg vyning a&omiotiog pe
younAn kabvotépnon.

e massive Machine Type Communications (MM TC): Zvvdeoudtnro o€ Heyaro aptdpd GLOGKELHOV
TTOL GTEAVOLV/AQUPAVOVY LUKPEC TOGOTNTEG OEOOUEVAOV OTLAVI, GUVIHOWG pe YapnAd e0pog Lovng.

e Vehicle-to-Everything (V2X): Yynioi puBuoi dedopévav, peiopévn kabvotépnon Kot
a&lomotn end-to-end apy1teKTovVIKN Y10 EXKOWVMOVIEG OXNUATOV.



¢ High-Performance M achine Type Communications (HM TC): XaunAn kabvatépnon, vymin
a&10TIoTio Kol TOYVTNTO Y10 TOTIKG GUYKEVIPOUEVES EPOPUOYES LLE YOUNAT KIVITIKOTITA.

To 3GPP ypnoyonoince ovtd to USe Cases yio tov opiopud Tov tomonompuéveoy network slices, evo
emTpénel kat pn tvnomomuéva slices, mapéyovtog evediéio oe mapdyovg Ko meAdteg [3].

3. 5G Network Slicing
Zoupava pe to 3rd Generation Partnership Project (3GPP), éva network slice givat éva Aoyikd diktvo
IOV TTOPEYEL GUYKEKPLUEVO, YOPOKTNPIGTIKG KoL SUVATOTNTES OIKTOLOL Y10 TV VTOGTHPIEN SLOPOPETIKDOV
vanpeciov [4].

3.1 RAN Slicing
To RAN ovvééer 10 User Equipment (UE) pue to Core Network péom tov backhaul link,
ypnoonowwvtag Radio Access Technology (RAT). To RAN ektehel v emthoyn tov hetwork dlice
7oL oyetifeTan pe 10 padloTUN A Kot EQAPUOLEL KOTAAANAT S10LOP@MOT] Yo TN OloyEIPIoT TG Kivnong
ava dice To RAN virtualization emutpémer opiopéveg RAN functions vo extelodvial oe
ATOPLOKPLOUEVO dtakopiot, eved to Software-Defined RAN (SD-RAN) apaipei tovg RAN mtopovg kot
napéyet APIS yia dioyeipion kat Eleyyo Tmv Topwv Tov &xovv dlotebel oe kabe dlice[1].

3.2 Core Network Slicing

Kolomter v avaykn yio evEAMKTO Kol KAUaKoOueEVo kevepikd diktvo. O kbpieg Network Functions

(NFs) etvan [4]:

e Access and Mobility management Function (AMF): TIapoyn npocpacng oo diktvo Kot
dwayeipion subscriber mobility.

¢ Session Management Function (SMF): Awaygipion ocvuvedpudv péom evioddv PDU session
modification otnqv UPF.

e User Plane Function (UPF): Packet routing & forwarding kot dtac@diion QoS Bacetl evioldv
™mg SMF.

¢ Unified Data Management (UDM): Azmoffkevon tAnpoeopidv cuvdpountmv Kot user network
profiles.

e Policy Control Function (PCF): ExioAn moltik®dv diktoov kot QOS pe Suvopikés amopacelg
Baocel cuvONKdOV d1kTOOL KOl TPOPIA PN OTY.

o mv emoyn tov kordAiniov dice (Slice Seection) ypnowonoteitan to Single-Network Slice

Selection Assistance Information (S-NSSALI), to onoio aroteleitar and to Slice/Service Type (SST)

ID kou éva mpoarpetikd Slice Differentiator (SD). To SST avayvepilel Tig avopevopeveg vanpecieg
evoc dlice, evd to SD drapoponotei ToAOTALG TEPITTMOGELS TOV 110V TOTOL Slice[4].

e ] o SMO Layer (SMO Framewark)
functions
RAN Os-Ma-Nfve
NSSMF T T T 7 {ﬁ

Non-RT RIC

[ NEMF | VNFM _] Al

01 Near-RT RIC |

E2 E2 E2 02

Open FH M- Plane

0-Cloud

Eixova 1: Apyirexroviknn O-RAN — SMO framework, Non-RT/Near-RT RICs ka: O-CU, O-DU, O-RU
[2].
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3.30-RAN

To O-RAN ALLIANCE dwywpilet to RAN o1ig mopoakdtm Aeitovpyikég povaoeg [2]:

¢ O-RAN Central Unit (O-CU): Extelel o avmtepo enineda ¢ 6toifog TpmTokOAM®mY TG
POOLOSIETAPNC.

¢ O-RAN Distributed Unit (O-DU): Extelei to younAdtepo enineda ¢ o1oifog tpmTtokOAmy:
vrevBuvn Yo slice-specific resource all ocation ko slice-specific performance metrics.

o O-RAN Radio Unit (O-RU): ®vcikdg remkovoviakog eEomhopds (kepaio) Tov avaAapupavet
TNV EKTOUTT KOl AYN TOV padIOKLUATOV.

EmumAéov, siodyel éEvmvoug eheyktég (RAN Inteligent Controllers: RICS) [2]:

¢ Non-Real-Time RAN Intelligent Controller (Non-RT RIC): Zvykevipdver RAN dlice data oe
ueydan ypovikn kKiipoko péow tov Service Management and Orchestration (SMO) framework xai
a&lomotei machine-learning povtéia- cuvepyaleton pe tov Near-RT RIC yio kouvotopeg RAN
dicing Aoelc.

¢ Near-Real-Time RAN Intelligent Controller (Near-RT RIC): Extelel XApPPS oetika pe
dicing kot emikowvovel Tig amapaitmteg mapapitpovg oe O-CU/O-DU péow g diemaenc E2,
Ewdéva 1.

3.4 Evopyniotpmwon tov Network Slicing

e End-to-end Service Management & Orchestrator: Aéyetar to artfiuata sice and tpitovg kot
dnuovpyei/eléyyet to avtictoryo dice.

o Virtual Resource Orchestration: Evooudtoon tov Virtual Network Functions (VNFS), chvBeon
TOL YPAPOL YNOLOUKOV VANPECIOV Kal dlekmepainon Tav dudikaciov MANO.

o Network Resource Programmable Controller: Awywpiler control om6 data plane,
drevkorvvovtag Tig diepyacieg VNF kot tov édeyyo tov QOE.

o Life-cycle Management: Acyoleitor ue 1o legacy management twv slices [4].

3.5 Teyvikad Xapaktnpretikd (3GPP Rel. 15)
Subscription. Otav o ypriotng eyypdeetar og £va Public Land Maobile Network (PLMN)

Ko emdinkel tpooPaon oe slice 1o RAN Aappaver Radio Resource Control (RRC) signaling pe to
artovpevo Network Slice Selection Assistance Information (NSSAI) kot emihéyet katdhinin AMF. H
AMF (ntd and v UDM 1t ocvvdpoun tov UE: o1 minpogopieg mepiéyovv éva 1 meptocotepa
eyyeypappéva S-NSSAIS, pe tovhdyiotov évo default [4].

[UE] { gNB ] AMF @

UL/DL Sync

RRC Setup Request

—

RRC Setup

RRC Setup Complete

NAS Registration Request :
Requested NSSAI

NAS Registration Accept :
Allowed, Configured NSSAI NAS PDU Session
Establishment Request

NAS PDU Session
Establishment Response

Eixova 2: Pon onuazodosios RRCINAS perald UE, gNB, AMF kar SMF kaza v eyypops oe Slice ko
mv eykazaotacy PDU session [4].

Configuration. OvmAnpogopieg Stopdpemong evog slicemepiéyovy éva 1] TEPIEGOTEPA SLOUOPPOUEVT
NSSAIs, mov opifovton gite amd to serving PLMN eite and to Home Public Land Mobile Network
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(HPLMN). H dwapopemon tov HPLMN ovoudletar default configured NSSAI. To UE ypnowonotet
to default configured NSSAI povo otav dev drabétel Eykvpa NSSAISyia to serving PLMN. 'Eva PLMN
configured NSSAI umopei va givan standard 1 PLMN-specific.

Update of Configuration. Metd v apykn dadikacio eyypaeng, N1 AMF propel va exyopniost Eva
UEvéo dapopeopévo NSSAI oto UE yu to serving PLMN. H NSSF 14 n AMF givar ot NFs mov
umopovv vo. kabopicovv ) dapudppmon NSSAI kat T oyxetikég TAnpogopieg avtiotoiyiong tov UE.
To UE daypaeet tomkd Oheg tig mAnpogopiec network slicing mov oyetifovtot pe 1o PLMN, gdv 1
AMF gnikowvovioet pe to UE 6tin cuvdpoun Network Slice Subscription (NS) éxst aAlééel. Emmiéov,
10 UE evnuepdvel T1¢ tpéyovoeg mAnpopopieg dopdpewong network slicing tov PLMN e Bdon tig
véeg TAnpoopieg kot TinéG mov Aaufavel and mv AMF.

Operation. H ovvdeowodmro oto User Plane uéow evdg dice instance dnuiovpyeitor og Pripato
emoyn serving AMF, dnuovpyia PDU session pe to amortoduevo Data Network (DN). Katd
registration procedure, to UE divel to artodvpevo NSSAI oto next Generation NodeB (gNB) kot 6to
core péow Access Stratum (AS)/ Non-Access Stratum (NAS) signaling. To RAN dpoporoyei oo NAS
unvopoto oe AMF emiheypévn Baoer tov NSSAI, kot axolovbei SMF discovery & sdection. H
emdeyuévn SMF dnuovpyei v PDU session yia to dlice instance Baoest S-NSSAI kot Data Network
Name (DNN), Ewoéva 2.

Modification. H "Avvapwr Evodiayn Slices" amotelel pio Agttovpyio 6ov 10 6OVOAO TV network
slices evoc UE umopel va petafinbdei omolodnmote otiyun kotd v topapovn tov o€ évo PLMN. Eite
N TpwTofoviio avikel oto diktvo gite oto 1010 10 UE, 10 chomua mopéyst dueoa ta véa dedouéva,
CUUTEPTLOUPAVOUEVODV TOV VEDV TANPOQOPLOY Yoptoypdenone wpog to HPLMN, twv configured
NSSAIs tov PLMN «ot towv allowed NSSAIs yio moAlamAovg tomovg tpdcsPaonc. H dadikacio sival
OYEOLGUEVT] YI0L LEYLOTT aTod0TIKOTNTA: €V 1) EVOAAaYN omattel petakivnon og véa serving AMF, n
nald AMF odivel eviodn oto UE yia emaveyypagn Kot elevBepdvel T NAS ocbvdeon, mepvovtag 10
UE o¢ idle state. To UE o1t cuvéyeia dtaypapetl To TpoyevESTEP OEOOUEVE, KOl GUVOEETOL SUVOILIKA
ot véa AMF petadidoovtog 1o artodpevo NSSAIL Avti n texvoroyia Eexmpilel ot vanpecieg
EKTOKTNG OVAYKNG, Omov N petdfoon «avaotédietow EEumva —n AMF dev anelevBepdvel T cuvoeon
NAS péypt va ohokinpwel tinpwg 1 kpicyn PDU session, eyyvdpevn mopoyn aceaieioc. EmumAiéov,
TO GVOTNUO, TPOCPEPEL VTOUOTOTOINOT: €AV evepyomotnBel 1 dadikacio network slice replacement, 1
AMF avaiapBdaver avtopato tig aAhayéc. AdQopeTiKA, v 10 diktvo Oev Pploketal mAEoV otV
tpéyovso AMF, to UE avaiapfdaver mpoinmtcd va evnpuepdocetl v SMF yia v aneievBépmon tov
namdv PDU sessions, dtacpaiilovtog v anelevbépmon tav nopmv. [4].

4. Ermilhoyog
To Network Slicing amotelet Bdon g apyrtektovikng 5G, emttpénovtag ™ petdfoocn and diktva
YEVIKNG YPNONG O€ €va €VEMKTO HoviElo «Atktoov ®g Ymnpesion (NaaS). Méow tov duvoptkol
KOKAov Lmng tov Sices kot Tov dudikactdv eréyyov and AMF kot SMF, 1o diktvo npocapuoletat oe
TPAYUATIKO YpOVO 0TI avaykeg Tov ypnot. H eEéMEn tov npotomwv 3GPP draceolilel 61t to slicing
umopel va vmootnpitel and aniés evpul®VIKEG VINPEGIES £MC PLOUNYAVIKEG EQPAPLOYES KOl QUTOVOLLOL
oynuata, 0Etoviag Tig PAGELS Y10 TO YNOoKO HEALOV TV THNAETIKOWVOVIDV.

XpnowonomOnke epyareio Texvntg Nonpoohvng yio T YA®GGIKY ETUEAELN TNG EPYACIOC.
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Emprénawv KaOnyntng: I. Toodlog

Iepiinyn

H mapovca epyacia eEetdlel tnv teyvoroyio Massive MIMO g Tov KeVTPIkd TUADVO TV SIKTO®OV
5G. Ta diktva 5G kolohvTol va IKAVOTOcoVY TOAAATAES AMALTIGELS, GTOYEVOVTAG 68 pLOLOVS
dedopévav g 20 Gbps, kabvotépnon g tééng tov 1 ms kot tavTdypovn cuvdesotnto 1.000.000
GLOKEVOV OVa TETPUYOVIKO Y1AopeTpo. H texvoloyia Massive MIMO, a&lomoumvtag dekideg
oToEl0 KEPOLOG, EMTPEMEL T OPApaTIK PEATIOON TG AOS0GNS Kot TNG YOPNTIKOTNTAS XOPIg TNV
avdykn avénong Tov PAcHATOG. AVaADETOL 1 avaryKaio LETAPOOT GE VEES OPYLTEKTOVIKES EAEYYOV,
o6mw¢ to C-RAN kot 1o O-RAN, yia ) Srayeipion g avénpévng molvmiokotntog. [lapovoialetal o
unyaviepog g popeomoinong 6éounc (beamforming) ko 1 Asttovpyio TDD, eved 1diaitepn ppaocn
dtvetan oTic padnUATIKES 1310TNTES TOL TPOKVTTOVY Ald TOV PeYOAo aplfpd Kepolmv, OT®S M
oxAnpvven kavoiod (Channel Hardening) kou ) guvoikn duddoon (Favorable Propagation). Térog,
avOADETAL TO TMOG M TEYVOAOYIO OVTH KATOPEPVEL VO GUVOLAGEL TIV VYNAN QUCUATIKY] 0TO00T] LE TN
BeltioTomoinon ¢ KaTavAA®ONG EVEPYELNG

A£Eg1g Khadrd ((o¢ 6):5G, Massive MIMO, C-RAN, O-RAN, Beamforming,

1 Ewcaymyn oto 5G kot 01 TPOKANGELS TOL PAGLOTOC

Ta diktva 5G oyeddonkav yo va vrootnpilovv Tpelg Pacikovg muAmves vanpeowdv: eMBB
(enhanced Mobile Broadband) vy vwynAéc tayovtnteg, URLLC (Ultra-Reliable Low-Latency
Communication) yiwa kpicyeg epappoyés pe xounin kabvotépnon kow mMTC (massive Machine Type
Communications) ywo. ™ polik cvvdeotudmo cvokevav [1]. Ta v enitevén tov Kopveainy
pLOumV dedouévav, ypnoomotovvIal (OVEG YIMOGTOUETPIKOV KOUUAT®OV (mm-waves) Ol OToieg
TOPEXOLY TO omopaitnTo peyddo evpog Lavng [6]. Qotdoo, N xprion Tovg cuvodedetat and paydaio
efacBévnon onuotog (high path loss) kor advvapio emopkodg wkdAvyng ond eEmTEPKOVS OE
ECMTEPIKOVG ¥DPOLG. H avTipetdmion avtod tov meploptool entPailet T Agttovpyio 6e GUYVOTNTES
kato tov 6 GHz og cuvdvacud pe v teyvoroyia Massive MIMO, n omoio oyedidotnke yo va
EAOYIOTOTOLEL TIG amdAELEC S1dd0oN G Kal Vo, avEAvEL KOTOKOPLPa TN XOPNTIKOTNTO. [6].

2 H Mom tov Massive MIMO kot 1 véa 0pyLITEKTOVIKN

To MIMO (Multiple-Input Multiple-Output) sivor texvik achppotng emkowvoviag otny onoia
YPNOYLOTOL0VVTOL TOAAATAEG KEPAiEG TOCO GTOV TOUTO OGO Kol GTOV OEKTN.ZE avTifeon pe Eva amAd
SISO (Single-Input Single-Output) cvotnpa, o MIMO (Multiple-Input Multiple-Output) a&lomotei
YOPIKN didotaon Tov Kavolov ypnoporoiwvtog Ny kepaieg exmopnnc kar N, kepaieg Aqyne. Xe
TPOYUATIKA O0oOpUOTE TEPIPAALOVTA, TO GNUA OV PTAVEL OTOV OEKTN HOVO amd pio dwadpoun,
avakAatal, okedaletar kot TeplOAATOL OO OVTIKEIPEV 0TS TOLYOVS, KTipla, £d0(pog Kot avOpdmovg.
Avto dnuiovpyel morvdadpopiky diadoor (multipath propagation).Eved ota copfotiké cvuoethiuota
avtd mpokodel fading ko mopepPoréc, 1o MIMO 10 a&lomotel Betucd, dSNUIOLPYDVTOG SLOPOPETIKES
YOPIKEC SL0OPOUEG UETAED TOV KEPULDY EKTTOUTNG KL ANYNG.
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Otav 10 KavdAl SobETeL ETOPKAOC OVEEAPTNTES YOPIKES SLUOPOLES, EPAPUOLETAL 1] TEYVIKT TNG YOPIKNG
moAvmhe€iag (Spatial Multiplexing). O d6éktng draywpilel TIc poég dEdOUEV@Y, LLE TOV HEYIGTO aPOUO
aveEapToV YOPIK®OV podv vo 16obtot ue Ny < min(Ng, N,-).Avto avédvel kotokopuea to throughput
(poBud petddoong) xwpig va aratteiton emmAéov e0pog Lovng pacpatog [4].

H emwowovia ota cvotmuato Massive MIMO agopd apyrtektovikég ToAlamimy ypnotov (Multi-
User MIMO) .To Massive MIMO anote)ei Tnv 1€(VOAOYIKN AAVINGY OTIS CVENUEVEG OTOLTHOELS TOV
5G. A&omotei évav vepPfoiikd peydro apBpd otoyeiov kepaiag (cuyva 64 M TEPIGGOTEPESC) OTOV
otaBud Baong. Méow g teyvikng ¢ Xopikne molvmie€iog (Spatial Multiplexing), to cdotua
pmropel va eEumnpetel TovTOYPOVE TOAAATAOVGS YPNOTES GTOV 1010 YpOVO Kol cuyvotnta [4], [6] KdTL OV
arotu@vetol Eexkdbapa kot oty Ewcova 1. TlapdAinia, n khpdkoon oe Massive MIMO (6ekddeg 1y
EKOTOVTAOEG KEPAIEG) EIGAYEL TPOKANGELS, OTTMG 1 apotPaic ovlevén (mutual coupling) kot ) amaitnon
Yo aOKAEIGTIKT aAvcida padtocvyvotitov (RF chain) avd ototyeio [4].

s r Y= —
S<=xz2r Lie—— ._%

/,— ‘\\ ¥
3 ?
\\‘ '// p g User = = %
—_—D

: - Y —

Massive MIMO channel

Loax e of wsers (UE
Base station (BS) with Iarge -“':'gi —cgstomitzon - < _:)
b e o f amtennas — i e oy

Ewoévo 1.Bacikr apyrtektoviky Massive MIMO [4]

INo ) dayeipton g avénpévng vVoAoYIGTIKNG ToALTAOKOTNTOG (T.). o€ TEYVIKEG Zero Forcing), To
5G vwobetel véeg apyrtektovikég ElEyyov diktvov padonpdécPaons (Radio Access Network - RAN):

e C-RAN (Cloud RAN): Metapéper v vroroyiotikny evguia oto cloud [2]. H kepaia
Aerrovpyel TabnTiKd, cvumiélovrag kot Tpowbdviag ta ofjuata (Compress-and-Forward) otov
KeVTpKoO emelepyaotn, £YEPOVTAG ®OTOGO TPOKANGELS dtayeiptong Tov BopvPfov KPavtiopuon
[2] .

e O-RAN (Open RAN): Amoteiei v eEEMEN oL TPposEEPEL TAN PN gveMEia. O otabudc fdong
dwywpiletor og Tpia drakprrd puépn: RU (ot kepaia), DU kot CU. Méow tov RAN Intelligent
Controller (RIC), 1o diktvo amoktd T dvvatdra va ovto-puduiletor kot va Beltictonoteiton
o€ TPOYLOTIKO YpOvo.[3]

3 Mnyovicudg Beamforming kou Asttovpyio TDD

H teyvoioyio Beamforming otafpilel Ta onpota oTig Kepaieg EKTOUTNG KATAAANAN G TPOG TO TAUTOG
KoL Tn @Aon, OcTE T0 oNUa Vo €0TIALETAL TPOG EMBVUNTES KATELOVVOELS KOl VO PEIDVETAL TPOG TIG
avemBounteg [5]. Av petadidetan Eva GOUPBOAO S, TO SIAVLGLO, EKTOUTNG YPAPETAL MG X = WS OTTOL W
glvar 10 dvuopo wpokmdikonoinong (precoding vector). I'a éva ocdomuo MISO (modhamhéc

eKmouTEG, pio Anym), pion ovyvn emhoyn €lvan 1 petddoorn péyiotng omoiaPrg (Maximum Ratio
Transmission - MRT), 6mov w = ﬁ Avto evBuypoppilel To PETOSIOOUEVO ONUOL [LE TO KOVAAL,
LEYIGTOMOIMVTOG TOV AOY0 onpotog tpog BopuvPo (Signal-to-Noise Ratio - SNR) vd cuykekpiuévong
TEPLOPLIGLOVG 1GYVOG,
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H Aerrovpyio tov Beamforming oo apopd 1o Massive MIMO Bacileton 6to Time Division Duplex
(TDD) kot oty apotPordtra tov kavoiov (channel reciprocity) [6]. Apyikd, ot xpHoTeg EKTEUTOVY
motikd ofuota (pilots). O otabuog Paong AouPavel to onuata Kot eEdyel axpiPeic EKTIUNGELS
(Channel Estimation) yw tnv KoTdoTaon TOL KOVOAMOV. XTN GLVEXEW, £QOPUOLeTol Ynolokn
npokmolkonoinon (precoding) kot 10 GUGTNUO EKTEUTEL TNV TANPOPOPIO. GTOYELVUEVO GTOV YPNOTN
(downlink) [6].

4 MabOnpuoatikn povredomoinomn kot yopnrikotnro MIMO

To Pacwkd povtédo evog otevolmvov, eninedov MIMO kavaiiov ekppaletal oG y = HX + n 6mov
x € CV*1 10 Sivvopa exmopnic, y € CV*1 10 Sivuopa Myne, H € CVr*Neo rivakac kovaiiod kot
n € C"*1 10 dvuopo pryadikod Bopvfov Gauss n ~ CN'(0,0.71) .To otoygio h;ytov mivako
H exppalel Tov pyodikd cuvieleotn KOVAALOD omd TNV j-00TN KEPOIO, EKTOUTNG TPOS TNV i-00TN
kepaio Aqungs. HepthapPaver pavopeva 6mwg eEachévnon, petafoin edong, moAvdiadpoukn diddoon
kot fading. Y7o tnv vwobeon 611 0 déktng yvopilel To KOvAAL Kol 1) 10Y0G KOTOVEUETOL 1GOTIUA, M
yopnTikdémTe Tov MIMO Kavaiiov divetal amo:

C = log ,(1 + SNR)bits/s/Hz (1)

I'a MIMO xovét, vd v vEdBeom 0Tt 0 dEKTNG Yvopilel To KavEAL Kot OTL 1) 10Y0C KOTOVEUETOL
GOTIUO OTIG KEPOIEG EKTOUTNG, 1] XOPNTIKOTNTO diveTaL OTO:

C = log, det (Iy,+4- HH" ) bits/s/Hz (2)
t

Av ypnopomombei Topayovronoinon walovomv twdv (Singular Value Decomposition - SVD), 0
YOPNTIKOTNTA PUTOPEL VO, YPAPTEL OC:

T
C= Zlogz (1+ﬁta§) 3)
i=1

Enreéfynon Madnpoatik@dv Zvppfolopdv: g mopamdve pobnuotikég oyéoelc,to det avamoupiotd
mv opifovsa tov mivaka, 0 Iy cVuPOAiCeL Tov povadiaio wivaka didotacng , to 1 = rank(H) eivor

0 Babudc tov wivaka H kot o eivor ot 1814lovoeg Tipée (singular values) tov kavaiiol, evid o exbéTC
HY dnhdvel tov culuym avasTporo Tov TivaKa.

H anotedespotikdtnta tov Massive MIMO mnydlet omd padnpotikéc ididmreg mov speavifovtot dtav
0 ap1Bpog tov kepaidv M yivetor modd peyaidtepog and tov apldud towv ypnotav K [6]:

e Array Gain: To k£pd0¢ oL TPOKVTTEL OO TNV EGTIOGT TNG EVEPYELNG,EMTPENEL TN LElmON TG
oYVOG EKTOUTYG KAOE KepOing Ywpig ANDOAELN TOLOTNTOG:
Array Gain (dB) = 10log,,(M) (4)
e Favorable Propagation (Evvoiki] owddoon): Kobog to M av&avetal, ta moivdidotota
KOVAALDL TOV YPNOTOV TEIVOLY va. Yivouy opboydvio peta&d tovg. Mabnuotikd, To ecmTeEPIKo

YIWVOLEVO TOV SLOVUGLLATOV TOVG TEVEL GTO UNOEV, ENMTPETOVTOG TOV TATPN YOPIKO oY OPIGUO
TOVG.

|hi'h,|
[Ihyl] - [z

¢ Channel Hardening (XxAMjpuvon kavaiiov): Ot tuyoieg SLaKVUAVGELS TOV KOVOALOD AOY®
dwreiyemv (fading) perdvovral dpactikd. To Kavail GUUTEPLPEPETAL GYEDOV VIETEPLUVIOTIKA

- 0(5)
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||h||2 ~E {||h||2} eEaheipovtag TNV avéykn yio. TOAMOTAOKO TPOYPUUUATIONO UETOOOCE®DV
(scheduling).

5 Evepyelaxn kot @acpatikr) Amoooon (EE vs. SE)

210, TOPOOOCLOKE TNAETIKOVOVIOKA cvuotiuata, 1 avénon g Pacpatikrg Anddoong (Spectral
Efficiency) Bdoet Tov Oswpnpotog Shannon (log ,(1 4+ SNR )) amartei ekbetikn adEnon g 16300g
eKmounNg, katokpnuviCovrag £tot v Evepyeiaxn Amodoon (Energy Efficiency). To Massive MIMO
amoTeLel T HOVOSKN TEXVOAOYiO OV avoTpémel avtov tov cvuPifacud (trade-off). H Evepyesioxn
Amddoon (EE) opiletor og o Adyoc tng ovvolkng puvbupoamddoong R mpog tn ovvoAiknm
KOTOVOAMOKOUEVN 1o%(V.

R

FE=—
Prx + Pcp

(6)

AoYyw tov Array Gain, 1 aktivoPolobuevn 1oydg ekmoumng PiX umopel va peimbel avaroya pe to 1/M.
[Mopdro oL 1 16YVE TOV KATAVOADVOVY T NAEKTPOVIKA KuKA®poTo PCp avédvetol ypopuikd pe tnv
TPocHNKN VEOV KepaldV , 1 OpacTikn Pedtioon tov Adyov Xnpatog mpog [Hapepufoin kot ®@dpvPo
(SINR) kot 1 ikavotnta tantdypovng eEummpétnong xpnotav (Spatial Multiplexing), odnyodv telkd
GTNV TAVTOYPOVI LEYIGTOTOINGT TOGO TNG PAGLATIKNG OGO KOl TG EVEPYELNKTNG ATAG00TG TOV SIKTVLOV.

6 Emiloyoc

H napovoa epyacio avédei&e Tov kabopiotikd poro g texvoroyiog Massive MIMO oty viomoinon
TV EILOS0E®V 6TOYOV TV dikTomVv 5G. ATt v avdivon kotéotn coeés 0t to Massive MIMO dev
OmOTEAEL OMAY| EMEKTOOT] TOV VOIGCTAUEVOV TEYVIKOV, 0AAG BepeMdon aAloyr TPocEyylong otnv
acvppotn emkowvovia. To ocvvévactikd oamotéleopa tov Channel Hardening, tg Favorable
Propagation o1 tov Array Gain emitpémet v éumnpéton SeKAdmv ypNoTdV TaVTOYPOV LE
eMdloTeG TAPEUPOAEG, UEIOVOVTOS TOPOAANAQ OpOCTIKG TNV omottovuevn 1oyl ekmoumng. H
evooudtoon mponyuévav opyrtektovik@v omwc 1o O-RAN avoiyel tov dpopo yio gogun, ovto-
puOulopeva  diKTvo KOV VO OVTOTOKPIVOVTOL OUVOUIKA OTIG UETOPOAAOUEVES  GUVOTKEG
Kivnong.Qotdco, 1 gupeia vAonoinon tov Massive MIMO g&axolovBei va avtipetomilel avorytég
TPOKANGOELS, OTMG 1 ovTieT®TIoN ToL Pilot contamination, | anotedeopatikn dwayeipion g apoaiog
ovlevéng Kepoudv Kol 1M ovATTLEN  aAyoplOUV  TPOK®OKOTOINONG YOUNANG VTOAOYIOTIKNG
moAvTAokOTNTOG. MeEALOVTIKEG KaTELOVVOELG TTEPIAAUPAVOVY TNV EVOMUATMOOY TEXVIKMOV UNYOVIKNG
uabnong vy PeAtiotomoinon extiumong KovoAwov, kabdg kor v e€gpebvnon  VPPIOKNG
TpokmdKomoinong yio ovotiuate MmMWave Massive MIMO oto diktoa 5G-Advanced kot 6G.
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Koowkomoinon Agoouévov og ' Evromo Méoo

Nikog Paovvtovoug, Pnowokd Xvotuata, [avemomuo Ilehonovvioov, Zndptn,
nikos.raudonus@gmail.com

3 Iovviov 2026

Iepiinyn

H mapovca epyocio mapovotdlel évo cOOTNUE KOSIKOTOINGNG APYEIDOV VTOAOYIOTH GE EKTUTMGILES
€IKOVEG VYMANG avaivong Yo omobnkevon ynowkov dedouévov ot yapti. Ta dedouéva
avamapicTOVTOL MG TALYILO SVASIKAOV EIKOVOGTOXEI®V LE TAPAUETPOTOGIUT AVAAVGT), EVA 0 KMOLKOG
d0pbwong oporpdtwv eEac@oMiel avBekTIKOTNTO 08 AALOIDGELS KATA TNV EKTUTMCT Kol cdpwor). H
péBodog emTuyyavel yopnTikdTTe ekatoviadmv kilobytes e A4 yapti ota 200 ppi, cuykpioun pe
vrapyov epyareia. To cvotnua amevfHveTor T000 68 EKTOOEVLTIKA TAAIGIO OGO KoL GTIV YNOLOKY|
molootnta (digital obsolescence).

AéEerg khewdud: kwoikomoinon dedouévov, amobnkevon oe yopti, Reed-Solomon, yneuokn
moAototnta, barcode, bitmap

1 Ewayoym

H ynowxn amobnkevon dedopévaov oe €vav kOoHO Omov 1 te}voAoyia eEeAiooetal GuveE®S
avtipetoniler ddpopa mpoPAnuato 6mwg @Bopd TOL HECOV, TEYVOAOYIKN TOAOIOTNTO KOL 7O
OMUOVTIKA, OTL YIVETOL OAO KO 10 adlaPaviS. Npepa amobnkevovpe apyeio oe diokovg 1| vVANPEcieg
cloud mov dovAevovy ®¢ padpa KOVTLA. ZEPOVUE OTL HOVAEVEL OALG OYL TT®G Ta dedOUEVA YPAPOVTAL,
dwpdlovtar, mpootatehoviar N Kiwwdvuvevovv. Avt M omdotacn omd To UECO OTEPEL TOV
TPOYPOUUATIOTH 07TO TNV KATAVONOT] TOL Tl GUUPAIVEL KATO 0Td TO GTPMOTO APAipESNS Kol 00N Yel 6€
nepartépm mpoPAnuata. To yopti ¢ péco amobrkevong mapéyet po Avor 6g avtd T0 TPOPAN A 6TO
mhaiclo tng ekmaidevong kot emiong e ynoewakng moiawotntog (digital obsolescence), Adym tov
TAN00VE TEYVOLOYIDV IOV YpApovy Kot dtafalovy amd avtd.

I.1  Zyetikéc epyoociec

H 1¥¢a g amodnievong vyming xopnTikdtnTag dedopEvav og yapti dev glvar kavovpyle. YTapyouv
Nnon epyoieio 6mwg 1o Optar [1] kou PaperBack [2] pe eotioon oty ymoewokn mohowdtnta. Me
ekTUm®TéG VYyNA®v dpi, etdvouv €mg kal 200-500 KB, mapopoln yopntikdétnta pe ™ Adon mwov
TopovcldleTon E0M.

2 Ileprypaoen IpoPAnuatog

Mortifa mov k®d1komolovy TANpoPopia eival yvmotd wg “Barcodes” Kot ypnoiplonotodvol ToAd cuyvd
ot kafnuepwotnta omwg m.y. to QR Codes mov yvopilovpe. o peydin mokvotnta mAnpopopiog
Ommg apyeio VToAoYIoT 0gv emapkovV TETooL TUTOL Barcodes Op®C Kol TPEMEL VO GYEOGTEL Eval
format mov:

1. "Exet vymAn xopntikodTnTo Tov vl ENEKTAGIUN

2. No pmopel vo vootel £0g éva puOlopevo T0c00Td Amd GOAALATO
3. Na givor 660 mo amAd yiveTat Yoo Adyoug d1apavelag
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3 Ilpotewouevn Avon

H mpotewvopevn Adon eivar éva cvommuo kmdtkomoinong dedopévov oe ewdveg puOulopevng
avdAvong katdAnieg yuo. ektomoor. To ovotnua amoteAeitor amd dvo Pacikég Asttovpyieg: v
kwdwonoinomn (encoding) g mAnpoopiag ce ewova Kot v amokmowonoinon (decoding) omd
cOpOUEVT] EIKOVO TTIo® oTO apyLka dedopéva. To dedopéva KmdKomolovvtal v 6e TAEYLO amd
povpo Kot Aevkd tetpdywmva, Oniadn éva 2D Barcode matrix.

3.1 Tloapduetpot

O ypnong pumopet va kabopicel mapapeéTpovg OTMG TO TAATOG Kot TO VYOG (6€ tvToeg) TG emMPAveLog
7ov Ba amoOnkevoel TIc TANpoPopieg, TV TVKVOTNTA / avdivon o€ PPI (pixel avd tvtoa) kabmg kot to
HOVTELO EAEYYOL aBpoicpatog Kat Ty 1oyd d10pbmong, nAiadn TOGO 0md TOV KMOIKA YPTCULOTOLEITAL
v d1opOmon.

3.2 Auwpbwon Zeoiudtov

‘Eva and ta kevpukd teyvikd ototyeio Tng Abong givar n xprion kmodtko dopbmong cpaiudtov Reed-
Solomon. Katd tnv ektdmwmon kol GApwOoT VIAPYOLV AVOTOPEVKTEG OAAOLDGEIS: OKOVY, (pOopd
yoptiov, atéleteg ektunmt). O aiyopBpog Reed-Solomon [3] mpocBéter mheovacpotikd dedopuéva
(redundancy) 6TV K®IKOTOINUEVT EIKOVE, DOTE VA EIVOL SLVATH 1 AVAKTNOT TOV OPYIKOV 0E60UEVOY
OKOUO KOl OV V0, TOGOOTO TG EKOVOG £xel kataoTpagel. [Ipokeitar yio Tov 1610 aAydpiBuo mov
ypnowomnoteitor oe CD, DVD ka1 QR Codes. EmnAéov, oe mepintwon avenavopboing anmielog,
yivetar ypron kodiko CRC (Cyclic Redundancy Check) [4] dote va umopécovpie va evtomicovpie 0Tt
Ta dedopéva dev glvar TAEoV Eykupa.

3.3 Ao

Onwg Brénovue oy Ewova 1, kabe barcode mepiéyet:

1. Zpata evBuypappong (alignment markers): ['vootd potifa otig yovieg kot oto nepimpio
™G €IKOVOG, TTOV EMITPEMOVY OTOV Amok®mOkomomth va dopbmacel otpéyn (rotation) Kot
napapdpewon (skew) omd ™ cdpwon

2. QeéMmpo @optio (payload): Ta kwdwomomuéva dedopéva, mpootatevpéve amd Reed-
Solomon ka1 CRC

AL 2 L oy i

E:E.E‘q:- S :I.!-;_E-I|'I.I'-1.'."-_'=:. s}

ORI

A~

0 - " - . C
Ewova 1. Format tTov Barcode
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3.4 Pon Kwdwomnoinong kot ATokmotkomoinong

H dwdkacio koducomoinong nepirapfavet ta e€ng prpara:
1. Avdyvoon tov apyeiov 16050V g akolovbia bytes
2. Egappoyn koduconoinong Reed-Solomon yio mapaymyn tpoctatevpévov dedopévov

3. Xoptoypdaenon tov bits g pixels tov mAéypatog kou byte spreading yio avBektikdtro og
ouveXOLEVA GOALLOTOL

4. E&aymyn g e1KOvag o Lopen KATAAANAN Yo ektomtmon (1. bitmap)

H amoxmdikomoinon axoiovdel aviiotpoen mopeia: chpmon ewwdvag — dopbmon yemuetpiog —
aviyvevon bits — anokwdikonoinon Reed-Solomon — avaktnomn dedopévov.

3.5 Xopnrikotta

c = w * h * PPP * (1 - a) * (1 - e) / 8
(1)

Omov w, & gival o1 S106TAGELS TNG EMPAVELNG o€ TVTeEG TOL ToAAATANGIALOVLE e Ta pixels avd ivtoa,
70 a (ioo pe ~2%) gival T0 T0G00TO TMV pixels wov ¥pelaloUaoTE Yo To oot EVOVYPAUUIGNG KOL TO €
glval 10 T0G00TO TV dESOUEVAOV TOL TAVE TPog KOdKa dtopbworg Reed Solomon kot CRC (mepimov
40-50% tomkd). Mio A4 pe meplypappe 0.5in kou tomikég mopopétpovg Pyaiver ~220 KB oe
YOPNTIKOTNTAL.

3.6 YAlomoinon

Aoyiopukd yuo avto to Barcode viomomOnke oe C++ / python kot ekteleitol LEG® YPOUUNG EVIOADV.
O myaiog kddKos daympiletar o€ Aoywd modules: core yio Tnv KOpLa AOYIKN K@SKOTOINGNG, error
vy Tov aAyopifuo Reed-Solomon kot img yio dwoxeipion ewovag. o d16pbwon yempetpiog g
OKOVOPIGUEVTG KOVOG, yivetar ypron amd python pe opencv. H Abon dwartibetor ¢ elevbepo
Aoylopd avotytov kmduka: https://codeberg.org/Niko64/BarcodeStorage

4 Yvumepdopoato Kot ATotelécuota

INa va suvoyicovue, To Barcode format mwov mapovsldotnKe Hog ETITPEREL e KaOnuepVa epyaieio
(novaya évav ekTumOT Kot scanner) va amobnkevcoovpe dedopéva o Eva Kabnuepvd A4 yapti 1 o€
omotla GAAN empdvela emiBupovue.

4.1 Tlpoaxtikodg Eheyyog

‘Eva apyeio peyéBovg ~200 KB kmdicomomnke kot extunmbnke og avdivon 200 ppi (600 dpi) oe
yopti A4. H avayvoocipudtta tov enifefoidbnke pe peyebuvrikd eaxod, 0nme eaivetal otnv Ewova 2.
Q61660, 0 KOKAOG EKTUTMONC—GAPWOONG—AVAKTNGNG 08V 0AokANpodnke, kobmdg dgv vanpye
TPOGPOCT G TPOCOMIKO CAPMT VYNANG avaivong Kot ot dtabéoieg vanpecieg ohpmong dev
TOPEIYOV TOV OMOITOVIEVO EAEYYO TOPUUETPOV YO GAPWOON YOPIG oammAeles. EvoAAaKTIKA,
emPePfaidOnke n AeTOVPYIKOTNTA TG AVAKTNONG UEGH TPOGOUOIMGN: OMovpynRinke cuvletikn
EIKOVO GAP®ONG e TEPIOTPOPT], WIKPY| KAloT empdvelag kot 86pufo kot to mTpdypappe Ekave opn
avVAyvV®OoN TOL.
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Ewkovo 2. 1 cm?® Tov barcode kGt amé peyéOuvven

5 Avaopéc

[1] https://ronja.twibright.com/optar/
2] https://ollydbg.de/Paperbak/

[3] Reed, 1.S., & Solomon, G., “Polynomial Codes Over Certain Finite Fields”, Journal of the Society for
Industrial and Applied Mathematics, 8(2), 300-304, 1960

[4] Peterson, W., & Brown, D., “Cyclic Codes for Error Detection”, Proceedings of the IRE, 49(1), 228-235,
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Teyvnt) Nonpoovvn oty AKONUOTKY)
Exnaiosvon

Apovot Pavi Kovpdp, Tumquo ITAnpogopiknic & Tnienucowoviov, [Hoavemomuo [elomtovvicov,
Tpimoin, dit24086(@go.uop.gr

03 Iovviov 2026
Iepiinyn

H napovca epyacio eetalet ) ypnon epyareiov Texvntic NonpuosOvng 6Ty akadnUaikn eKmaidgvon,
UEGO OO TNV TPOoHOTIKY gumelpia portnTplag Tov Tunpatog [Anpopopikig & Tniemkovovidy Tov
Hovemompiov Ilehomovvicov. Atevpovetan n ypnon epyoreiov 6tmg 1o ChatGPT kat to DeepSeek katd
TO TPAOTO EAUNVO GTOVODV, VIO O10UTEPA TIEGTIKES GLVONKEG, KO KATAGEIKVOOVTOL TO OPEAT ALG Ko
o1 epropiopoi Tovg. Ta kvpla evprpata deiyvouv 0Tt Ta YEVIKNG Xpnong epyoireia Teyvnig Nonpoosvvng,
TaPOAO0 TOV GLUPBAALOVY GTNV KOTAVONGM VANG, TNV ETIAVGT OCKGEMY KOL TNV 0PYAVOOT)
ONUEIDCEDV, deV Elval PEATIGTOTOMUEVA Y10 TIG AVAYKES TNV ddacoKara. Baoiopévn oe avtd ta
EVPNLOTA, 1 Epyacia Tpoteivel TNV avantuén eEedikevpévov Al Bonbov, pe TpdsPacn 610 d1daKTIKO
VAKO, dwpedv TPOSPaoN Yo, GAOVE TOVE EOITNTEG Kot EVOMUAT®UEVT Socratic pebodoloyia yio tnv
TPOOONGT TNG KPITIKNG OKEYNG.

AéEarg khaewona: Teyvnt Nonuoovvn, ChatGPT, akadnuaikn exnaidevon, [IAnpopopikn, Al fondoc

1. Etcaymyn

2V onuepvn €noyxn, ta epyareia g Texvnmmg Nonmpoovvig 1 yvootd og Al égovv aArdéer pilikd tov
TPOTO UE TOV 0Toio £vag PoutnTiG HEAETAEL o8 Kabnuepwvn Pdon. Alokekpiuéva mavemioTipio diebvag
&xovv apyioel vo evoopat@dvovv epyoieion Texvmtig Nonmpoovvng oty eKmodevTikn  dtodikacio.
XopaKTNPLoTIKO TOPAoElyla amoTelel o Epevva Tov mpaypatonodnke and 1o tuque. PuGIKiE ToLv
[Movemomuiov Harvard, oto mlaicio g omoia dnuiovpyndnke éva mpocappocuévo Al tutor pe e18ucég
oonyieg v T avdykeg g owackorMag. Ta amoteléopata g £pevvag £0e1Eav OTL POITNTEC OV
ypnowonoincav 1o Al katavoncav to peyaddtepo PEPOG TG VANG 6€ AyOTEPO YPOVO, GE GUYKPLOT| LE
PoITNTEG OV TTapakoAovdncav povo Tig dtaAééelg[2][7]. Epyaieia 6mmg to ChatGPT, DeepSeek , Gemini
KTA. vootnpilovy T HEALTN, TNV KaTavonon dVCKOA®MY EVVOLMV Kol TNV €miAvon acknoewv. [loap’ 6ia
QVTA, 1 YPNON TOVG TAPOUEVEL GE PEYAAO Babud avopydvaon, Kabmdg dev eival 01KOVOULKE EPIKTO Y10l OAOVG
TOLG POLTNTEG va. Exovv mpdcPaoct oe dAa ta dnbéoipa epyareia Teyvntig Nonpoovvng. Emmiéov, ympic
mv omapoitntn kabodnynon, vadpyer mBovotnTa oL TANpoPopiec mov mapéyovv ta Al va unv
avtomokpivovtar ot e&edikevpéveg akadnuoikés amortnoslg. H epyocic avt amotedel KpiTikn
OTTOTIN O TNG TPOCMTIKNG EUMEPiag amd TN ypnon epyareinv Teyvntig Nonpoohvng katd tn didpkela
onovdav oto Tunqua ITAnpopopiknig & TnAemkovmvidv, Kot STUTMOVEL Lo TPOTOOT) Yo TNV dnpiovpyio
evog eEedikevpévou akadnuaikod Al Bonbod yio o Tufqpa.
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2. Ieprypaon IpofAnquatoc

H mpocomikn eumeipio cvvictator ot ypnon epyoreiov Teyvnrthig Nonpoovvng katd tn Sidpkelo €&
OTOGTACEMC CTOVOMY GTO TPMTO £T0g ToL Turuatog ITAnpopopikng & Tniemkovovidy, vd Wiaitepa
meoTikég ouvOnkeg. H maparkorobnon tov pabnudatov Eekivnoe tov Aekéuppio tov 2024, Kabdg apytka
eetalotav o evOgyOUEVO VTOPOANG OiTNoNG WETEYYPOPNG GE OVIIOTOO TUNMUO, OV KOl TEAIKY
dmoTOONKE OTL 08V GLYKEVIPMOVOVTAV Ol Omapaitnteg npoimobécelg. Avtd elye ©¢ amotélecua va
OmOUEIVEL EAAYIOTOC XPOVOG YO0 TV KAADYN TNG VANG Tov eEapnvov mpy amd v e£etactikn) mepiodo.
[ToapdAinia, 1 ETAYYEALATIKN AmOGYOANON Kot 1 SuvaTdTHTO TOPUKOA0VONoNG HodNUdTOV LoVo o popd
Vv €POopad, 6€ GUVIVAGUO HE TIC EAMTELG ONUEIDCELS, KaOIGTOVGAV TN PEAETN 1010ATEPO, OTTALTITIKY.
Qotoco, pe ™ ypnon epyoieiov Teyxvnmg Nompoovvng katéotn €PIKTO v KoAveOsl 1 VAN
amoTELECUATIKA Ko va enmttevyDel TpoPiPdoipog Pabuog oe téocepa LabUOTA TOL TPDOTOV QU VOV.

Yopemva pe toug Zheng et al. 1 €pguva tovg, Pacictnke otV HETA-AVAALOT 69 TEPAUOTIKOV HEAETOV
(2022-2024) ka1 katédete ot 10 ChatGPT Bedtidvel onuUovTiKA TV OKOOMUOIKY EXI000T, LELOVEL TN
vontiky mpoomdBeln kol evioyvel to Kivnrpa pdbnong [3]. Zvykekpiuéva, To gpyoreia ovtd
YPNOLUOTOON KAV GE TPELS PaGIKOVE TOLELC.

2.1 Koaravonon 0smpnrucig OAng

Ye TMEPMTIMOEI; OMOL OEV VLANPYOV EMOPKEIC ONUEIDOCELS Kot O ObECIHOg ¥pOVOG Yio HEAETN] TOV
ovyypaupotog nrav avemapkng, 1o ChatGPT amodelyOnke daitepa amoteAesratikd. XapouKTnploTikd
Tapadery Lol amotelel 1 Tpoomdbela Katavonone chvOET®V evvolmdv amd To Ladnua T Aoyikng Xyeodioong:
avti vo peketndel oAoKANpo 10 KEQAAOL0, VITOPANONKaV oToyeLVUéveg epmtnoelg oto ChatGPT, omwg
«E&nynoé povu 1t eivon évag mivakog ainfelog pe Eva amhd mopdadetypon. To epyadeio dioapovae Ty VAN 6€
UIKPOTEPES, OLOYEPIGILES EVOTNTEC KO TOPELYE EMAVEIANUEVES EENYNOELS LE SLAPOPETIKT SLaTOHTWON KAOE
(POpA TOL 1 OTAVTNON dEV NTOV KaTovonTh. Avtiotolyo, ond moaykoca Epevva o€ 23.218 portntég amd
109 yopec mpoékvye 6T To ChatGPT ypnoiponoteitorl Kupimg yio TNV omA0ToincT GOVIET®V TANPOPOPLDYV
Kot T dnuovpyio tepinyeny [4].

2.2 Emilvon aoknoemv Kot debugging koowka

2TIC apYIKES OOKNGOELS TPOYPUUUATIONOD 6€ YAmooa C, 0 eVIOTIGUOS COUAUATOV OmOoTEAOVGE GLYVA
wiaitepa ypovofopa dtadtkacio. AVo YopaAKTNPIOTIKG TOPASETYLOTO AVAIELKVDOVY TOV TPOTO [LE TOV 0010
10 ChatGPT cvvéPaie oty enilvom Tovg.

2NV IPOTN TEPINTMOT, o€ Aoknon enegepyaciog oAPaplOUNTIKOV, TO TPOYPULLLO EKTOTOVE OKOTAVONTOVS
YOPOKTAPEG LETA TO TELOG TNG SVUPOLOCELPAC. "YoTtepa amd apketh dpa avaltnong Yopig amoTéAesua, o
kOdKag vrofAndnke oto ChatGPT pe v epdtnon «[oti to aA@oaplOunTikd Hov EKTUTAOVEL TEPITTOVG
YOPOKTPEG 6TO TEAOG;». To epyokeio eviomice O6TL amovsiale o xapaKTNPag TEPUATIGHOV \0, EENYDVTAG OTL
x@pig avtov 1 C cvveyilet va doPaletl tuoyaio dedoUEVA OO TN UVIUY.

X1 devtepn mepintmon, Evag Ppoyog dev tepuatifotay moté (infinite loop), maydvoviag TV EKTELEGT TOV
npoypdppatog. To ChatGPT eviémice 6TL | cLVOAKN TEPUATIGHOD NTAV SATVTOUEVT LLE TPOTO TOL OEV
uropovoe moté vo a&loroynBel o¢ yevdnc, kKot e&nynoe Prpa Tpog Prpa T Aok a&loAdynong cuvinkov
oe Bpoyovs. Avtictoryo, o DeepSeek amodeiyOnke 1diaitepa ¥pAGIUO Yo TNV KOTOVONON 7O oOVOETOV
SOUDOV TPOYPAUUATIGUOD.
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2.3 Opydvmon oNUELOCEMV Kol ONUIOVPYIa 001N YOV HEAETNG

Ta epyareia Texyntig Nonpoovvng a&tomoOniay exiong yio T dnuiovpyic SOUNUEV®Y 00NYDV UEAETNG
(study guides) amd pn opyovopévo ekmondevtikd VAo, Iapadeiypotog yapn, vropAndnkav oto ChatGPT
amoomaouato ond dapdveleg doréEemv Kot {ntdnKe va 10 OPYOVMOGEL GE GUVOTTIKEG, EPUPYNUEVES
ONUEIDOCELS I oapn dopn Bepdtov Kot vrofepdtwv. To amotéleopa NTay Evag avOADTIKOG 00N YOG LEAETNG
0 0TO10C EMETPEYE TNV ECTIOCUEVT] EXAVAANYT TNG VANG 0 GOVIOUO YPpoviko dtdotnua, péBodog mov
amodeiyOnie Wloitepa OTOTEAECUATIKT EVOYEL TNG EEETOCTIKNG.

Qo61660, Ol OTOVTNCEIS TTOL TAPEIYAV TO EPYOAEIR OEV MNTAV TAVTIOTE TANPWOS EVOPUOVICUEVES WE TIG
OTTOUTAOELG TOV LoONUATOV, KOONDC To GUCTALOTA aVTA OV aBETOVY EEEIBIKEVUEVT] YVDGT] TNG VANG KAOE
axadnuaikoy tunpatog. H oyetikn épevva emonpove 0t ot portntég Bempovoay to ChatGPT hyodtepo
0ELOMOTO Yo VTOSTNHPIEN CLYKEKPIUEVOV HOONUATOV GE oYEoN WE TN YEVIKN KaTavonomn Bepdtov [4].
EmimAéov, n amoteleopatikn ypnon epyoreiov Texvntic NonpooOvng omaitel eoikelwon He TEXVIKEC
dlTvTONG epoTUATOV (prompt engineering), Tnv omoio. 0 PEGOG POUTNTNAG OV Ol0BETEL. ZVVOAIKC,
OLOTIOTAOVETOL OTL TO, VITAPYOVTA EPYUAELD, TOPE TN ¥PNGILOTNTA TOVG, OEV Elval BEATIGTOTOINEVA YO TIG
avAyKeG TV aKadNUaTKOV TUNUdT@v [3].

3. Ilpotewvouevn Avon

[poteiveron n avartuén evoc e€edikevpévou Al fonbov yio to Tunpa [MAnpoeopikrg & TrAemikovovidv
tov [Tavemotnuiov [edomovviicov. O BonBog avtdg Ba dapépetl BepeMmdmg yevikd epyoleio OT®G TO
ChatGPT, xafmg Ba etvor TANp®S EVEOUATOUEVOS GTO OKAOTLATKO TEPIPAALOV TOV TUHATOS.
Yvykekpyéva, o fonddc Ba drabétel TpdcoPacn 6To TPOYPUUIE CTOVIDY, GTIG CNUEIDCELS TOV HodnuUdTov
OV AVOPTOVTOL amd TOLG OOACKOVTEG, KaOMG ko oTig 0dnyieg ekmdvnong epyacidv. Avtd Oa tov
EMTPEMEL VO ATOVTO GE EPWTNOELS TOV OYETILOVTOL AUESH LE TO OOOKTIKO VAIKO, Ywpic amokioelg 1
avtpacelg. EmmAéov, Oa eivar evnuepopévog yio tig e€etaotiég Teplddoug, Tig tpobecuieg epyacimv Kot
TOLG KOVOVIGLLOVG TOV TUNHOATOG, AEITOVPYDVTAG G VOGS OAOKATPMUEVOC AKOONLOiKOS 001 YOS 'Eva akoun
ONUOVTIKO TAEOVEKTNUA, €lval 1) dwpedy Tapoyr Tov epyareiov, eEaceaiilovtag 10oTIUn TPpoOSPacT Yo
OAOVG TOVG POITNTEG, OveEOPTATOC OIKOVOLIKNG dvvatotnTac. Tédog, ot d1ddokovieg Bo pmopovv va
TOPEYOLY KATAAANAO Stapop@péva epmtipata (prompts) wov Ba kabodnyodv To cToxgvUéva, T HEAETN
™mg.

‘Eva kpioyo yopaktnptotikd tng mpotaonc aeopd v akadnuaikn ocoviohoyio. O Ponbdg Oa
EVOOUATOVEL PNyovicpodg mov Ba amoBoappivouv vy avitypoen, evlapphvovtag tovg QorTntég va
KOTOVOOUV TIC €VVOLEG OVIL VO OVTIYPAPOLY amA®d¢ TS omaviinoelg [6]. Avtd Ba emtevybel péow
kaBodnyntikng pebodoroyiag Socratic, Katd v omoia 0 fonbog dev Oa divel dpeoeg Acelg aArd odnyel
Tov poutnt Pripa Tpog Prpa ot dtodikacio okéyng [5]. Zuykekpipéva, eved To ChatGPT epmtdpevo
«I1Img Aertovpyet o adyopBpog X;» Ba mapeiye apéowg TAnpn e&nynon, o e&edkevpévog fonbodg
Ba aravtovoe aviamaviovrog: «Tt yvopileis 1om yuo tov X;». Méoa amd avtd Tov dtdrAoyo, o
@OUTNTNG oOMYelTOl VO OVOKOADWYEL HOVOC TOL TN ADOTN, GVATTUGOOVTOG KPUTIKN OKEYN Kot

Babvtepn katovonom mov oev Ba fTav EPIKTN Le TNV TAONTIKNY Ay ETOYLOV ATOVTCEWDV.

H viomoinon tov cvotiuoatoc Bo pmopovoe vo Paciotel oe vapyovosg teyvoroyieg APl yhwooikdv
povtélwv, e e€eldikevon péom teyvikng Retrieval-Augmented Generation (RAG), 1 onoia EMTPENEL GTO
HOVTELO Vo, avaKTd TANPOoPopieg amd T Pdon akadNUoikdV £Yypa®yv Tov TUuatog [1].
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4. Xoumepdopoto

H mopovca epyacio avadeikviel 1060 TIg SUVOTOTNTES OGO KAl TOVG TEPLOPLGHOVE TOL TPOKVITOLV OO TN
ypnon yevikng ypnong epyoieiov Al, 6mwg 10 ChatGPT, 610 7AQIGIO OKOOMUOIKGOV OCTOVOMV
[TAnpopopiknic. H gumeipio avtr| odnyel 6to counépacpa 0Tt T, yevikd epyareio Al, av kot yprolua, dev
UopohV VO LTOKATAGTNOOVY &vov €EEOIKEVUEVO aKkadNUaikd Bonbd TPOGOUPUOCUEVO GTIC OVAYKES
GLYKEKPIUEVOL TUNUaToG. O mpotevopevog Ponbog avtipetomilel ovtd T0 KEVO, TPOGPEPOVTAS GTOVG
@o1tNTéC éva a&10mioTo, 0e0vVTOAOYIKE VITELOVVO KOl KOO ILOIKA EVOPLOVIGHEVO epyareio. H vAomoinon
10V B uToPOVGE VoL ATOTEAEGEL TPATLTO Yl GAAL TUA T Ko dpOpoTa, cLpuBdilovTag otn OUOPPOON
evog véou povtéhov cuvepyasiog avBpomov kot Texvntig Nonpoobvng oy exmaidgvon. Qg
HeALOVTIKT KOTEHOLVOT), TPOTEIVETOL 1 TEPAUATIKY EQOPUOYH TOV GLGTHUOTOC GE £va pabnua Tov
TUAUOTOC, HE afloAOYNoN TOV OMOTEAECUATOV HECEH EPMOTNUATOAOYIOV (OITNTOV Kol UETPNONG
aKadNUaikng exidoong.
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3 Iovviov 2026

Hepiinyn

O oxomdg ¢ mapovoag epyociag eival va Ttapovcidost To Costas Academy, pio SwPedy S100IKTLOKT

TAOTEOPLO LEOM oG TTOL OVATTTOYONKE e GTOYO TNV TAPOYN EVOG OPYAVOUEVOD, KOBOPOV KAl TPOGLTOD

TEPIPAAAOVTOG LEAETNG KOl VTOGTHPLENG TG OLOACKAAING Y10 POLTNTES, H1OACKOVTEG KOl AVTOOIS0KTOVS
xpnotec. [daitepn éupaon divetal oty gumepio xpnot, KaOOG TOAAG dwabéoipa epyaieio peAéne,
omwg epappoyég yia flashcards 1| mAat@oppes opyvoong EKTASEVTIKOD VAKOV, ToPOVGLALOvY GUYVA

dvoypnotia, TEPLTTH TOAVTAOKOTNTO, TEPLOPICUOVE GT SWPEXY XP1oN 1 GYEIUCUO TOV OV
VROoTNPilEl AMOTELEGUOTIKA TN CLGTNHATIKY Kot Kodnpepvr eravdAnym. To Costas Academy
emyepel vo cuVOVACEL OPYOVOUEVO TEPLEYOIEVO, TPOKTIKY] EQAPLOYT, KOWVOTNTO KOl EpYUAEin LEAETNG
o€ évo eviaio, kabapd Kat edypnoto mepPdilov, yopic dapnuicsig 1 paywalls.

Aégeig khewona: Hiektpovikr Madnon, Exnaidevtikr Teyvoroyia, Epmepio Xprot, Evepyn
Avaxinon, Kowvotnta Mdabnong, Texyvnti Nonpoosovn

1 Ewoayoyn

H o&lomoinon S1ad1KTuOK®OV TEYVOAOYLDY GTNV EKTTAIOEVOT EXEL ONUIOVPYNGEL VEEG OLVATOTNTEG Y10
NV TPOGPRACT OE EKTOLSEVTIKO VAIKO, TNV OPYAVOCT TNG LEAETNG KOL TNV VTOGTNPEN TG ddacKaAac.
[Mop’ 6Aa avtd, n VIaPEN peydAov 6YKov SLBEGILOV TEPLEYOLEVOD OEV CUVETAYETOL OTOPOLTITO OTO-
teheopatikny pabnon. [oAioi portntég kan avtodidaktol yxpnoteg facilovial 6€ anOCTAGUATIKEG TNYES,
Bivteo yopic eviaia dopn, SNUEIDCELS YWPIG GUVEYELD ) TAATEOPLLES TTOL dTVOLV LEYOADTEPT] ELPACT GTHV
TOGOTNTO, TOL TEPLEYOUEVOL Topd ot Pabid katavonon. [Tapdiinia, ot Sddokovieg cuyva xpetdlovton
GUUTANPOUOTIKG YNELOKE epyOAEio TOV VO UTOPOLV VO, VTTOGTNPIEOLY TNV 0PYAVMOOT| TOV VAIKOD, THV
EMOVAANYT, TNV TPOKTIKN EQUPLLOYN KAl TNV CAANAETIOPOOT TOV EKTAUOEVOUEV@V.

ENUovTiKo poAo 6T LoONC1oKT S10OIKAGIO £XOVV TEYVIKES OTTMG 1) EVEPYT AVAKANGT) KO 1) ETOVOACLL-
Bavopevn avtoalloddynon, kabdg fonBodv ToV EKTALOEVOIEVO VA EAEYYEL TLTPOUYUOTIKG EYEL KOTAVOTOEL
Kot va gvtomilel kevd otn yvaon tov [4, 1]. Qotdco, apkeTd vadpyovio epyaieio LeAETng ite glvon Te-
PLOPICHEVA GT SMPEQY YP1oN TOVG €1T€ TAPOLGIALOVY SLGYPNOTIO, TEPLTTH TOAVTAOKOTNTO Kol EAAEYT
oUVIEDTG LLE TO VIOAOUTO EKTOLOEVTIKO TEPLEYOLEVO. ZVUVETNDG, TPOKVITEL 1] AVALYKT] Y10 TAATQOPUES TTOV
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OgV TAPEYOVY OTAMDG VAIKO, 0ALG GUVOLALOVY OPYAVOUEVT] OLOUCKAAO, TPOKTIKY EQOPLOYY, EPYOAEIR
EMOVAANYNC, KOWVOTNTO KOl KOAN EUTELPiOL Yp1|OTH).

Y10 TAIG10 AVTO, ) Tapovoa epyocia Tapovoldlelto Costas Academy (https://costasacademy.
eu), lo dwpedy SadIKTLOKN TAUTEOPLO LABNONEC TOV GYESIAOTNKE LE GTOYO TNV TOPoYn £vOG kaba-
POV, ELYPTOTOL KOl OPYAVOUEVOL TEPIPAAAOVTOC Y10 POITNTES, SIOGCKOVTES KOl CLTOOIONKTOVS XPTOTES.

H mhoteoppa cvvovdler dounpévo pabnparto, tpaxtikd projects, flashcards, forum, dvvotdtreg ov-
VEPYOTIKNG HEAETNG Kot TPOPIA ¥pNoTOV, pe Eppoot ot Padid Katavonon, otn cvvdeon Bewpiog Kot
TPAENC, Kot 6T YoUnAn TN Katd tn pHeAén.

2 Ieprypaen Hpofrquatog

H avantoén tov Costas Academy tpoékvye amd Ty avaykn yia £va eviaio, 00pedv Kot e0YpNoTO Ho-
Onoaxd mepPaArov Tov va cLVOVALEL EKTAOEVTIKS TEPIEXOUEVO, TPAKTIKY EPAPLOYT, EPYUAELD ETAVA-
ANYMG Kot KOOTNTA. L€ TOAAEG TEPUTTAGELS, O EKTAOEVOUEVOS YPELBLETOL VO YPNCUYLOTOCEL SLOPOPE-
TIKEC TAATPOPLES Y10l VO TOPAKOAOVONGEL DAIKD, VO OPYAVADGEL CNUELDTELS, Vo. dnpovpynoet flashcards,
VoL KAVEL EPMTNOELG 1| VO GUVEPYAOTEL e GAAOVG YPNOTEG. AVTH 1) KATAKEPLATIOUEVT epmelpior ovEdver
TNV TOALTAOKOTNTO TG UEAETNG KO UTOPEL VO OMOCTAGEL TNV TPOGOYN 0d TOV KOPLO 6THY0, dNAadn
TNV OLGLACTIKY KaTavonon).

"Eva emmAéov mpodPAnpa mov Tapatnpeitol 6€ apketd vIdpyovta pLobnotlokd epyaieio ivat 6TL, To-
POTL TPOGOEPOVV YPTOLUES AEITOVPYIES, M EUTELPI YPNOTN GLYVE AEITOVPYEL OTOTPETTIKA Y10 TN CLGTN -
patikn ypnon tovg. [oAdmlokec poéc, vieppoptopéva teptPdirovia, Teplopioplol o€ Pacikég Aettovp-
yieg ko EMAeym Kabapg opyavmoNG UITOPOvV VoL LEUDGOLY TNV OMOTEAECUATIKOTITO EPYUAEI®V OTTMG
ta flashcards, ta onoia acilovtol otnyv TaxTiKng Kot ypiyopn exavainym. ['a tov Adyo avtov, 1o Costas
Academy oyedldoTnKe e EUGOOT) OTNV AmTAOTNTA, TNV Kabapr TAOYNOoT Kol T YOUNAN TP Katd ™)
HeAETT, akolovBdvTag TN YEVIKOTEPT apy1] OTL 1] EVYPNOTIO OTOTEAEL KPIGILO TOPEYOVTO GTNV TOLOTNTA
€vog 0100paoTIKod cuaTHUATOG [3].

Hapdrinia, n ovvdeon Bewpiog ko Tpaéng Tapapuével onuavtiky tpoéxinon. H amdn kotaviioon
EKTOLOEVTIKOD TTEPLEYOUEVOV OEV OPKEL TAVTA Y10 TV OVATTVEN OVGLAGTIKNG YVAOOMNG, WOW{TEPA GE VTL-
KEIPEVA OTMG O TPOYPAUUATIOUOC, TOL LOONUATIKA, 01 TNAETIKOWVOVIES, KOl YEVIKOTEPO, Ol TEXVOLOYIKES
emotpes. Ot ekmadevopevol ypeldlovtot TapadelyLaTa, projects Kot Unyovicrovg ELOVAAYNG 1oL Vo,
ToVg fonBovv va petaTpémovy T Be@pNTiK TANPOPOPic GE EPAPUOGIUT YVDOT. AvTicTotya, ot 8184.0Ko-
VTEG LITOPOVV VO, ETOPEANB0VV 0t Lol TAATPOPLLO TOV AEITOVPYEL GUUTANPOLATIKA TPOG T O1O0CKOATM,
TPOGPEPOVTOS OPYOUVAOLEVO DAIKO, KOWVOTNTO EPMTHCEWDV KOl EPYOAEID LEAETNG.

Télog, n avEavopevn ypnon texvoroyidv Teyvntg Nonpooovng (Artificial Intelligence — Al) on-
povpyel véeg duvatodTnTEG Yo TNV VIOSTAPIEN TG LaBnong, vmd v mpodmdbeon 611 a&lomolodvton
HE TPOGEKTIKG KOl TAdaywykd vrehBvvo tpomo. Xtnv mepintwon tov Costas Academy, n peAlovTikn
gvooudtmon Al Assistant dev avTUeTOMICETAL OC OVTIKOTAGTACT| TNG TPOCOTIKNG HEAETNG, OALL MG
TPOALPETIKO EPYAAELD DTTOPONONGNC Y10 TNV OPYAVOGT TNG EXAVIANYNG, OTMS Y10 TAPASEY U HEGM TG
onuovpyiag flashcards amd ekmToUdELTIKO VAIKO 1| TPOCHOTIKEG CUELMCELS TOV YPNOTY).

3 IIpotewvéopevny Avon

Q¢ amavtnon oTi¢ Tapumdve avaykes, avartoydnie to Costas Academy, Lo d®OPEAV S10OIKTLOK
TAaTEOppO LaBnong Stubéoyun otov iotdtomo https: //costasacademy . eu. H Baowr gihocopia
™G TAOTEOPUOG ival OTL 1] LABNON TPETEL VAL EIVOL OPYOVOLEVT], OVCLACTIKT KOl TPOSPAcIUN, YOPic 0
EKTOOEVOUEVOG VO OTOCTATOL OTd JlaPMUicels, paywalls 1 meprrtd moldvmlokeg poég ypnonge. [ tov
Adyo ovTOV, M TAATEOPLA dev TEPLoPIleTal OTNV AmAT ONLOGIELOT) EKTOUOEVTIKOD TTEPLEXOUEVOL, OALA
ouvovalel Aettovpyieg mov vrootpilovy TN HEAETN TPV, KATA TN S1GPKELN, KOl PETOL TNV ETAPYT| TOV
YPNOTN LE TO LAIKO.

To Costas Academy oyedidotnke g £va gviaio pobnolokd meptPAAAoV, GTO OO0 0 XPNOTNG LUTO-
pet va pedetnoet opyavopéva pabnuato, vo 0gl TPOKTIKEG EPAPUOYES LEGM projects, Vo ONUIovpyNoEL
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flashcards yio emaviAnyn, vo coppeTdoyel o€ cu{ntoelg péow tov forum Kot vo, oAANAETOPAGEL PE G-
A0VG ¥pNoTES. Me auTtdv ToV TPOTO, EMLYEIPELTAL 1] GUVIEST] TOV EKTAOEVTIKOD TEPLEXOUEVOD LE EVEPYEG
LOPPEG BN oG, OGS Eivat 1 AvAKAN O, | TPAKTIKY EPAPUOYN KO 1] KOWOVIKT aAANAenidpaon. H op-
YAV®OGT] TOL YNPLOKOD EKTOLOELTIKOD DAKOV aOTEAEL ONUOVTIKO TOpAyovTa ot Labnolokn eurepia,
Wwitepa 6tav cuvovaletar pe kabapn Tapovciaon Kot HEIWUEVO YVOGTIKO pOpTO Yo Tov xpnotn [2].

3.1 Boaowkég Aertovpyies TG TAATOOpROG

H mlotpdpua meptropfavetl £vo GHVOLO AELTOLPYLOV TOL GTOYEVOLY GTIV VTOGTNPLEN SLUPOPETIKOV
TAELPOV TNG LaBnotlakng dwadtkacioc. H evotnta tev courses (Lobnpota) Topéyel SOUNUEVO EKTULOEL-
TIKO TEPIEXOUEVO, LLE EUPAOT] GTT) CAPTVELY, OTT GTASLOKT AVATTLEN TOV EVVOLOV Kot ot Babid katavo-
non. Ta projects Asttovpyohv GUUTANP®UATIKA TPOCS To. Lafpato, Kabdg deiyvouv mmg 1 Bewpia propet
Vo EQAPUOGTEL OTNV TPAEN HECO OO TPUYUATIKA TOPASETYLLOTA KOl VAOTOCELG.

Idwaitepn onpacia £xetn Aertovpyia tov flasheards (KapTeg ETAVAANYNG EPOTATAVTGE®V), 1] OTTOT0L
EMITPENEL GTOVG YPNOTEG VO, SNULOVPYOLV S1KA TOVG CUVOAN KAPTEADV Y10 TNV ETOVAANYT EVVOLDV, OpL-
CUOV, TOTOV 1 epotoemv. H Aettovpyia avti cuvdéetor dueca e Ty evepyr| avakAnon, Kabmg o xpn-
oG oev daPalel amimg TaNTIKA TO VAIKO, AL TPpooTadel Vo OVAKOAEGEL TNV ATAVTNGT TPV THV
eppavicel. Me avtov tov tpomo, ta flashcards prmopovv vo Aettovpynoovy og kabnuepvo epyaieio av-
TOOELOAOYNONG KOl EVTOTICUOD KEVMV.

Hoapdrinia, to forum (ydpog cu{NTHGEMV) TAPEYEL YDPO Y10 EPOTNOELS, ATAVTHGELS Kol GLLNTNCELS
peta&d tov ypnotdv. H vmopén kowodtntag etvot onpovtiky, 610t 1 pdonon dev mpaypatomoteiton md-
VIO, OTOUKG GUYVE EVIGYVETOL LEGT OTTO TIV AVTOAALOYT] ATOPIDV, EENYNOEMV KOl SIOPOPETIKAOV TPOTMV
okéymc. H Aertovpyia Study with Others emitpénel otovg ypnoteg va potpaloviot cuvoEoovg Yo (o-
VIOV OULOOIKT UEAETT, SIEVKOADVOVTOG TN cuvepyasio LeTa&y @A@Y, CLUEOITNTMV 1] OUAO®V LE KOO
OVTIKEILEVO EVOLOPEPOVTOG.

Télog, Ta TPOPIA YPNGTOV Kul Ol SVVATOTNTES GVVIESTG LETAED XPNOTOV TPOcHETOVLV Eval EAEYYO-
HeVo Kovmvikd eninedo otnv TAat@oppo. Ot xprioteg umopovv va Exovv £va Pactkd Tpoeid péca otnv
KOWOTNTO, VO GLVOEOVTOL [LE GAAOVG KOl VO TAPOKOAOVLOODV dpacTnploTnTeg ToL GYeTiloVTaL LE TN 1A~
Onon, yopic OUMG 1 TAUTPOPLLO VO LETATPETETAL OE TEPIPAAAOV GUECT|G KOWMVIKNG dikTOwoNG. ['lo Tov
AGYO aVTOV, Ol AAANAETIOPACEIC TAPOUEVOVY KOO TEPLOPICUEVEC KO TPOCAUVATOAMOUEVES OTI LA~
Onon, yopic Aertovpyia TPOSOTIKNG GLUVOIALaG (chat), DOTE VO HEIOVETOL O KIVOUVOG AmOCTACNS TNG
TPOGOYNG TOV EKTOOEVOUEVOV.

[MopdAinia, N TAatEOppa SIVEL ELPACT] OTIV TPOCTAGIO TNG WOIOTIKOTITAS KOl GTOV TEPLOPIGHO TNG
ékBeonc mpos oKDY dedopévmv. O1ypnotec pmopohv vo eEAEYYOLV Tov BaBL 0paTOTNTOG TS TUPOVGIOG
TOVG, EVA 1) SLVOTOTNTO WOOTIKOD TPOPIA EMTPEMEL TV TEPAULTEP® OVOVLLOTOINGT) KOl TOV TEPLOPIGHO
™G ONUOGLOG SIABECTG TPOCOTIKMY TANPOPoPIdV. Me avtdv Tov Tpomo, 1o Costas Academy emdidKel
va cuvovdoeL TNV a&io TG LOONGIOKNG KOWVOTNTOG LLE £VO AGPAAES, IPELLO KOL LUT) OTOTPOCUVATOAMGTIKO
nepPéAdov.

3.2  Tegyvun viomoinon Ko 0.c@aArELd,

H teyvikn viomoinom tov Costas Academy Bacileton og cOyypoveg Teyvoroyieg diadiktvov. To frontend
éxel avamtuybel oe React kot Vite, He 6TOYX0 TN YPNYOPN OTOKPIOT], TNV KaBap1| apylTELTOVIKN Kot
™V guydplotn gumelpio xpriong. I'ia tnv avbeviikonoinon, t Pacn dedopévmv Kot Ty amobriKevon ap-
yelwv ypnoonoteital To Supabase, evd 1 PLAOEEVIQ TNG TAATPOPLOC TPOAYLOTOTOLEITOL LEGH TOV
Cloudflare Pages. H gmiloyf autdVv T@V TE(VOAOYUDV EMTPENEL TNV OVATTLEN L0G EMEKTAGIUNG
web gpapUoync, n omoia pmopel vo PEATIOVETOL GTASIOKA Y®PIC VO OTALTEITOL TANPNG AVACYESUGLOG
NG OPYLTEKTOVIKIG.

Agdopévou 0Tt | TAATEOP LA S1BETEL AOYOPLACLOVS YPNOTOV, TPOCSHOTIKA TPOPIA, TEPIEXOUEVO TOV
dnpovpyeital omd ¥PNOTEG KOl AEITOVPYIEC KOWOTNTAG, 1 OCQAAED anoTeLel PactK TAPAPETPO TOV
oyeodtacpov. ‘Exovv AneOetl vtoyn unyovicpol 0Tmg TpooTaTevEVES 100pouES, EAEYYOG TPOGROONG GE
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eninedo Paong SeS0UEVAOV, TOATIKEG TEPLOPIGLOD SIKOLMUATOV KOl TPOGTAGIN POPUADY GO OVTOLOTO-
momuévn Katdypnon. Emmiéov, 1 yprion vanpeciov 6mwg 10 Cloudflare Turnstile copPdiiet
ot peioon avemBountng 1 kakdPovAng dpactnploTTas, X®PIG Vo ETPAPVVEL TNV EUTELPIO TOV YPNOTT.

H éppaon oty acedieto dev avtipetoniletol w¢ aveEdpTnTo opaKTNPIoTIKO, 0ALL MG TPODTODEST
v T PLoctdTTo HIog ovoLy TS EKTALOEVTIKNG TAATEOpHaG. Otav o epappoyn givatl Snpocia dtabé-
GlUN KOl EMTPEMEL T GLUUETOYN YPNOTOV, TPEMEL VO GYENALETOL UE TPOTO TTOV TPOGTATEVEL TOGO TO
GUOTN O 0GO KO TNV KOWOTINTA OV OVOTTUGGETOL YOP® 00 ALTO.

3.3 IIpoontki vwootpéng Al

Mo TPOYPOUUATICUEVT] ETEKTACT TNG TANTPOPLOS EIVOL 1] EVOOUAT®OGCT TpoarpeTikov Ponbov Te-
ywntg Nonunoovvng (Artificial Intelligence — AI) vy v vrootpiEn g onpovpyiag flashcards. H
Aerrovpyia ot PpioKeTol 6TO OTASIO GYESGUOD KOl AVATTUENG, KoL OV AVTILETOMILETOL MG OVTIKO-
Tdotaon NG HEAETNG N TG KPITIKNG OKEYNG TOL ¥pNotr. Avtifeta, o 6Tdyog TG eivol vo LeldoeL Tov
¥POVO OV ATOLTELTOAL Y10 TNV APYIKT OPYAVOOT) THG EMAVAANYNG, TPOTEIVOVTUC EVOEIKTIKES EPMTNCELG
KOl OTOVTNGELG OO EKTOOEVTIKG DAIKO 1 G UELDCELS.

H ypnion tov Al ¢ éva této10 TAOic10 Tpémel va gival mpocektik. O ypNog Ba mpénet va £yl Tov
TEMKO EAEYYO TOL TEPLEYOUEVOL TOV amoNKeVETAL, KOAOMG 01 VTOUOTA TAPAYOUEVEG TPOTAGELS EVOEYETOL
va yperalovtol 016pOmon, Tpocapuoyn 1 arndppymn. o Tov Adyo awtov, 1 Asttovpyio oxedldleTon ¢
VTOCTNPIKTIKO EPYOAEID Kal Ol OC OLTOVOUOG PUNXOVICUOS TOpUy®YNSG YVOoNS. Me autdv tov Tpomo, 1
TAOTPOPHO pTopel va a&lomotoet duvatdtnteg g Texvntig Nonposivig, SlotnpdvTag TonTO POV TOV
EKTOOELOLEVO gvEPYO 0T dladikacio Lanong.

H ovykekpipévn enéktacr cuvoel v TAATEOppa pe T Bepatikn g Mnyoviknig Mabnong kot g
Teyxvnc Nonpoobvng, Kabmg dlepeuvi TOG TETOIEG TEYVOAOYIEG LTOPOVV VO ¥PNGLULOTOINHOVY TPAKTIKE
o éva padnoioxo tepiPaiiov. H a&ia g dev Bpioketar otny TANpN aVTOUATOTOMNOT TNG LEAETNG, QALY
o1 dNULoLPYi EVOG TTLO YPTYOPOL KOl OPYUVOUEVOD CTUEIOL EKKIVIIONG Y10l ETAVAATIYN.

4 Xopmepaopoto

Y1nv mopovoo epyocio Tapovcldotnke to Costas Academy, pio S®PEAV S100IKTVOKT TAATOOPLLOL
pudonong mov oToyevEL VO GLVOVACEL OPYUVOUEVO EKTOOEVTIKO TEPIEXOUEVO, TPAKTIKY EQAPUOYY, EP-
YOAELOL ETOVAANYNG KO SUVATOTNTEC AAANAETIOpAOC LETAED TV ¥PNOTOV G Eva EVIaio Kol €0YpNOTO
nepBdidov. H avémtuén g mpodkuye amd v avaykn yuo o TAat@edpua Tov vo divel Eppacn ot
Babid katavomon kot ot YoUnAn TpPn Kotd T HeAETN, amoeedyovtag TS dapnpicelg, Ta paywalls ko
TNV TEPLTTH TOAVTAOKOTNTA.

Ot Baoikég Aettovpyieg Tng TAATQOPLOC, OTMG T courses, Ta projects, ta flashcards, to forum, to
Study with Others kot To TPOEIA XPNOTOV, ETLYELPOVY VO, VTOSTNPIEOLV SLUPOPETIKEG TAEVPEG TG oL
Onolokng dwdwkaciog. [TapdAinia, n texvikn vAomoinon Paciletal og cvyypoves web texvoroyieg Kot
Aopfaver vToyn INTALETO ETEKTACIHOTITOS, AOPAIAELNG KOl EUTELPIOG TOV XPHOTN.

MelhovTiKd, 1 TPOOTTIKY evomudtomong evog Al Assistant yio Tnv vroPondnon g onpovpyiag
flashcards pmopel va mpoopépel Evav emmAéov TPOTO 0pYAvVOONG TNG EXAVAANYNG, VIO TNV TPobndOeom
0TL 0 YpNoTNG Sratnpel Tov TeEMKS EAeyyo Tov TEPLE)OUEVOD. Xuvolikd, To Costas Academy @riodo&el va
AELTOVPYNGEL OG Eva avolyTd LabNclakd pyaAeio Yo @ottnTéG, S1I0AGKOVTEG Kol ALTOdIOAKTOVG YPOTEG,
GLVOEOVTOG TN OLOIKTVLOKT) TEXVOAOYIO LLE OVGLUCTIKEG TPOUKTIKES LLABMoNG.
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Abstract

Post-Quantum cryptography is about to substitute current cryptographic schemes as being re-
silient in attacks from quantum computers. McEliece and Bit Flip Key Encapsulation (BIKE)
are two notable representatives based on coding theory, where classical structural attacks against
these algorithms can be successfully phased out by selecting the appropriate key size. Using low
cost equipment, the method of Simple Power Analysis (SPA) is used in this paper to evaluate
whether there is information leakage during the decapsulation phase, where the shared secret
key is generated. Executing a related experiment, it is shown that there is a significant correla-
tion between electromagnetic emissions and secret values. In the aftermath, with only 250 power
traces collected, machine learning models can predict a low sequence of secret bits of the shared
session key, produced during the decapsulation.

Key words : Post-Quantum, Side-Channel Attacks, Simple Power Analysis

1 Introduction

Simple Power analysis (SPA) [1] refers to a class of Side Channel Attacks (SCA) that ex-
ploit unintended information leakage produced during the execution of cryptographic algorithms.
Rather than targeting only mathematical weaknesses in the cryptographic algorithm itself (struc-
tural attacks), SCA exploit observable characteristics such as power consumption, electromag-
netic emissions, or execution timing to infer sensitive internal states. These leakages arise from
the physical implementation of a system and are often influenced by hardware architecture, sig-
nal integrity, and environmental noise. As a result, implementations that are theoretically secure
can still be vulnerable when deployed on real devices. Evaluating and mitigating side-channel
leakage [2] is therefore essential, particularly for embedded and resource-constrained platforms,
where limited countermeasures and noisy measurement conditions can significantly affect the
security of cryptographic operations.

Information Set Decoding (ISD) [3]| belongs to the aforementioned structural attacks and
can be augmented by SCA [4] significantly reducing the practical complexity of algebraic crypt-
analysis. Although classical ISD treats all candidate information sets equally, side-channel ob-
servations can introduce measurable biases that guide the selection or pruning of candidate
information subsets to perform ISD attack. By correlating leakage patterns with intermediate
decoding operations, an attacker can prioritize high-probability information subsets, and thereby
shrink the effective search space without modifying the underlying code structure.
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Experiment Setup

In the context of SPA against a McEliece cryptosystem [5], this paper attempts to correlate
recovered power traces with intentionally stored secret bytes while specific hardware executes
cryptographic operations in software implementations of McEliece and BIKE, two code-based
cryptosystems of the Open Quantum Safe (OQS) library. In general, SPA requires specific ex-
perimental equipment to attempt more advanced side-channel techniques, as it relies on indirect
observation of power consumption patterns followed by extensive statistical processing. Essen-
tial tools include a target device that performs cryptographic operations, a stable power supply,
and a means of measuring instantaneous power consumption, such as a shunt resistor or current
probe coupled with a high-bandwidth digital oscilloscope. A trigger mechanism is often used to
align measurements with specific execution phases, while basic data acquisition software enables
visualization and manual inspection of traces. Unlike differential techniques, SPA generally does
not require large trace sets or complex analysis frameworks, making it accessible yet effective
against implementations with clearly distinguishable power signatures.

In line with this rationale, the low cost equipment that was recruited to participate in such
an experiment, aligned with the setup in [6], acting analogously with a realistic SPA one, is the
following: 1)A raspberry pi 3 that acts as a device under test (DUT). The DUT executes the
cryptographic operations while exposing physical characteristics, such as power consumption
or electromagnetic emissions, that may unintentionally leak information. 2)A shunt resistor,
which is a low-resistance component that observes the voltage drop during DUT’s cryptographic
operations. 3) An operational amplifier (op-amp) is used to amplify the small voltage drosp across
the shunt resistor. 4) A Raspberry pi Pico, which is a low-cost microcontroller platform used to
translate and store op-amp voltage variations by shunt, monitoring cryptographic operations.
Having this set up, schematically represented in Fig. 1 , it is possible to create an artificial, yet
realistic, SCA experiment. This kind of setup has a significant trade-off, such as low sampling
resolution which may also include noise.

For this experiment, the Python wrapper of the OQS open source library was used, where the
code based Key Encapsulation Mechanisms (KEMs), McEliece and BIKE, both belong to the
National Institute of Standards and Technology (NIST) security level-3. These algorithms run
inside the DUT and each captured trace corresponds to a different decapsulation phase where
the shared secret (ephemeral) key, is generated.

Figure 1: Experiment Equipment Setup and Connections.

3 Results Evaluation

After executing the experiment, 250 traces were collected for each cryptosystem. Each trace
contains 1500 voltage samples produced during the decapsulation phase, also used to construct
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the following voltage plots. To evaluate these observations of the experiment, the statistical
method of null hypothesis [7] is used, in addition to the correlation between the voltage drop

measurements and some bits of the shared secret key, which were produced and intentionally
> (z—7)(y—1)
SV (@-7)2/(y-1)?

puted, where x is the voltage power detected by the shunt and stored in the pi micro-controller
and y is the Hamming weight of the last byte of the shared secret key. The values of p exist in
[—1, 1], where p = 0 indicates that there is no correlation, on the other hand, values such as —1
or 1 indicate absolute negative or positive correlation between quantities x and y, respectively.

Declaring the null hypothesis statement “Software implementations of code-based post-
quantum cryptography do not leak information”, the correlation p for McEliece and BIKE is
calculated for analysis. Based on the literature that values of p > 0.1 indicate leakage (8], the
initial hypothesis is rejected, leading to the conclusion that these algorithms leak significant
information. For example, Fig. 2 represents how, during the decapsulation of the shared secret
key from the McEliece KEM, the voltage spikes in the left plot correspond to high variations
of p. The results also demonstrate that in the final phase of McEliece decapsulation there is
measurable and temporally aligned power leakage that can be exploited through correlation
based SPA. In addition, for the BIKE KEM, the results in Fig. 3 show a correlation exceedance
beyond the threshold of p = 0.1, implying that there is more correlation between the traces and
the ephemeral key. All these observations allow for further analysis, such as the prediction of
secret bits using Machine Learning (ML) models.

stored, during decapsulation. Hence, the correlation coefficient p = is com-

Figure 2: McEliece Power Traces and Correlation Coefficient Graphs.

Figure 3: BIKE Power Traces and Correlation Coefficient Graphs.

To highlight the above conclusions, some well known classifiers were recruited to evaluate the
accuracy in predicting valuable secret information. To train the models, the samples from each
trace were used as the features X, while the secret bits from the shared session key were used
as the labels Y. The models were configured to use the 80% of the traces dataset for training
and the rest for testing their performance. After running the models, the produced data are
represented in Tab. 3. In particular, we can see that there is a notable probability of predicting
the bit 1, which is higher than a raw guess. In addition, bit 1 is more likely to be predicted
than bit 0 due to higher voltage spikes that are equivalent to the logical bit 1. In general, the
McEliece cryptosystem appears to leak scalable information, where the F1 score is constantly
greater than 0.65. Note that considering the probability of simply guessing the value of a bit,
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all the classifiers appear to perform 25% better than the simple guess. As far as predicting more
than one bit, the models behave in the same manner. For example, in terms of attacking the
McEliece, at the same Tab. 3 we can observe that the prediction of two bits, such as the 10, is
at least 40% greater than the simple guess, namely 25%.

Classifier Class bit 0 F1 Class bit 1 F1 Accuracy
kNN(vs McEliece) 0.57 0.67 0.63
Random Forest(vs BIKE) 0.53 0.65 0.60
Linear SVM(vs McEliece/BIKE) 0.47/0.60 0.68/0.60 0.60/0.60
Recall F1 Accuracy
Linear SVM(vs McEliece bits 10) 0.43 0.35 0.33

Table 1: Single Bit Prediction Using Only 250 Traces During Decapsulation.

4 Conclusions and Future Work

The null hypothesis, along with the SPA, was used to evaluate electromagnetic emissions
of code-based post-quantum cryptosystems utilizing trivial equipment with low resolution ca-
pabilities. The results indicate that there is a correlation between the captured power traces
and secret bits. Variations in the observed waveforms are consistent with the predicted leakage
model, suggesting the presence of secret-dependent information. To mitigate these phenomena,
several countermeasures have been studied, focusing on masking the cryptographic operation
during the decapsulation. Hence, performing an attack based on SPA, using the paper’s low cost
setup, would be a challenging effort to evaluate the masking countermeasures. Furthermore,
the Hamming Quasi-Cyclic (HQC) KEM, selected by the NIST as another quantum resistant
code-based standard mechanism, was not included in the current experiment because it is not
part of the OQS, and consequently, suggesting a promising study.
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YHOPIAKO XAXMA I'ENEQN:

IHog n teyvoroyia ennpealer KaOe yevia

Nworaidov Avactacia, Tunua [TAnpopopikng ko TnAemikowoviov, [avemoto
[Tehomovvnoov, TpinoAn, anastasianikol111@gmail.com

3 Tovviov 2026

Iepiinyn

e ovt Vv gpyacio Ba avolvbel to Bépo g Awddpaocng AvOpdmov-Mnyavig 6To KOPUATL TNG
e&EMEnc g teyrvoroyiog Kol TG UTopel vo EMNpedoel d10popeTikéG nAklakég opddec. H paydaia
avamTuEn g €xel TPOKaAESEL €va PeydAo yboua petald g Ve YEVIOC Kal TG TPitng nAKiog.
210Y0G TG epyaciag eival 1 EMGNHUOVOT TOV TPOPANLATOG Kol 1) avAdEEN TG OVAYKNG Y10 WYNQLOKN
ocoumepiAnym oe OAeG TIG NAKLOKEG OUAdES, KAOMDC 1e TV eEEMEN TG TeVOAOYinG TO yaoua avto Oa
pueyolmvel 660 M texvoroyia e&ehicoetol TayvppLOpa, dnpovpydvTaS cofapd TPOPANUATE GTOVG
VEOLG KAOMDG Kot GTIG TOAUIOTEPES YEVIES.

1 Ewayoym

X povtépva emoyn €yl mapotnpndel va wwaitepa peydlo @awvopevo to omoio givar 1 paydaio
e&EMEN G Teyvoroyiag, kabBmg Kot 1 ypiyopn €viaén otn Con pag éxet aAldaéet pilikd tov molrtiopd
Hag, TV avlpomvny emkotvavio Kot otkovopio. Adym e avodov TV VTOAOYICTOV KaOdE Kol TOV
KWVNTOV cLGKEVOV TNV TelgvTaio 20etia, 1 KobOnuepvoTTa LOg £XEL YIVEL OTAOVOTEPT TPOGPEPOVTIS
tayvtepn emkowvovio. MapdAinia, n €£animon Tov Sl0SIKTVOV KOl TNG TEYVNTAC VONLOGLVNG,
TapEYEL TPOGPACT GTNV EVNUEPMOT], OTIV EKTOIOELOT KOl OTIV YLXAYOYIO & OAEG TIG KOWMVIKES
opadec. Zopemva pe peléteg and v mnyn [1], ano to 2004 puéypt onuepa n xpromn tov Internet ota
votkokvupld €xel ekto&evbel oto 94% oty Evponaikh ‘Evoon. Eved oty EALdda povo to 89% twv
VOIKOKVPLOV Vo glvarl cuvdedepévol oto dadiktvo. Emmiéov soupmva pe v [2], 10 87% tov véwv
nikiog omo 16 éwog 29 €t@V YPNOUOTOINCE EPYOAEIN TOPUYDYIKNAG TEXVNTAG VONUOGVVIG
GNUEWDVOVTOC VYNAOTEPO TOCOGTO Ao Tov PEGO Opo ¢ Evponaikng Eveoonc.

Qo16060, owt) 1N TPO0d0g E€xel otabel gumoOdlo otV emikowvwvio, peTad TOV VEMV KOl TOV
UEYOADTEP®V NAKIOKDV OUAd®V, dNUIOVPYDOVTAS TO ovopevo tov Pnoetakod Xdopatog ['evedv. To
yaoua avtod dev apopd Lovo TV TPOGPacT), 0AAG KoL TOV TPOTO LE TOV 0010 SIUPOPETIKES NAKIOKEG
opadec avTIAaUPAVOVTOL KOl ETIKOIVAOVODV LE TO. GUYYPOVO VIOAOYIOTIKG GuoTHHaTa, BETovTag véeg
TPOKANGES OTOV GYEJCUO NG OAANAEmdpacng avOpdmOv-puNyoviS. ZTnV ovaopd av
OVOADOVTOL TO OATIOL Y100 TV ONULIOVPYIC TOL YAGLOTOG QLTOV, Ol EMUTTMOELS TOV TPOKAAOVVTOL Y10,
OMeg TIC MAIKIOKEC opadeg KoOmG kol TPotewvoueveg ADoelg péow oyedlaouov  Emkowvoviog
AvBpadmov-Mnyavig (HCI) kot kotvovik®v Topayoviov @GTE VO TEPLOPIGOVLE TO PAVOUEVO OUTO.

2 Totl Beopeitonr TpoPAnua to Yneroxko Xdaouo
YEVEDOV?

To ynoeokd ydopo yevemv opileTor ™G TO KEVO TOL OMUOVPYEITOL AVAUESH GE OVO KOWMVIKEG
OUAdES, TOVG YNOLIKOVE LETAVACTEG OMANON TIG YEVIEG YWPIC EMAMEG UE TNV VEN TEYVOAOYio Kot
YNOLKOOG aTOYXOOVEG, TIC LETAYEVECTEPEG YEVIEC TOV HEYAAWDOAY GTIV OpYN TNG WNPLAKNG ETOYXNG.
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2oppova pe v anyn [3] to 2023, 1o 44% tov mAnbuopov oy Evponaikh ‘Evoon, dnidver ot
votepel amo PooiKéG YVAGCELG TAV® GTOV YNeoko topéd. To voduepo avtd oyt HOvo givor EKTANKTIKO
OAAG Onpovpyel Kot v amopio, TG Eva LeYOAO KOUUATL TOV TANOVOUOD avTIHETOTILEL OLGKOAEC
LLE TNV XPNON KOL TV KATOVONOT| TV VE®V 0VTOV TpOTT@V {Ong;

2.1 Aituo ydopotog yeveamv

YuvBog ta aitio Yo To Yaoue ovTd gival TOADTAEDPO, KOOMS Kot 01 600 KOWOVIKEG OUAdES
£€YOUV O10.POPETIKT TPOGEYYIOT| KOl TPOCUPHOYN GE YPNYOPES OAAAYES. X GUVOLOCUO LE TNV
mmyn [4], eotidlovtog apykd ot PeYOAVTEPEG NAKLOKG YEVIEG, Ol KUPLOTEPOL TOPAYOVTES
dvokoAiag etvar ot e€ng:

e  Avac@dlero Kol 06Boc Tov AdBovg: Ot peyoktepot dev Kotarafaivouy Thg mpénet
va. kwwnBovv og éva tétolo mepiPdAiov, €161 mpokaieitow o @OPoOg Yo TPOKANGN
PAGPNG 0TV GLGKELT TOVC, SNUIOVPYDVTOS MO TPOGEKTIKY Kol GUVAOWOE opvNTIKY
GY£OT LE TNV XPNON WNOLIKAOV CLGKELMV.

e AvriocToon oTnv KOwvoeTopio: Adym TV TOANOTEPOV GTEPEOTVTIKAV AVTIANYE®DV, Ol
peyoAvtepol ouvipBwg OvoKOAELOVTOL Vo SLUPOSIGOLY UE TIG KOWMVIKEG Kol
TEYVOMOYIKEG  HETOPOAEG OTNV  KOwmvio. AUTO TOLG KAVEL KOYUTOTTOVG KO
SIOTOKTIKOVG OTNV amodoyn oG Kovohpylag emoyng amd ekeivn mov yvopilave.
AVTIBETOC, 1 VX YeVid gival o SEKTIKT OTIG VEEC TPOGOAPUOYES, KAOMDS amd v ¢von
TOV EMODKOVY TNV oAAayn €Amiloviog Yo o KeADTEPT Kol 7O 1GOPPOTNUEVN
Kowvavia.

e @®0Oopa pvipng kot aclnocswv (okor, 6pacn, kim) Aoym tng ynpoveng: Oco
peyodmvoopue apyilovv va epueavifovtal ol TpMTEG CAAOIDCELS OTIC AGONGELG HOG Kot
v pvnun. Ot odhayég avtég Oyt LOvo Kavouy Ty Kadnpeptvotnta SUGKOAOTEPT), AALG
ennpealovv dueca Tov pubuod pe Tov omoio o eyképorog enelepydleTan véeg, cuVOeTES
mAnpogopiec, KaBIoTOVTIOG TNV TPOGUPUOYN OTLS olOyypoves Oemapéc (interfaces)
1010{TEPO ATOLTNTIKT.

o  YmepBorki) EEdptnon amd Avrtoporomowuéveg Alemapéc: Aoym tng Kodnuepvig
XPAONGS TOV J1adIKTOOV KOl TNG TEXVNTNG VONUOCUVNG, Ol UETOYEVEGTEPEG YEVIEC
TPOTIHOVV TNV YPNYOPT| OAvTNon o€ £va TpoPAnua, avti va ya&ovv v enilvon. Etol
0 TPOMOG OKEWYNG Kol avTiAnyng TANPoeoptdV HETAED TV VO YEVEMV OPEPEL
ONUOVTIKA, CUVTEADVTAG GTOV S 0OHO HeTAED TOVG.

2.2 2UVERELEC YAGUOTOS YEVEQDV

SOUQ®VA [LE TO TOPATAV®, TO OiTIOL LTA YL LOVO LEYOADVOLV TNV AOGTACT| LETAED TV OVO
KOW®VIKOV OUAd®V, dNUIOVPYODV CNUAVTIKEG GUVETELEG TOL EMNPEALOVV KOl ALTES KOOMG Kot
™V Kowvovia pog o€ peydio padpo. I'a tapddetypa:

o Ilepropiopds TOV _HeEYOAITEPOV YEVEDV 6TNV_KapLEpa Tovg: H teyvoloyia &xet
evtaybel oe kdBe mruyn g CoMg pog. Opiopéva emayyéipota apyilovv va
YNELOTOOVVTOL KAVOVTAG TNV 7o €OKOAN Kot 0modotikn. Ouwg yopic v coot)
EKTTAIOEVOT, O1 LEYOADTEPES YEVIEG OVGKOAEDOVTOL VO OTOOMGOVY GE OVTNV, KAVOVTOG
TNV ENOYYEALOATIKT TOVG {1 QmonTnTIK.

o Amokieionoc nukiopévov omd kpotiki pépwuva: Me v ynelomoinorn g
YPOPELOKPATIOG, OTNV TEPITTOON TOV NMAKIOUEVOV Bepeitan akopo peyoAdtepn
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tohomopic amd TNV QLOIKY €EVMNPETNGOT. ZUVERMG Ol MAKIOKG UEYOAVTEPES
KOW®VIKEG Opadec amokAgiovtal amd KPATIKES ETIOOTHGES KOl GAAQ TPOVOULL TTOV
mhavov vo ducarovvat.

o  Kowovikiy Aropdveon: H petatomion g kowvmvikig (ong Kat TG EVUEP®ONS O
YMOELOKEG TAATPOPLES OTOKOTTEL TOVG U1 EE0IKELMUEVOVE ¥PNOTEG OO TO KOWVOVIKO
yiyveoOai, gvioybovtag To aicOnuo e povaélac kot tng mepldmploroinong kol Tov

@OPov g TEYVOLOYING.

o ’'Ellewyn Boocik@®V KOIWVOVIKOV KO TVEVROTIKAV 0eE10TT®V: O1 vedTepeg nAikieg
YPNOYLOTOL0VV TIG KIVNTEG TOVG GLOKEVEG GE Kabnuepvn BAcn 6to onueio Tov Guyva
avamtoooovy  €&aptnon  pe ovvémew TV EAAEwyn  Paocwkav  deElothtav,
dNpovpyKdTTAS, KOWMVIKNG guatcOnTtonoinons, sueoviloviag apvntikés oy€oelg
Le Tov eLGIKo koouo. Emiong Tig Kavel evdAmTEG GTOVG KIVOUVOLE TOV dAOIKTVOV.

e Enoavien podntik@®v ovokoM®V_ Kol TPOKANGE®MV: Me v ovantuén kol tnv
SlPKAOG ¥PNoMN NG TEYVNTAG VONUOCUVING, Ol HaONTéC ekdnAdvouvv o€ Pactkd
pobfuoto Toug, palnclakég SuokoAieg KoOMG Kot UTopel va, TG EXdEVOGOVY. Tnv
010 oTLypn, 1 avodog Tov social media mepropilet Tn S1dpKELD TG TPOGOYNG TOVG KO
LEW®VEL TN J140ecM TOVG Yo SNULOVPYIKOTNTO KOl OPACTNPIOTNTEG GTNV TPOYLOTIKY|
Con.

3 IIpotewouevn Avon

Opowg ta mpofAnuata Tov avaeéptnkay Propody vo aVIIHETOTIGTOVV,DOTE KEVO HETAED TMV YEVEDY
va kotomoiepunfel. v mopovoa evotnta, cOpemva pe v mnyn [S], mpoteivoviar Avoelg mov
eoT1alovv og 600 KevTpkovg dEoves: TV emtotun ¢ Emkowvoviog AvBpdmov-Mnyoavig (HCI) ko
TOV KOW®OVIKO/KPUTIKO pOrO.

3.1 Avoeig pe enikevrpo v Emkotvovia AvOpodmov-Mnyoavig

o ’'Evrafn pevov mpocsfacwotnrtec: o va kdvoope v teyvoroyio mo mTpocPiciyn o1o
UEYOAVTEPO KOO, TPEMEL O GYESIOGHOG TOV EPUPULOYDY VO GTOYEVEL TPOG TNV KAADYT| TOV
WiTEPOV AVAYKOV TOV OTOU®V OUTAV, TOL GAAMGTE OTOTEAOVV Kol £va TOAD peYOAo
UEPOG TOV KOLVOD OV ameLOVVOVTUL, OTMG AvaPEPETAL KAl otnyv Tnyn [5].

e Ilpo®Onon tnc ypnong tov Voice user Interfaces (VUI) ko tov Bondav Teyvntig
Nonpoovvns: Me v ypnon tov Voice User Interfaces (VUI) ko tov tov Ponddv
Texyvmmcg Nonuoolhvng, ot peyaAdTEPOL MAIKIOKA YpNoteg 0o Pmopovv Vo, EKTEAOVV
EVKOAOTEPQ PACIKEG, OTMOG 1 TPUYUOTOTOINGT MG KANGNG, 1 avaliTnon yio TANpoeOpnon
kot ToAAG. 'Etot o1 yprioteg avtoi Ba éxovv pia wo OBetikn oyéon pe v teyvoloyia.

o Avimtuln  €QOPUHOYOV Y0 TNV EKTOIOEVLST  TAONYNONG  oLokEv@v: Onwmg
mpoavapEPONKe, o1 NAKiopévol eofodvial va Tpootadncovy dcTe Vo Unv Kavovv AdBog.
Me v dnuovpyla €poppoydv g SOKIHOOTIKO TePIBAAAov Tpocopoimong (sandbox
approach) ot nAwiopévor Bo €govv ouaiotepn kol ypnyopotepn efowkeimon, pe v
Teyvoroyia apng ywpig Tov edPo tov AdBovg. EmmAéov 1o Aoyiopuikd avtd pmopodv vo
YPNooToInfovv Kot amd dropa veapng NAIKIOG MG TPMTN EXAPYT] GTOV YNOLOKO TOUE.
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3.2 Avoeig pe emikevtpo tov pOAO NG KOV®VIoS Kot TOL KPATOLG

o ’'Evialn viov_Teyvoloyli®dv _otnv_dwoockoiio: Me v ypnon O1adpacTikov Kot
EKTOOEVTIKOV €QOAPUOYDV, 1| UaOnon ota oyolreia Oa umopéoel vo yivel gukoAdTeEPT,
SO PACTIKY KO ETUOPPOTIKT, TPOLOVTIOG TNV TPOGOYN TOV LoNTOV.

e Evicyvon oto padnpa tne linpoeopukic 61a oyoieio: Emnéktaon tov mpoypoppdtov
EKTTOIOEVONG KOl TOKTIKN OVOVEWDOCT] TOL EKTOUOEVLTIKOD VAWKOV, pe Pdon T TeAgvTaieg
oAayég g teyvoroyiag. Eivol amopaitnto vao emonuaivovior Kot ot kivdvvol, yopic va
dnuovpyeital adikaloldynTn avnovyio aArd evaicOntonoinon.

o  Ofomon eVEAOKTIKAOV, U YNowKkov emioy@v givanpétnong (YBpoiwké Movréio):
Mo ™ dwoediion g 16OTNTOC KOL TNV TPOGTAGIO TOV UEYOADTEPOV YEVEDV, &ival
AmOPOITNTO TO KPATOC VO, SloTNPEl EVOALAKTIKEG, U1 YNOLOKEG EMAOYEG Yio TNV TpdcPaon
0€ KOWOVIKE EMOOUOTO KOl KPOTIKES TOPOYEC.

4 Xvumepdouato

H teyvoroyia éxer e€ehybel paydaio divovtag KavoVPyleg SUVOTOTNTEC Kol EVKOALEC TNV Kabnuepvy
pog Con. HopdAinio dNUovPYNoE TO KOWVMVIKO QUIVOUEVO TOL YNPLAKOD YAGUOTOG YEVEDV UETOED
TOV VEOV KOWMVIKGOV OHAd®V, TOV VE®V Kol TV peyolutépov. Ot peyolvtepeg niikieg gival ta
dtopo oV SLGKOAELOVTAL GTNV TPOGAPHOYN KOl TNV TAONYNOY TOVG GTNV TEXVOAOYIKN €MOYN AOY®
0V POPoV, NG AVACPAAEING Kol TNV aVTiGTAON TOVG OTNV aAlayr KafdG Kol OTIG COUOTIKEG
aAAoldoELg oL gppavifoviatl otny Tpitn nAkio. AvTiBETMG, o1 VEEG YeviEG dev eppoviletol SuoKoAi
oTNV TAONYNOT KOl XPNON TOV VEOV TEXVOLOYIOV OU®G 1 VIEPPOAIKT ¥pNon amd avt) Kobmg Tovg
kabiotd e€aptnuévoug oe avtr. Me amotéleopa, 1 Kowavio pog va 0tel dtopa o apefoidtra Kot
@O0 oTEPOVTOG TOVG TO aicOnuo ¢ otabepotntog oe évav KOGUOo mov oAAGlel paydaio kol dev
Tpolafaivovv va Tpocapootovy kabdg Kot vEoUg Le GoPapic Labnolokég Kot KOOViKES EAAENYELS.

To Ynowkd ydopo yevemv dev egivar gokoro vo eolewpbel oAld pmopel va mepropiotel. O
o000 HOG EQOUPUOYDV UTOPel VO OMOEL TEPIGGOTEPN EUQGOOT]) OTNV CLUTEPIANYT OA®V TV
KOW®VIKGOV OpAdmV, a&lomotdviag AErtovpyleg TPooPaciuodTnTog 68 EPAPUOYES KOl TPOYPELLOTO,
v ypNomn Kot Bonbadv TeEXYNTAC VONUOCSLVNG KOl OTNV OVATTUEN EKTOOEVTIKOV EQPUPHOYDV Ko
AOYIGLUK®V Y100 TNV XPNON KIVITOV Kol LOVTEPVOV TEXVOAOYI®V. Emiong n Kowmvia Kot 10 Kpatog
umopei vo fonbnoel mpombdvioc v ekmaidevon kot v vtaln g Te(voAoying oTnV oyoAeio pag
KaODC KOl TPOGPEPOVTOS EVOAAOKTIKEG Y10 TIG OMAOEC OV OEV TOPEYOLY YNPLoKEG de&l0TNTES M
VTOOOWES, MOTE VOL UMV OTOKAEIOVTOL OO STKOUMLOTO KOl OIKOVOUIKES EVIGYDGELG KOl TAPOYEG OO TO
KpATOG.

5 Avoaopéc

[1] https://ec.europa.eu/eurostat/statistics-explained/SEPDF/cache/33472.pdf

[2] https://www.greeceinfigures.com/data-insights/ellada-87-ton-neon-khresimopoiei-ergaleia-
tekhnetes-noemosunes/

[3] https://ec.europa.eu/eurostat/statistics-explained/SEPDF/cache/108644.pdf?v=7047174854482269

[4] https://filol.gr/files/sxediagrammata/65-xasma-genewn-sxediagramma.pdf

[5] https://homodigitalis.gr/posts/131004/
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3 Tovviov 2026

Hepiinyn

H epyacio mopovsialel To oxedlocpd Kot TNV DAOTOINGT EVOG EVOOUATMOUEVOD GUGTHLOTOS TATPOPOPNOTNG
eMPaTOV Y10 00TIKEG CLYKOW®ViES, cupPatd pe To 6ikTLo THAEUATIKNG TOL OPYOVIGHOD AGTIKOV ZVYKOW®VIDOV
ABnvav (OAZA). H cuvelopopd dev givar 1) epedpect vEOL THTOV GLGTIHLITOS, OAAG 1 TAPOYT| AELTOVPYIKOTITOG

104E10G [UE EUTOPIKT TIVOKION TNAEUOTIKNG LUE KAAGLO TOV KOGTOVS, 6TOYELOVTOG OTIS ~6.500 oTdoelg TO

TAPOUEVOLY Y®pPiGg KaAvym otnv ABnva. O Tupnvag Tov GuoTHUATOG omoTeELEiTOL amd Evav pikpoereykty ESP32-S3
Kot 600 086veg LED matrix tomov HUB75 mov oynuoatilovv emedveia aneucoviong 192x48 pixel. To Aoyiopuod
avantoybnke oto ESP-IDF (Espressif loT Development Framework) kot tepiiapfavel evomopdtomon e to dnpodcilo
API (Application Programming Interface) niepatikng tov OAXA, web demapr| TopopeTponoinong Ecw browser,
TPOGOPLOGUEVT] Ypappatocelpd pixel-by-pixel Bdoet tov puowmv Tivaxidov OAXA, Kot GOGTNHO AVTOLUTNG
avavémong 0e00UEVDV. H apyltekToviKY| EMTPENEL EXEKTOOT OE AAAOVE POPELS CLYKOIVOVIMY TOL dloBETOVY
onuocio API tiepotikng, 6mmg o OAXO ot Ogocarovikn.

A£EE1G KAEWOLA: 0IOTIKEG GUYKOWVMVIES, TANPOPOPNON GE TPAYUATIKO ¥pdVOo, EVoOHOTOUEVA cuoThpato, ESP32,
LED matrix, tnAepotiky OAXA

1 Ewoayoyn

O 00TIKEG CLYKOWVMVIEG AmOTELOVV TN POCIKY] PAYOKOKOALA TNG KOOMUEPIVIG peTakiviong o€ Kabe cuyypovn
unTPOToAN. Idwitepa onpavtikog ivat 0 poOLOG TOV 0OTIKOV Ae®POPEIDY, KaOMG amoTeAobV VOV 0O TOVG O VKO-
AOVG KOl OTKOVOUIKOVG TPOTOVG S10cVHVOESTG ONUEIMV EVTOG TOL 0OTIKOD 16T0D. L26TOGO, 1 KiVN|GT] TOVG GTOV AOTIKO
1076 TO 0PN VEL EVAAMTA OTIG 101EG CLVONKEG LE KABE AALO OYMLLAL: KUKAOPOPLOKT CUHPOPTOT, 0OIKA £PYOL KO KOPLKEL
QUVOLEVO LTTOPOVV VO, TPOKAAEGOVY ATOKAIGELS 0O TO BempnTikd ypovodidypappo. Avtifeta pe Ta péoa otabepnc
TPOYLAG TTOL KIVOOVTUL GE EAEYYOUEVO TEPIBAAAOV, O EMPATNG AEDPOPEIOL YPig TANPOPOPTON GE TPAYUATIKO YPOVO
dev glval og Béom va yvopilet av to endpevo dynua Ba eTacel o€ Alyo AeTTA 1 Lo OPO 0PYOTEPA, LE OTOTEALECLLOL
Ayxoc, oTaTAAN XpOVOL 1 OKOPWOGCT TNG LETOKIVIONG.

H onuocia tng mAinpoeopnong £xet texkunpiobei otn fipioypaeio: ot emPateg aviiiapupdvovtol tov ypdvo ava-
povig g 1,2 éwc 4,4 @opég HeyaAdTepo TOV TPAYUATIKOD [1], EVD 1 £YKATAGTOGT SUVOLIKGV TIVOKIO®OV HEIDOVEL TNV
OVTIANTTY SIAPKELN AVapOVIG Kotd Tepliocdtepo amd 20% [2]. [Tapd t drabeoiudtnto TG TE)XVOAOYing, N TANPNG KA-
Aoy dktoov mapopévetl omavio: n TTL (Transport for London) yvapilet 61t ot mivaxideg Countdown kaAdmToUV LOMG
10 13% tov otdoemv g [3]. Ztnv Adnva, 10 chomua iepatikng OAZA Aettovpyel and to 2016 [4] Ko Tapéyel
dedopEVA Y10, TO GOVOAD TV 0TAGEWV [S], aAld noAg ~1.000 and 11 7.500 otdoelg dtabéTovv pLGIKY Tvaxkida [6].

H napodoa epyasio dev mapovstdlel vEO TOTO GLUGTNLOTOG TANPOPOPTIONC — TETOLN GLGTILUTO VILAPYOVY )O1).
H mpwtétunn cvveicpopd givar 1 mapoyr eEapetikd YapunAod KOGTouG EVOALOKTIKNG Yo TG ~6.500 otdoelg mov
TapapUEVOLY Ympic kdAvym, a&toroidvtag to onpocto API miepatikng [7] kot epmopikd egaptiparta. Emmiéov, n
AOYIKT] 0vAKTNOMG 0EdOUEV@V Elvar amopovouévn 6to eninedo API, dote 10 cOGTNLA VA LTOPEL VO TPOGAPLOCTEL GE
OTOLOVONTOTE POPEN GLYKOVOViaG oL dtabétet avtiotoryo dnuocto APL, dnwg o OAZE ot Oescarovikn. H doun
g epyaciog: N Evomra 2 meprypdoet to mpofinua, n Evémra 3 1o vikd, n Evotnta 4 to Aoyiopud, n Evomta 5
v a&loAdynon, kot Evétra 6 o cupnepdopata.

2 Ieprypaen Hpofiquatog
2.1 Epmewpio emPatn Ko kevo kGioyng
H enidpaon ¢ avapovig e otdon yopic (oviavh TANpoeopnon 61 Yyuyoroyia tov emPatodv Exet pehetn el

extevog. H pedém tov Mis/al. [8] mocotikomoince Ty vaepektipnon ypdvov avolovig 6€ GTACELS YWPIG TANPOQO-
pNoTN TPAYHATIKOD ¥pOvov, eved ot Wat/al. [9] damictwoav 0Tl 0 HECOG EMPATNG TOV YPNGIUOTOIEL GTOTIKEG TN YEG
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avtilappavetor v avapovh og 15% peyaidtepn g npaypatikng. Ot D/an & K/off [2] €dei&av 611 duvapkés m-
vaxideg amodidovyv 1GodvuVauUn Kavoroinon pe peimon avapovng and 10 oe 8 Aemtd, mov ®oTOGO amotelel TOAD T
kootofopa mpocsyyion. H onuacio ot moAlonlactdleTon yio nAKIOUEVOVS, ATOLUA LE KIVITIKES SVGKOALEG KOl TOV-
pioteg ympig Tomikn oHVOEST] SE60UEVMV, 01 0TTOI0L OEV UTOPOVV VAL OELOTOGOVY EPAPLOYEG KIVITOD MG EVOAAUKTIKT).

Hapd ™ dabecipdTra dedopuévmv Tpaypatikod xpdvov omd to 2016, poig ~1.000 and tig 7.500 otdcelg TOL
dktoov OAXA Srabétovy puotkn Tvaxida TAnpoeopnonc. Ot evariaktikég Aaelg tov tpombei 0 OAZA (QR codes
KoL EQAPLLOYT KIvNTOV) TpoimobEéTouy smartphone Kot EvEPYN GUVOEST] dECOUEVMY, OTOKAEIOVTOC OTLLOVTIKES KOTN-
yopieg emPatdv. H epappoyn 610 TNAEP@VO dEV UTOPEL VO, OVTIKATAGTHGEL TANPOG T PLGIKN TIVOKIOW, E01KE OTUV
1 opoth TANpoeopia gival {nrovpevo.

3 Ylmko (Hardware)

3.1 Emokomnon cueTpotog

To tedevtaio gpovia, 1 e£EMEN TV evoopatopéveov cuotnudtov (embedded systems) kot n peiowon k6GTOLG
eCopmudtov énwg to. LED matrix panels kot ot pikpogheyktéc pe evoopuatopévo WiFi kabiotobv mhéov teyvikd ept-
KTN TNV KATOOKELT] AELITOVPYIKNG TvaKidag evuépmong emPatmv pe yapnAd kdéotoc. To chotnpo mov vAomomnke
amoteleitan omd téooepig Pacikég povadeg mov mapovoidlovtat otov [ivaxa 1.

Q¢ kevrpkn povada eréyyov ypnotponomdnke o pikpoeieyktng ESP32-S3-DEV-KIT-N16R8-M [10] pe ouro-
pnvo ene&epyoaot Xtensa LX7 ota 240 MHz, evoopatopévo WiFi 2.4 GHz, 16 MB Flash ko1 8§ MB PSRAM (Pseudo-
Static RAM) [11]. H peydAn PSRAM eivar kpiowun yio v tantdypovn Asttovpyia double buffering 006vng kot TLS
(Transport Layer Security) emikowvaviag, 0tmg avoivetar oty Evotnrta 4. O pikpogleyktig dtobétel emapkn aploud
GPIO (General Purpose Input/Output) pins yia 1 covdeon HUB75 (tvmorompévn deraeny 16 pins yio RGB LED
matrix 006veg), n onoia arattel 14 Egympilotd onpota.

INa v epedvion tov dedopévov aglorombnkav 600 mavopoldtumeg 086veg Waveshare RGB-Matrix-P2.5-
96x48-F [12] cuvdedepéveg oe daisy-chain péso HUB7TS, oynuoatiCovrog cuvolikn emipdaveln 192x48 pixel mov emt-
TPETEL TNV TAVTOYPOVI TAPOLGINGT dVO dPOUOAOYIV LE TANPOoPOpieg oTAoNG Kot dpag. H tpopodocia mapéyetol
omd Tpo@odotikd SV/10A [13] ne emapkéc Teptdmplo 16y00G.

ESP32-S3-DEV-KIT-N16R8-M 1 10,97
Waveshare RGB-Matrix-P2.5-96x48-F 2 90,83
Tpopoootkd SV 10A 1 20,00
Breadboards & xolmoio — 7,42
20voA0 129,22

[Mivaxog 1: Avéivon k66Tovg e&opTnrdtov

4 Aoywopko (Software)

4.1 Tlepifdriov avamTLENS KO OPYLTEKTOVIKI] UVIIUNG

H avantoén éywve oto ESP-IDF v5.5.4 [14] pe arduino-esp32 [15] ¢ component, enitpémovtog T O10Th-
pnon vrdpyovrog kddika Arduino (Ypappoatocelpd, renderer, Aoyikr} 006vnc) eved TapdAinia a&lomolobvtal younAon
emmédov duvatdtnreg mov dev givan dbéoeg oto Arduino IDE. H kevipikn apyitektovikn Tpoxinon ftav 1 tov-
toypovn Aertovpyia g 086vng HUB7S kot g kpumroypaenuévng emkovoviog pe to API tov OAZA evtog tov
TEPLOPLOUEVOV TOPOV TOV LUKPOEAEYKTY).

To wpoPAinua éykertan oto 6tL 10 framebuffer DMA (Direct Memory Access) tng 006vng (147 KB yw double
buffering) npénel vroypewtikd va Ppicketon oty ecmtepiky DRAM (Dynamic RAM), kafdc o DMA controller
dev &xel mpodoPaon oty eEmtepikn) PSRAM. Tavtdypova, 1 PipAobnkn kpurtoypdenong mbedTLS yo T1g KA GEG
HTTPS oamoutel kot oty ekatovtadec KB. H Avorn mwov viobetbnke tav n katevbvvon towv TLS session buffers
otnv PSRAM pécw pdOpiong tov ESP-IDF, agrvovtag ty DRAM anoxieioticd dwabéoiun yio to framebuffer. Avtn
1 dwxeipton pvnung dev Nrav ekt péom tov Arduino IDE, mov anotéhece kot tov Bacikd Adyo petdfacng 6to
ESP-IDF. EmumAéov, to ESP-IDF napéyet NVS (Non-Volatile Storage) yio poviun amobnkevon dwomictevtnpiov WiFi,
WPA2-Enterprise authentication, kot TAfpn €leyyo tov FreeRTOS scheduler.

Ol yA®ooeg Tov ypnoyomombnkay eivar C++ yio t Aettovpycodtnra kot HTMLS/CSS3/JavaScript yio to Web
Ul Xpnowonomdnkay ot Bipriodnikeg ESP32-HUB75-MatrixPanel-12S-DMA [16] ywo ) diayeipiton HUB7S péow
DMA, Adafruit GFX ywo yeopetpikéc npaéelc, ArduinoJson [17] yio amooeipromoinon JSON (JavaScript Object
Notation), ko1 arduino-esp32 wov napéyxer WiFi, WebServer, HTTPClient ko WiFiClientSecure.

4.2 0006vn Ko TPOGAPUOGUEVT] YPOUNOTOGELPE.

H 066vn (192x48 px) ywpiletal o tpelg oprlovrieg (wveg: keparida ((TPAMMH / ATAAPOMH / A®IZH), dvo
YPOUUEG OPOLOAOYIMV Kol KOTMTATY YPOLUN OV TEPLEYEL TO OVOUQ TNG 6TAoNG aplotepd Kot poddlt NTP (Network
Time Protocol) 6e&16. Téooepig mapapetpot g Pipitodnkng HUB7S5 Babpovoundniay yio 1o cuykekpiuévo hardware:
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N edon poroyov 128 yia 6wotod timing, o apBpog kikAwv blanking yio amoguyn ontikdv artifacts katd T petafoin
ypaupmv, n taxvtto 12S oto 15 MHz yia 6t00gp0 refresh rate, kot to double buffering yio e&dletyn tov pavopévov
tearing.

21OY0c NTOV L0l YPOUUOTOCELPA LE TN LEYOADTEPT] SUVATH OUOLOTNTA LE GLTN TOV TPAYUOTIKOV 000VAOV TnAENO-
Tikng OAZA. Kabog dev Bpébnke Etoyun Ypoppatosepd Tov Vo, GuVOLALEL EAANVIKODE YOPOKTNPES LE TNV EmBuunT
oo TIKY, avartHyONKe TANPOS TPOCAPUOGHEVT YPAULOTOGEPE 347 yopakTpwv (Yneio, ELANVIKE Kot AATIVIKE Ke-
eoAaia, oopufola), oyedtaouévn pixel-by-pixel. Kabe yopaxtipog oxedidotnke o€ ynelokd mAEya, omobnkednke
®¢ PNG kot ymoeromomnke avtoparto péow Python script.

To cvo o ceAdomoinong epeaviletl 2 dpopordyta avd cerida. Ovopata S1adpoRdY TOL SEV YOPAVE KVAOVV LE
Prua 1 px/frame ava 20 ms. H petdfoaon oty endpevn oerida yivetal petd amd >2 kokAovg koatong i 8.000 ms. H
avavéwmor dedopévav amd to API yiveton amokAelotikd pHetd TV oAOKANP@OT) 0OAOKAT POV KOKAOL GEAId®V, OOTE Va
UV SIOKOTTETOL 1] POT] TOPOVGIAONC.

4.3 Awtvoon kor API OAXA

To cvotnua Aettovpyel tavtdypova og 0o WiFi modes. Qg AP (Access Point) ekméumer povipo gvepyod diktvo
(OASA-Matrix, oasal234, 192.168.4.1), to onoio mapapével evepyd avedptnta omd TNV KoTAoTooT GOVOESTG,
emrpémovtag nmpdcPaocn otn cerida pvluiong /setup axdua kol o€ dKTLO TOL dEV EMTPENOVY EMKOVOVIOL [LE-
ta&0 ovokevav. Tavtdypova, wg STA (Station) cuvdéetarl wg client oto diktvo WiFi tov ypnotn yia tpdcsfacn oto
OAZA API. H ocepd exxivnong (AP npata, web server éneita, STA televtaio) e€acporilel 6TL 1 celida /setup
givan TpoomeAdolun apéowc omd 1o boot. Yroompiletar WPA2-Enterprise (eduroam) pécw PEAP/MSCHAPV2, pe
dwmiotevthplo arodnkevpéva oto NVS flash yuo emPioon emavekkivnong.

H emkowvovia pe to telematics.oasa.gr yiveton péso HTTPS, kabdc o OAXA oamoppintel un kpvato-
YPOONUEVE OLTALOTO. XTO TOPOV TPOTOTLTO YPNCIHoTOoLEiTOL TapdKkapyn exainbsvong motorontikov TLS. Avto
glvarl yvmotog TeEPLoPIGIOC TOV TPOPAETETAL VO OVTILETOMIOTEL GE PLEAAOVTIKY] £KOOOT LE EVOOUATMON TOV TIGTO-
momtikob CA tov OAXA. Aflonorobvtar mévte endpoints [7]: webGetLines, webGetRoutes, webGetStops,
webRoutesForStop kot getStopArrivals. Enedn 1o getStopArrivals emoTpéPel HOVO ECMTEPIKOVS
KOOKOVG S1adpOp®V, YIVETOL avVTIoTOlY 0T LE TOoV Tiivaka routeCache [] TOV QOPTOVETAL (O GOPA avE ETIAEY-
puévn otdon. O browser avoiappdver to JSON parsing Kot anootéArel Ta enelepyacpéva dedopévo otov ESP32,
EKQOPTOVOVTUG TNV EMEEEPYOTTIKY] EMPAPLVOT OO TOV WMKPOEAEYKTY].

4.4 Web Server xan Web Ul

O web server (Arduino WebServer, port 80) e&umnpetel 18 endpoints oe 1€00ep1g Katnyopieg: oTaTIKA assets
and PROGMEM, control endpoints yia tn dwayeipion katdotoong 006vng, OASA proxy endpoints mov mpomBovv
streaming T1g OMOVINGCELS TNG TNAEUATIKNG otov browser, ko1 WiFi endpoints yw tn p0Buion diktdov. O browser
polling tov /api/state k4O 5 devteporenTa OvIyvEDEL QAAAYEG Kat cuyypovilel browser kot 006vn apeidpopa.
H oeAida / setup eival amobnkevpévn oto firmware, ywpig e&dptnon andé CDN (Content Delivery Network), kaBmg
Katd T pvBuiom o ypNotng ivan cuvdedepévog oto AP tov ESP32 ywpig mpdcPacmn oto dadiktvo.

To kopro Web Ul vhomoteitan wg single-page application pe Preact (11 KB, coppatoé React API) avti tov 7in-
povg React (140 KB), yuo onuavtikn peiowon arotvrndpatog flash kot ypovov pdptmong. Iapéyel avalitnon ypop-
ung/katevbovvong/otdong, tpoPoin apifewv pe deduplication (pio APEn avd ypouun, N Tpootepn) Kot {ovtavi
avavéwmor), expanded view pe k@diko oxnpatog, diyhwoon Asttovpyio (EA/EN) pe dpeon avavéwon o06vng, Aettovp-
vio emidelEng pe tpokabopiopéva dedopéva, ko dark/light mode pécm Bootstrap 5. Katd ) didpxeia fetch arrnpdrov
epupproletar 1000y 1K OTEVEPYOTOINGT CTOLYEIMV JIETOPNG YO ATOPVYT TUPAAANA®Y EVIOADV.

5 A&wioynon

H amdxpion tov cvetiuatog eaptdtol oe peyddo Padud amod ) dwbeoipudmra tov API tniepotikng OAZA, to
omolo dev Tapéyel eyyvmoelg eEumnpétnons. Yo €uvoikég cuvinkeg dtkTvov, 0 ¥povos amd TV exkivnon £wg v
TPOTN EREAvion aitemv glvar Tepimov 15 devtepdienta. Xe dpeg aryung, 6mov 10 API eumnpetel peydio apopo
TOPIAMA@V aTnUdToOVY, 0 ¥POVOg 0TOG PTopel vo QTACEL Ta 5 AENTH, TOV OMOTELEL adVVaLLio. 6TV VTOOOUT TOL
OAZA kot 6yt 6to cvotnpa. Ot Bacucég petproclg anddoons mapovsialoviat otov Iivaka 2.

Xpovog ekkivnong £0g TpOTN ELPAavIon (EVVOTKEG cLVONKEG) ~15s
Xpovog exkkivnong £m¢ mpatn epeavion (opeg oyung API) £€0¢ 5 min
ELGy10T0 d1d0TN L0 QUTOLOTNG OVOVEDGNG 0E00UEVOV 10s
Kvkhog oyediaonc 006vng 20 ms
Polling browser—ESP32 5s

ITivakag 2: Metpnoglg amdd061G GUCTHHOTOC
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6 Xvoumepaopato

O Bao1kdg 6TOYO0G TG EPYACING NTAV 1 KOTAGKEVT] GVTOVOUNG KO OIKOVOLIKNG TIVOKIOOG apiEemV 0GTIKNAG GUYKOL-
vaviog, copPatig pe ta dedopéva TPayraTikod ¥pdvov Tov OAXA, Tov va avamapdysl aieONTIKA Kot AEITOVPYIKA TIG
QLOIKEG TIVOKideg TNAELOTIKNG. To GUGTNLO OVTOTOKPIVETAL GTO GOVOAD OUTMV TMV OTALTHCEMV LUE YOUNAO KOGTOG,
avTILETOTILOVTOG TO KEVO KAALYTG TV ~6.500 6Tdcenv ywpig uokn mvokida. H apyitektovikn eivor enektdoun:
avtikadiotovrag to eninedo API, 1o chotnua umopel vo TPOcAPUOGTEL GE OTOLOVONTOTE POPEN GLYKOIVMVIOG TOL
dwbétet avtiotoryo dnuocio API miepotikig, énwg o OAZO [18] ot Oeocurovikn. MeAAOVTIKEG ETEKTAGELG TE-
priappavoov TAnpn eraAndgvon motomomtikod TLS, nitokh Tpo@odocia yio auTOVOUN £YKATAGTUOT GE GTACELS,
oyedioon PCB ya e€mtepikn ypnon, kot eveopdtoon Text-to-Speech yia Beitioon npocfacipdmroac.
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20YYPOVY KOTOUOKELT] LETMOTLALOV dKpov €voc MINIC
LETAYAMTTIGTN UE TOPAYDYN EVOLAUESTC
avaropactaons LLVM

Baoilelog Zakelhapiov Kvpov, Tunua ITAnpoeopikng kot ThAemkotvavidy,
[Mavemomuo Iehorovvnoov, Tpirtoin, dit23037@go.uop.gr

3 Tovviov 2026

Hepiinyn

H napodoa epyacia £xel ¢ 6KOTO va, TOPOVCIAGEL TAOG 1) KOTACKELT EVOC LETMMLOIOL GKPOV
UETOYAMTTIOTH UTOPEL VO AEITOVPYNOEL MG OAOKAT|POUEVO EKTOLOEVTIKO TAPASELY A GVVOEGTG BEwpiog
LETAYADTTIOTAV, EPYALEIDOV AOYICUIKOD KOl OpYDV OVTIKELEVOSTPEPOVS GYedlaoNC. XT0 TANIGI0 AVTO

avantoccetot éva front end yia ) yAdooo MINIC, a&lonowwvtag ta epyaieia flex kot bison, to
owoocvotnpa g C++ kot to LLVM. Idwitepn Epeaon diverar ota potifa oyedioong Composite,
Singleton xou Visitor. [TapdAinia, e€etaletor n TpdKANGN TG ap)LKoToinomg Tov TEPPAAAOVTOC
ektéleons. H wavdtnta mopaymyng evoldueons avarapdotoong ETOEKVOETOL HECH amd TOV
OVAdPOUIKO VTOAOYIGHO TOL apBpov Fibonaccei, avadeikvoovtag Tov petacynuatiopd g ewpiog ot
Agttovpykd AOYIGUIKO.

AéEerg khewod: Compiler Design, MINIC, LLVM IR, Design Patterns, Software Engineering,
Object-Oriented Programming

1 Ewoayoy

H xotaokeun| HETAYA®MTTIOTOV EIVOL OO TO TTLO OMOLTNTIKA AOYIGKE KAT TV VAOTOINGT TOVG, 310TL
oVVOLALOVY BEPNTIKEG EVVOLES e TPUKTIKEG amo@doelg vAomoinong [3]. Yrdpyovv modAdd epyoaleio kot
YADGGES TPOYPUUUOTIGHOD OV UTOPOVV VO, XpNGIHoTotnfovv, aAld 1 emhoyn Toug tailel KaboploTikd
POLO GTNV TOLOTNTA, TNV OPYLTEKTOVIKT] KOl TNV EMEKTAGIULOTNTA TOV GLUGTLLOTOG,

[Mopaxdtm Ba 600si Eppacn ota epyareia Tov a&lomomOnKay Yo Vo LETOTLAI0 AKPO TG YADGGOS
MINIC, ot avTiKellevooTpeen HOTiPa oxediaomg TOV 0pYAvAOGHY TN SOUN TOV LETAYAMTTIOTH, KOOMG
KOl OTIG TEYVIKEG TPOKANCELS ApYIKOTOINONG TOV TEPPAAAOVTOC EKTEAEOTG OTNV EVOLAUEST) AVATUPA-
otoon LLVM IR. Téhog, Oa mapovciaotel £va TopAdEy Lo TOV ETOEIKVOEL TV IKAVOTNTO, TOV GUOTYLLO-
TOG Vo petocynpatiel moAdmlokec Sopég o€ KMDOIKA YOUNAOD ETUTEIOV.

2 Apyrtektoviki) Kou YA Aomoinon

To yapoKTINPIOTIKA TOL VAOTOONKAY EXTPETOVY TNV AVATTLEN TPOYPAUUATOV LE BAon TG apyEg
TOV O10OIKOGTIKOD TPOYPOUUATIGHOV. YTooTnpilovTal LETOPANTEG OTADV TPOC LAGUEVOV AKEPAIDY KOl
TPAYLOTIKGOV aplBpmv, TAnboc terectmv (apBuntikoi, Aoyikoi, bitwise), Sopég edéyyov (if) ko Ppdyot
EMOVAAYNC.
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INao v avamtuén ypnoomombnkay ta epyaieio. flex ko bison [5], ta omoia cuvepyalovtal dyoya
vy T AEKTIKY Kot cuvtaktiky avdivon (LALR(1)). H onpactoloyiki avaivon kot 1 dwoyeipton tov
dopmv mpaypotorodnkav pe ovyypovn C++ [7], n omoio wpoceépet EEumvoug deikTeg Kot OVTIKELLE-
VOoTpeN YopaKTnplotikd. Téhog, N mapaywmyn kodwka Boaciletar oto LLVM IR [2] péom kelpeviknig
TOPAYOYNG, TO OO0 TPOSPEPEL LOPOT OTATIKNG AmANG avabeong (SSA) euvvodvtag HEALOVTIKES PeATL-
GTOTOMGELC.

Katd v avantoén, evoopotodnkay cvykekpipéva potifa oxedicong [4] yio vo KATasTiGoVV TOV
KOO GLVTNPNOLLO KOl ETEKTAGILO:

+ Singleton: Xpnoipomomnke yio tov wivaxa couforwev, egacparifovtag éva kabolkd onpeio
npdcPaocng o OAEC TIG PACELS TNG LETAYADTTIONG.

* Composite: E@appooctnke yio 1o yTiciplo tov cuvtaktikoy 6&vopov. Kébe cuvtoktikdc Kavovag
amoTEAEL P10l KAGGT) TOV KAPOVOLLEL KOWVA YOPOKTNPIOTIKA, EXTPETOVTIOG TNV OLOIOHOPON S0y El-
plon omAGV Kot cOVOET®V KOPPwV.

* Visitor: Y100et0nie yio tov Stoay@piopd tov Asttovpylodv (w.y. Semantic Analyzer, IR Emitter)
amd ™ doun Tov d€vdpov. ‘Etot, véeg avaidoelc pmopovv va tpocstefolv ywpig va aAloiwbodv ot
KAAGELS TV KOUPWV.

H gpoppoyn t@v onpocioloyikdv kavovev viomoteitar pécw tov TypeCheckerVisitor, o onoiog di0-
oyilel 10 cvvTaKTIKO dEVOPO Yo va emPBdAiel TNV opBoTTO TV THTWOV dedopuévemv (type checking) [3, 1].
Katd v avdivon tov ekppdoemv, T0 cOGTNHO EAEYYEL TN SVUPATOTNTO TOV TEAECTEMV: GTOVG aplo-
UNTIKOVG TEAEOTEG EQapUOleETal GlOmNPY| petatpony Tomov (implicit promotion), 6oL T0 OTOTELEGHA
npodyetar o€ float €Gv £0T® KOl £VOC TEAECTEOG gival TPayHoTIKOG. AvtifeTa, o1 TeheoTéG EmmEdov bit
(bitwise) amartodhv aVeTNPA OKEPULOVS TEAEGTEOVS, EVMD 01 AOYIKES TTPAEELG amoppimTovy TOTOVS Void Kol
EMOTPEPOVY TAVTO OKEPOLO, AEITOLPYDVTOG ¢ boolean Tiéc. Xtic mpdéeig avdbeong Kot 6To TEPAGHLOL
TOPAUETPOYV, O AVOALTNG EVOl OYESOCLLEVOG VO LITootnpilel T0c0 TV Tpoaywyn (and int ot float) 660
Kol TV arokorn (and float og int), axolovOdVTOC TIGTA TNV Kablep®UEVN cuumeplpopd ¢ YAwssag C.
Y KGOg TepInTMON ONUOCIOAOYIKNG ACVUPOVIOG, TO GUGTILLO ATOTPETEL TNV TOPOYDYT] KOSIKO oVOpE-
POVTOG SLYVAOGTIKA UNVOLOTA.

H cuvolikn apylteKTOoVIKT] TOV GLGTHLATOG KO T) POT| TOV SESOUEVOV AVALESH OTLG EMUEPOVS PACELS
TOV PETOTLOOV GKPOV OTOTVTMVOVTOL GYNHOTIKG 610 Zynpa 1. Ontwg mapovsidaletal 6To ddypopLia, 1
OL0d1KaGio OPYOVAVETUL GE LU0 YPOUIKT 0AVGIO0 PLETOCYNUATICHOD, 0TTov Ta epyoleia flex kot bison
avoAQUPBAVOLV TNV apyIKn avVAALGT), EVO 1] EGOTEPIKN doun Kot ot visitors (Semantic Analyzer, IR Emi-
tter) aAANAETIOPOVYV e TOV KEVTPIKO [Tivaka Zopformv yio v Tehkn mopaymyn tov LLVM IR.

Zymua 1: ApyIteKToviKn Kot pon] AGEMY TOV LETOTLOI0L AKPoL ToV peTayAottioty MINIC.

3 IIpoxijoeig Yhomoinong: lepipariov Extéleonc
Mia omd Tig KOplEg TPOKANGELS KATA TN LETAPAOT OO TO GLUVTAKTIKO dEVOPO GTNV EVOLANEST] VO~

TopAoTACN NTAV 1] SLOYEIPLOT Kol 0PYIKOTOINGT TOV TEPIPAALOVTOC EKTELEDTG, KO EIOIKOTEPA O TPOTOG
7ov 10 LLVM IR avtipetonilet Tig kKaBohkég petafAntés.
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¥t yhoooa MINIC, enttpémetar n dMAmon kot apykonoinon kabolkov petafintodv. Q61600, T0
LLVM IR [2] amoutel ot apyikég TipéG Tmv kaBoAk®dv petafintov va sivol otabepég (constants) 61o
eminedo tng dSNAwoNG Kot dev vtootnpilel Suvakés ekppaoels (statements), dnradn Tpaelg, Tpocbécelc
N KAMGELS GLVOPTICEMVY, MG TYLES OPYLKOTOINoNG 6TO KABOAIKO scope.

INa va yepupmbel ovtdg 0 TEPLOPIoUOS TG EVOLAUESTC YADSGOG LLE T onpactoloyio tng MINIC, vio-
momOnke €vag pnyoviopog apykomoinong tov wepiPdiiovtoc extédeonc. Katd v mapaywyn tov IR,
0 UETAYAMTTIOTHS GLAAEYEL OAES TIG SUVOLIKES OPYLIKOTOMGELS Kol KOTOOKEVALEL QLTOHOTO [io KpuOT
cuvaptnon pe dvoua @, _init_globals(). H cuvaptnon avty eyy€etal Kot KoAeital TpdTn otV apyn s
@main(), LETAPEPOVTOS TIG UPYIKOTOMNOELG 0TO emimedo ektéAeong (runtime). Avtd emredybnke mpo-
KTk otn C++ yproonowwvrag v kKAdon StringStream [6], | onoio emttpénel TV TPOSOPIVY GAACYN
NG PONG TOPAYWOYNG KOSKO LEXPL VO, OAOKANPOBEL 1] GUYKEVIP®OT TV APYLKOTOUCEMY.

4 Moapaoerypo Hopaymyns Koowe LLVM IR

INo va emderydei  KavOTNTA TOL PETAYAMTTIOTH VO Tapdyet £ykvpo kddika LLVM IR and cOvOe-
TEC dopEC, EMAEYONKE WG TAPAdELYU EIGOSOV O AVOIPOUIKOG ahyOPIOLLOG EVPEGNC TOVL V-0GTOD aplBpov
Fibonacci. To mapddetypa ovtd givar S18akTiKd S10Tt GuVOLALEL KANOELG GLVOPTHOE®MVY, GUVONKEC If, EML-
GTPOPN TWAV KOl AVOOPOUT.
Listing 2: [Tapayduevo LLVM IR

I|define 132 Q@fib(i32 %n) {

2| entry:

%n.addr = alloca 132, align 4
store 132 %n, 132* %n.addr

%0 = load 132, 1i32* %n.addr
%1l = icmp sle 132 %0, 1

U NV A S

sl . ’ . $2 = zext il %1 to 132
Listing 1: IInyaioc Kddwag MINIC . 83 = fomp ne 132 %2, 0
int fib(int n); 9 br il %3, label %if then 0, label %if end 0
10| if_then O:
int main (void) { 11 $4 = load 132, 1i32* %n.addr
int a = fib(5); 12 ret 132 %4
return 0; 13/1f end O:
} 14 %5 = load i32, 1i32* %n.addr
15 %6 = sub 132 %5, 1
int fib (int n) { 16 $7 = call 132 @fib (132 %6
if (n <= 1) { return n; } 17 %8 = load 132, i32* %n.addr
return fib(n - 1) + fib(n - 2); 18 %9 = sub i32 %8, 2
} 19 %10 = call i32 @fib(i32 %9

20 %11 = add i32 %7, %10
1 ret i32 %11
21}

24| define void @_init globals() {
25| entry:
26 ret void

7))

[Mopatnpeiton 6TL 1 dopun eA&yyov petappdletor opBd LEc® EVTOAMV icmp Kol SOKAAODGE®Y br Gta,
avtiotoyo labels (if then 0, if end 0), evd  avadpopn amotvrdvetal kKabopd pe Tig knoelg call i32
@fib. ®aiveron emiong Ko cvvaptnon @_init globals(), n omoia TAPAYETUL CLTOLATA Y10l T dloryEipLon
TOL TEPIPAAAOVTOG EKTELEONC, £GTM KOL KEVI] GE QLTI TNV TEPITTOOT).

H ecmtepikn 1epapyikn avomapdoTact TOL TPOYPAUUATOS, 6nwe avth ytiletal and ™ C++ péow
tov potifov Composite, amoTVTIOVETAL 6T0 ZVVTAKTIKO Aévopo tov Xynuatog 2. [Mapatnpeiton 6t M
OvVAOPOUT OVOTOPIoTATOL COGTE PHECH TMV KAMGEWV @fib() €viOc NG 101G CLUVAPTNONG, VD 1| doUN
eréyyov if avtiotoei ota labels if then 0 xovif end 0. To mapdderypa emrainbevet v opbn Aettovpyia
TOV UETOYAMTTIOT Ao TNV €l6000 Tyaiov kddika Emg TV Tapaywyn Eykvpng Evoidueong Avamapd-
OTOGNC.

44



20 ®ortntid Zovédpro ITAnpoeopikng & Tniemkowvmvidv Hoavemomo [ledonovvicov, Tpimoin

PROGRAM

ZyMua 2: Aopn Tov Tapaydpevov Zuvtoktikov Aévdpov (Syntax Tree) yio Tov avoadpopuxd alyoptpo
Fibonacci.

5 Xvoumepaopato

H epyacia avédelée g o1 OempnTikéc EVVOlEG KATOOKEVNG LETAYADTTIOT®Y UTOPOVY VO, LLETUCYN-
patiotovy og dounpévo Aoyiopkd. H a&lomoinon cdyypovav epyareiov (flex, bison) kot potifov oye-
dtaong (Composite, Visitor, Singleton) onpiovpynoce éva enektdoipo petmmoio dxpo. [Hapdiinia, n
dwaxeipion g apyikomoinong tov mepPaiiovtog extédeong avadeikvoel 1o LLVM IR og po diaitepa
KOV KoL EDEMKTY EVOLAUEST] OVOTOPACTOGCT), KATAAANAT Yi0 TNV TIOTH ATOTOTMOOT TG ONHAGLOA0YI0G
TOL TNY0iov KOJIKA.

Q¢ LeEALOVTIKT €PYACia, 1 ETEKTOOT TOL HETUYAMTTIOTH TPOCAVATOALETAL GE TEGGEPLS TEYVIKOVG
a&oveg. llpdtov, n vrootTpiEn mvaxkwv kot deikT®dv Ba Pfaciotel 6TV eviod) getelementptr Tov
LLVM y1a tov duvopkd vmoloyiopd dievfiveewv pviune. Agvtepov, oyxedialetal ) petdfoon amd v
KEWEVIKN Tapaymyn oto eyyevéc LLVM C++ API yw avomnpotepn dopkn emainfevon. Tpitov, 10
middle-end 0o gumhovtiotel pe avtdvopa passes PertioTonoinong, £oTidlovTag apyiKd TNV UTOAOIPN
vekpov kddiwka (Dead Code Elimination), otnv ektoMén Ppoywv (Loop Unrolling) kol otn odumtuén
otobepmv (Constant Folding). TéLog, 0o avaPaduiotei  avadpaoT Tpog Tov TPOYPIUUATICTH LECH dl0-
YVOOTIKOV UNVOLATOV COAALOTOC [LE XPOUATICUO Kot KPP EVTIOTIOUO YPOLU®OVY KOl CTNADV.
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Abstract

This paper presents AgroSphere, a comprehensive Internet of Things (IoT) solution aimed at
modernizing livestock farming through the transition from empirical observation to data-driven
management. The system is based on a smart collar, specifically designed for sheep, which combines
highly durable hardware with a cloud-based monitoring application [4]. Beyond simple location
tracking, AgroSphere focuses on proactive health monitoring. By applying the " Sentinel M ethodol ogy"
equipping a strategic 10% of the flock the system achieves optimal performance without any loss in
data quality. The collars collect continuous biometric data (temperature, mobility), which are
transmitted vialow-power wide-area networks (LPWAN) for real-time analysis. Thistelemetry enables
predictive health modeling, identifying anomalousfebrile states 24 to 48 hours before the onset of overt
clinical symptoms. Rather than attempting to save an aready infected flock, this early detection serves
as a rapid-response mechanism for regional quarantine protocols, preventing localized outbreaks from
escalating into wider epidemics.

Keywords: Precision Livestock Farming, Internet of Things (loT), Smart Collar, LoRaWAN,
Predictive Health Models.

1. Introduction

Thetransition of traditional livestock farming into the digital erais one of the most significant
challenges of the modern primary sector. The paradigm of Precision Livestock Farming (PLF) focuses
on the use of 10T technologies for the continuous, non-intrusive, and automated monitoring of animals
[1]. The AgroSphere system is a comprehensive solution that bridges the gap between embedded
intelligence systems and practical livestock farming, automating the transition from traditional
registriesto distributed cloud platforms. To maximize cost-efficiency and farm sca ability, the proposed
architecture integrates the "Sentinel Methodology". Rather than equipping every anima—which
presents prohibitive hardware costs for the average farmer—a strategic 10% of the flock is equipped
with smart collars. This approach leverages the highly gregarious and cohesive flocking behavior of
sheep; in the context of contagious epizootic diseases, monitoring a representative subset provides a
statistically viable early-warning sample for the entire herd. While this 10% sampling threshold
currently serves as an initial heuristic based on epidemiological sampling principles, forma empirical
validation in real-world environments remains a primary objective for planned clinical field trials.
Ultimately, the goal is to optimize animal welfare and enhance health transparency through these
scalable sensor networks
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The proposed framework should currently be considered a proof-of-concept intelligent
livestock-monitoring system rather than a clinically validated diagnostic platform. Although the
preliminary results demonstrate encouraging early-detection performance under synthetic large-scale
monitoring conditions, further validation using real-world livestock biosensor data and veterinary-
confirmed health events will be necessary before practical deployment.

2. Problem Description

Recent crises, such as Peste des Petits Ruminants (PPR) and Sheep Pox, led to the culling of
over 470,000 animalsin Greece[6]. Under the strict implementation of the EU's" Stamping-Out Policy",
the diagnosis of even a single case mandates the preventive slaughter of the entire epidemiological unit,
meaning the whole flock. Consequently, the primary value of continuous monitoring does not lie in
saving the initialy infected herd, but in acting as a "fast-forward button" for regional quarantine
protocols. While vira shedding begins during the initial febrile stage, delayed visual detection allows
the pathogen to spread silently to neighboring farms, leading to catastrophic regional 1osses of livestock
capital. By identifying anomalous febrile states up to 48 hours before overt clinical symptoms appear,
AgroSphere accelerates the activation of regional biosecurity measures and the establishment of
protection zones, acting as a crucia tool to prevent localized outbreaks from escalating into national
epidemics.

3. Proposed Solution

To address these challenges, the AgroSphere architecture is proposed, combining specialized
hardware, LPWAN protocols [5], and predictive data analysis.

3.1. Mechanical Architecture and Enclosure Design

While standard precision livestock farming (PLF) collars are often deployed across various
species, the 3D-printed AgroSphere enclosure is tailored specifically to the physiological challenges
presented by sheep. Unlike cows or goats, a sheep's dense wool acts as a severe thermal and physical
barrier. To overcome this, the enclosure’s geometry allows the thermal sensor to integrate smoothly
and protrude dlightly, parting the wool to ensure proper contact with the skin.

A critical chalenge in continuous livestock monitoring is sensor misplacement. Existing
commercial collars frequently mount sensors on the side of the neck; this placement makes them highly
susceptible to dipping and rotating as the anima moves, inevitably leading to degraded temperature
and heart rate readings.

The AgroSphere design counters this by targeting the bottom of the neck using a functional
pendulum effect. By accurately positioning the heaviest components (such as the 18650 batteries) at the
absolute lowest point of the main casing, gravity actively prevents rotation. As the animal moves, the
device naturally oscillates and returns to its resting position, ensuring the sensors maintain consistent
and firm contact against the jugular vein. While this mechanical principleistheoretically engineered to
resolve the dipping issues inherent in side-mounted models, empirical validation of its dynamic
stability remains a key objective for future physical prototyping.

3.2. Electronic Hardwar e, Gateways, and Connectivity

Each node (collar) integrates a series of specialized subsystems that ensure measurement accuracy

[4]:
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e RAK3172 (LoRaWAN): Acts as the main communication module, based on the
STM32WLESCC processor, offering a range of several kilometers with ultra-low power
consumption.

e SIM7080G (NB-10T/LTE-M): Used as a backup communication module for areas without
LoRa coverage, ensuring uninterrupted data flow.

¢ MAX-M10S(GNSS): A high-precision global positioning module for monitoring geographical
grazing boundaries (Geofencing) [2].

e ICM-42670-P (IMU): A 6-axis inertial measurement unit (accelerometer and gyroscope) that
records the animal's activity (rumination, walking, resting).

e Temperature Sensor (Thermistor): Embedded in a medical-grade metal tip for measuring skin
temperature.

o Heart Rate Sensor: A photoplethysmogram (PPG) sensor that detects blood volume changesto
calculate the heart rate.

o Gateways. The AgroSphere gateway acts as a bridge between the LoRa protocol and the
internet (IP layer). It consists of a low-power processor (SoC) combined with a LoRa
Concentrator (e.g., based on the SX1262 chip). Its function includes receiving data packets
from multiple collars simultaneoudly, demodulating the signal, and forwarding themviaMQTT
or HTTPS protocols to the cloud. The gateway's construction includes a high-gain external
antenna (dBi) for covering hard-to-reach areas, while its power supply can be supported by an
autonomous photovoltaic system.

Because the AgroSphere system is currently presented as a theoretical architecture and simulation
framework, physical field validation of the hardware has not yet been conducted. For the purposes of
our data modedls, the accuracy of the activity, temperature, and heart rate valuesis based strictly on the
manufacturer-certified tolerances of the selected industrial -grade modules (e.g., the ICM-42670-P and
MAX-M10S). Confirming these tolerances under real-world environmental stressors remains a key
objective for future prototype piloting.

3.3. Binary Classification Al Model and Data Analysis

Cloud-based data processing architecture moves beyond traditional fixed-threshold monitoring
approaches by adopting a two-stage hybrid machine-learning framework. In the first stage, an
unsupervised anomaly-detection algorithm based on Isolation Forest evaluates deviations from each
animal’s normal physiological and behavioral patterns and produces an anomaly score. In the second
stage, this anomaly score is combined with engineered biometric and behavioral features and provided
as input to an XGBoost binary classification model, which predicts whether a sensor-data window
corresponds to a healthy state (0) or asickness-risk state (1) [3].

Due to the absence of publicly available large-scale livestock biosensor datasets containing
synchronized physiological, behavioral, and illness-event annotations, a synthetic dataset generation
framework was developed for this study. The generated dataset simulated continuous multi-animal
livestock monitoring under realistic farm-like conditions over extended time periods. Simulated sensor
streams included body-temperature variation, IMU-derived acceleration and activity patterns, and
heart-rate measurements. Synthetic illness-event intervals were introduced to model gradual
physiological and behavioral deviations associated with disease progression.
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The resulting dataset is naturally highly imbalanced because healthy behaviora states occur
significantly more frequently than illness events in realistic livestock-monitoring environments. To
address thisimbalance, the training process incorporated class wei ghting within the XGBoost classifier,
while model evaluation emphasized imbal ance-aware metrics such asrecall, precision-recal AUC (PR-
AUC), and F2-score rather than relying solely on classification accuracy.

Input features included body-temperature statistics and temporal trends, acceleration and
movement-pattern features extracted from the IMU sensor, heart-rate statistics were available, and
personalized historical baseline deviation features computed individually for each animal. The proposed
framework was designed to identify subtle deviationsin behavior and physiology, including abnormal
inactivity, reduced movement, unusual temperature variation, and deviations from an animal’s

personalized behavioral baseline.

To evaluate the model’s ability to generalize unseen data, the generated dataset was separated
into distinct training and test subsets using a chronologica split. The test dataset consisted of future
simulated time periods that were completely excluded from model training and hyperparameter
optimization. All performance metrics reported in Figure 3 were therefore obtained using this held-out
test dataset to reduce temporal information leakage and better simulate continuous real-world
deployment conditions.

Experimental results demonstrated promising early-warning capabilities for livestock health
monitoring while maintaining acceptable performance for a prototype intelligent monitoring
framework. The system intentionally prioritizes minimizing false negatives over minimizing false
positives, since failing to detect a potential illness event may delay intervention and increase animal
welfare and economic risks. Consequently, the model was optimized toward higher sensitivity and
earlier detection performance, even at the cost of generating additional precautionary aerts.

precision recall fl-score support

healthy 0994 0981 0988 367165
sick 0.600 0.827 0.696 12411

accuracy 0976 379576
macroavg 0797 0904 0842 379576
weightedavg 0981 0976 0978 379576

ROC-AUC: 0957 | PR-AUC: 0.647 | F2: 0769

TN=360334 FP=6831

FN=2148 TP=10263

Event recall: 1.000 | Event precision: 0.154 | False alerts / animal-week: 0.157
Median hours before event end: 156.0

Binary Al Model results

4. Conclusions

AgroSphere marks the transition from passive management practices to smart prevention
strategies. Continuous data acquisition alows for the full mapping of the flock's condition in real time.
The predictive capability of the system acts as a health shield, preventing mass cullings. Future
directionsinclude the clinical validation of the algorithmsin collaboration with veterinary centers.
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MeAém ¢ Emidpaong g IMTukvotntag tov EmBatov otnv Anedoon ko v Epnepia tov Xprjom oe
Atktoa 5G Kata ) Metakivnon pe Aexw@opeio

Katpivng Mapkog, Tpnpa ITAnpo@opikng & TnAemkowvoviov, Iavemotnpo
ITeAomovviicov , TpinoAn, dit19079@go.uop.gr
3 Iovviov 2026

IleptAnym:

H napovoa epyaoia mapovoialel petproeig v napapétpov RSRP, SINR kon PUSCH Tx Power o€
éva 6iktuo 5G. XKOoTO¢ TV PETProe®wy NTav N agloAoynon g anddoong tov Siktoov 5G Kot g Mol0TNTOG
TOV TOPEXOHEVAOV VTNPECIOV O OLVBNKEG GUVAOOTIOHOD, Kol €181KOTEPA €Viog Twv Médwv Malkrg
Metagopag (MMM) touv dnpov Abnvaiov. H peAétn e&ayel ocupnepaopata avaivovtag dedopéva and dvo
SlaxQopeTikég eplodoug: Tig Nnuépeg 19/1 — 21/1 o1 omoieg XXpAKTNPIOTNKAY OO XAUNAT TTUKVOTNTA €MBATAOV,
Kol TG Nuépeg 26/1 — 28/1, mov mapovoiacav vPNAN MUKVOTNTX emPat@v. XT1oxog eivor va avadeyBel o
BabBpog otov omoio 0 cuvwoTiopdg ot MMM emnpeadel v Moot TOL SikTVOL 5G KOl TV TEAKN
EUTELPIX TOL XPNOTH.

1. Ewcayoyn:

Ta diktua 5G MPOCPEPOLY OMPAVTIKEG VEEG SLUVATOTITEG KOL TILO A§LOMLOTN CLVSECIHOTNTA. L20TOC0,
€VO OTIO0 TO TIO AMOLTNTIKA GEVAPLA XPTIoNG Y KABe oVYXpovo TNAETKOVOVIOKO SIKTLO €ival N THUTOXPOVN
eSumnpétnon HeydAov aplBol XpnoT®V O€ TIEPLOPLOUEVO XWOPO. XAPAKTNPIOTIKO TAPASEIYHA AMOTEAODV TX
Méoa MaQknig Metagopdg [1] kol €8ikoTepa T aoTIKA Aew@opeia, Omov 1 Suvapikn a&loAdynorn Tou
SiKTvoL o€ GuVBNKeg Kiviong kpivetan amapaitnt [2]. YO autég Tig ouvOnKeG, N MOIOTNTA TOL OT|HATOG KA1 T
POSIOKAALYM Sev eEAPTOVTAL PHOVO OO TNV KMOGTACT] TOL XPNOTH OMO TNV Kepaia Touv otabpot Baong [3],
OAAG emnpealovTal ONEAVTIKA OmO TIAPAYOVTEG OTIOG TO VAKX KHTAOKELTG TOV OXTHOTOG, T} TaXXVTNTA KivioT|g
TOV, KOXBMG KAl N TUKVOTNTH TOV EMPATOV 0TO EGOTEPIKO TOL.

YKOTOG NG EPYNOIOG QUTAG EIVOL ] KATAYPAQT KOl GVAALOT] TIPAYHOTIK®V HETPNOE®V [4] Kot
Siapkela piog mpokaBoplopévng Stadpopng pe T aoTiKd péca touv Anpov ABnvav, cuykpivovtag 800
SlaxpopeTikég ouvBnkeg: yapnAn kot vymAn mAnpotrta empPoatov. Tnv mpot €fdopdda (19/1 - 21/1)
napatnpnonke pelwpévn kivnon, KabBmg enpokelto yia v Kevi efdopdda mpv and v eéetaotikn| nepiodo
TOL XelpEPVOL e&apnvou. AvtiBeta, ) devtepn efdopdda (26/1 - 28/1), n onola cuvéneoe e v Evapén g
e&etaotikng meplodov tov EBvikod kot Kamodiotplakot ITavemotnuiov ABnvav (EKITA), ta Asw@opeia
Tapovaiaaay TOAD LYMAT TANPOTNTA g€ GUYKPLOT] HE TNV TPONYOLHEVT]. Méoa amd Tn HEAET TAPAHETP®V
tov Siktvov (RSRP, SINR) ko edopevav amd v mAevpd g kwntg ovokevng (PUSCH Tx Power,
YuvoAikn Katavaiwon Mnatapiag), emyelpeital n e§aymyn XprOHOV CUUTEPATHAT®Y.

2. MeOoSoloyia:

Ov petpnoelg mpaypatornomBnkav otnv mepiodo SVo eBfdopddwv omov 1 TPt eBSopdda
Kotnyoplomoteitor ewg v eBfdopddo (19/1 — 21/1) pe xapnAd mAnBuopiakd @optio, AOy® TNG Kevig
eBbopddag mpwv TV €vapén g e&etaotikng meplodov. H Sevtepn eBSopdda (26/1 — 28/1), yiveto
TIAPOLOIAON AOY® TNG €vapéng g e&etaotikng meptodov. Ot peTprocelg éyvav Tig Hépeg Agutépa, Tpitn,
Tetdptn avd efdopdda kot yia tig Suo efSopAdeg, pe TIg OPEG ekkivong Twv petprnoewy 8:30 m.p. - 8:40 m.p
Ko oTny 181 B€om eviog TOv OXNHATOC, HE TN XPNON Tov Spopoioyiov “250” T®V AOTIKOV AE®POpPEi®V NG
Abnvac.

Ykomndg g pebodoroyiag NTav 1 HEIWOT] 600 EIVUL EPIKTO TOV EEWTEPIKOV PETABANTAOV, OTIKOG T
yv®oT Tov akplf3odg aplfpol twv evepymv XpNoTaV oTo 1610 §iKTLO Katd TN SIPKELN TV PHETPTOEDV YIX VA
amoTLNKOEL 1 EMIGpUOT TNG TLKVOTNTAG TRV eMPATAOV 0TI HETPITELG. O1 PHETPNOELG TPAYHATOTOW BNnKav
oLHEOVA [LE TO HeBoSoAOYIKO TIPWTOKOAAO 01O [5], To omoio kabBopilel T Paoikn Siadikaoia KaTaypang Kot
TO TIPOPIA ¥prong. [ TV MPAYHATONOINCT TV HETPNOEROV Xpnatponomdnke eSonAopdg tov Epyaotnpiov
Acuppatev kot Kivntav Emkowvevidv [6] kon ouykekpipéva: pia kvt ovokeur] OnePlus Nord N10 5G,
xpnon g epappoyrg Echo One [7], kon pe piax képta Sim g Cosmote.
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Ewoéva 1: Aio«')‘pouﬁ TOL AEWPOPEiOL yw( TG srﬁoslq

2.1 Metpovpeveg [apapetpor:
Koatd Tig npépeg Se€aywyng TV HETPNOEDY, KATAYPAPNKAV TECOEPIS om0 TG PACIKOTEPEG
TIXPAHETPOLG TIOL EMNPERLOLY TNV amdS00T ToL S1IKTVOL 5G KAl TV EUMEPIX TOL XPNOTN 0T SLASPOUN TOL:

RSRP (Reference Signal Received Power): AmoteAel T p€Tpnon g 10X0OG TOV AGHBAVOEVOL OT)HATOC OTTO
Vv Kepaio eSUMNPETNONG TIPOG T GUGKELT] TOL XPNOTH.

SINR (Signal-to-Interference-plus-Noise Ratio): 'Ek@paon Tng mol0TNTAG TOL OTHATOG, GVOTOPIGTMOVING TO
TIOCO TILO 10XLPO Elval TO KUPLO ONHA TNG EELTNPETOVONG KEPALRG O€ GXEDT] HE TIG TIAPEUPBOAEG TOV YEITOVIK®V
KEPALAOV.

PUSCH Tx Power (Physical Uplink Shared Channel Transmit Power): Avagépeton atnv 1oX0 0mov xpeldleton
V& EKTTEPYEL TO KIVITO TOL XPr|OTN TIPOG TNV KEPUIX ELMNPETNONG.

KatavéAwon Mnatapiag (Battery Consumption): H mapapeTpog auTh ava@EépETal 010 TOCOOTO TNG HIATApiog
TIOL KXTAVOADBNKE OO TV KIVITI OUOKELT] KXTK TN Sidpkela tng StaSpopnc.

EmmnAéov, éywve xprnion evog Custom Script (Social Scroll Profile), [5] mov @dptwve ) ceAida Tov
NatGeo oto TikTok pe kataypoagn xpovov eoptwong g oeAidag kot Throughput, oe i mpoonaBela va yivel
TIPOGOHOIMOT TNG CLHTEPLYOPAG EVOG EvepYoL emPdtn otn Xpron Tev Social Media. EmmAgov n avaivon g
TIVKVOTNTAG TeV emPatav, opiotnkav dvo katnyopieg: o) Low (XapnAn mMukvoTnTa), IOV OTO AE®@OPEIO
LTIGPYOLY HOVo Kabnpevol, High (uymAn mukvotta), pe 1o Aew@opeio cupneptAapavel kon 6pBiovg,.

3 AmoteAéoparta:

Amo Vv avdAvon TOV HETPNOE®V EEAYOVTIOL CLHTEPACHOTA YIX TIG ESETOCOHEVEG TUPUALETPOLG.
Eotialeton evéelkTikG ota amoteAéopata tov nupepov Tpitn 20/1 ko Tpitn 27/1. Ztig 20 Iavovapiov
KOTIYOPLOTIOLETTAN €OG THEPU HE XUHNAO TANBLGHO 0TO Acw@opeio, Adyw NG KevNg eBSopadag mpy amd v
evapén g efetaotikng mepodov. Avuibetwg, otig 27 Iavovapiov avikel oty Kotnyopia He LYmAo
TIANBLOUIOKO POPTIO EVTAG TOL OXNHATOG, EEAITIOG TNG EVAPENG TWV TIAVEMIOTNHIOK®V EEETACEWV.

Apyika pe g mapapétpoug Siktoov otnv Ewkdva 2, eaivetal 0Tl mapOA0 TOU TO €0POG TOV TIHAOV
Stevpuvlnke, pe ™ peytotn TN va avéavetal kata 2.07 dB kat v eAdyiotn kata 4.85 dB, n péon tpn tov
RSRP mapapével mpaktikd otabepr| pe pa pikpr avénon 0.33 dB. EmmAéov paivetol n abEnomn tou peyiotou
a6 -66.98 dBm ota -64.91 dBm aAA& kot 1 av&nomn tov gAayiotov and ta -129.96 dBm ota -125.11 dBm.

H Ewdva 3 mapovotddel v eAGy1oTn, T péon Kot mn péytotn Tipn tov SINR yia tig §0o vmod e&€taon
npepopnvieg. H eAdyiotn Tipn tou pével apetafAntn ota -23.11 dB, evod n Héylotn TIT 0L avéBnKe ota
25.1 dB napovoidlovrag avénon katd 1.43 dB oe oxéon pe tn péylotn Tipn tov ota 23.67 dB otig 20/01.
IMapaiAnAa, ko 1 péomn ipn tov SINR avénbnke eAdyiota, katd 0.68 dB. Qotoco, mpokvntel and Tov
[Mivaxa 1, n téon autn Sev eivan opolopopPn o€ OAeg TIG NHEPES, KaB®G TN AevTépa KaTaypa@eTal Hel®OT TOL
SINR, eve Vv Tetdptn onpel@veTal N eviovotepn avénon. H aotdbeia autr Seiyvel OTL 0€ TPAYHATIKES
oLVONKEG Kivong evidg aoTIKOL TEPIBAAAOVTOC, 1) TOLOTNTA TOV ONHATOG SV EEXPTATAL HIOVO QTIO TNV
TIVKVOTNTA TV eMPATAOV.
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Ewova 2: Tiuég RSRP tov 5G onjpatog 20/01 kat 27/01

Ewova 3: Tipég SINR tov 5G onpatog 20/1 & 27/1

Ewova 4: Tipég exmepndpevng oxvog (5G PUSCH) otig 20/01 ko 27/01.

Ewova 5: Katavaiwon Mnoatapiog 20/1 & 27/1

Ymv Ewova 4 mapovotddetal n eKMEUTOHEVT 10XVG TOL KIVnToL 010 KavdA 5G PUSCH. H péyiom
TIHT] IOV EKTEPTIETAL OO TO KIVNTO Kat Tig SVO pépeg eivar ota 23 dBm, 1) omoia eivat Kot 1 HéyLoTn TIHT IOV
propel va ekmépyel  ovokeun. H eAdylotn ekmepmopevn 10x0¢ avavetol katd 3 dB, ano ta -5 dBm ota -2
dBm, eve avénon katd 1 dB mapatnpeiton kot ot péon tpn. H adénon avt) mbavag mpokomntel and
SLOKOAMO TNG CLOKELTG V& EMKOIWVWVIOEL HE TNV Kepaia eSummpétnong AOyw g LPNANG TUKVOTNTAG TV
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(QOLTNTAOV OTO AE®POPELD, OMOTE XPEIRCTNKE VA& ALENOEL TNV 10XV EKTIONTIG TG TIPOKEIHEVOL va avTioTaBpioet
mv e&aoBévnomn Tov OTHATOG IOV TIPOKAAEITL A0 TA COUATH TV EMPATMV.
TéAog mapovoldeton OTL e TNV LYNAT TUKVOTNTA TOU AE®@OpPEIoL, Tapatnpndnke avénon ng
KatavdAwong pratapiog kata 2%, 1 onoia eivon supfotn pe mv avénuévn Tx 10x0, pe anontnoegig tov Script.
O ITivakag 1 oLYKEVIPWVEL TIG HETEG TIHEG TV LTIO €EETAOT TIAPAPETPWY YA TIG PETPNOELG TOV SLO
eB6opddwv CLVOAIKAE.

Low Population High Population
Hpepopnvia 19/1 20/1 2111 26/1 27/1 28/1
Mépeg Agvtépa Tpitn Tetaptn Aevtépa Tpitn Tetaptn
RSRP -90 -90.86 -89.51 -89.1 -90.53 -92.27
SINR 2.47 1.52 0.82 1.68 2.2 4.05
PUSCH Tx 21 21 21 22 22 21
Mrnatapia % 13 11 10 15 13 14

Hivakag 1: Zvykevipwtikog Iivakag Xtoiyeiov Towv 2 EfSouadwv Katauétpnong

4 Tvpnepaopara:
21 ouvéyela mapatifeviol TpOTa cLPTEPATHATA AdpBdvovTag voyn efdopadiaiovg péaoug OPOUG.
Avagopwkd pe to RSRP, n péon eBdopadiaia Tipn tov napovoicoe otabepotnta, pe tn HeTafoAn
otov efdopadiaio péco 6po, amod ta -90.12 dBm g efdopadag tov xapnAov mAnBucpol, o€ cUyKploT| HE -
90.63 dBm tov vynAob mAnBuopov. H Siapopa twv 0.51 dB eival apeAntéa, yeyovag mov vmodnAcgvel 0Tt n
(QLOTKN TTXPOLOIX TV emPat®v dev MpokdAease onpavtikr eExoBévnon ato RSRP og 0An ) Stadpop).

IMapotu 1o péco efdopadiaio tov SINR avdvetan and 1.60 dB oe 2.64 dB, n petafoAin dev eivan
OpOWOHOPYN Ot OAgg TG NHEPESG, KB TN Aevutépa mapatnpeiton peiwon, eved v Tpitn kol Kuplwg v
Tetaptn avénon. Enopévmg, to amotéAeopa deixvel tdon BeAtioong tov efdopadiaiov péoov SINR, aAra dev
TEKUNPLAOVEL OTAOEPT] CUHTIEPIPOPA HIE TNV EMSPAOT] TNG TUKVOTNTAG TGV EMPATAOV.

[MapdAAnAa mapatnpnBnke pla abénon ot péomn 1oxh EKMOUTNG TG GLOKELNG, ano Tt 21 dBm ota
22 dBm. H taon avtr| Seiyvel 0TL To KIVTO TNAEPOVO KATAVAADGE EVEPYELX YIX TNV OMOCTOAN deSopévwv o€
oLVONKeG LYMANG TLKVOTNTAG EMPBATAOV.

H mo &exdBapn emidpaon eviomiletor oty KatavaAwon g pnatapiag. H péon eBdopadiaia
KatavaAwon pratapiag katd tn Stadpopn avéndnke and to 11.33% oto 14%. H avgnon aut Katd nepinov
2,7% oxeTi(eTan TOOO0 HE TNV avayKn ylix vynAdtepn 1ox0 ekmopnr|g (Tx Power) 660 Kot e TG HEYaADTEPEG
QMOTIOE1G KOTK TNV EKTEAEOT] TOL gevapiov xprnong (Script).
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Abstract

IoT connects physical devices to the Internet, allowing them to collect, share and process data. This makes devices and
systems smarter, because they can monitor many situations, react automatically to data changes and help people or
organizations make better decisions. [oT is used in many modern fields, such as smart homes, smart cities, agriculture,
healthcare, transportation, also marketing and industry. When we choose to combine [oT with Al, these systems become
even more powerful and increase their output massively because they can analyze data, predict problems and improve
efficiency by a lot.

The paper explains what [oT is and how it works and where it is used today. It focuses on important examples such as smart
agriculture, smart cities, industrial automation, business and intelligent loT applications. While it also mentions the benefits
of IoT, including automation, efficiency and remote monitoring, but also the challenges it poses today, such as security,
privacy and the difficulty of managing large amounts of data.

Keywords: Internet of Things, Smart Cities, Smart Agriculture, Industry 4.0, Artificial Intelligence, Privacy

1 Introduction

Iot has been influencing technological concepts of the modern digital era for a while now. It refers to the connection of
physical devices, machines, systems, sensors and other objects to the Internet, allowing them to collect and exchange data
that they can process for multiple purposes. These connections exist all around us, for example simple household devices
such as, smart ovens, smart thermostats, smart door locks and so on. The main idea behind IoT is making devices become
part of a large digital “ecosystem” where data can be collected and exchanged between devices, utilizing connection between
those devices to achieve monitoring, automation and decision-making.

IoT has become important because it makes our lives easier, it provides solutions to problems that we face everyday in our
world. Through sensors and communication networks, IoT devices can observe real world conditions, such as movements,
pressures, temperature, energy consumption and more. The collected data then can be transmitted to cloud platforms, where
it can be analyzed and used to support useful operations. For example, a wearable device can monitor health indicators and
a smart traffic system can collect data from roads in order to reduce congestion/traffic.

In recent years, [oT has been combined with Artificial Intelligence and Machine Learning. This combination of the
two has led to the achievement of developing more intelligent [oT systems which are able to collect data and to analyze it,
detect patterns and make predictions based on that analysis. Aouedi et al. describes this evolution as intelligent internet of
things, where Al techniques are used in IoT networks in order to support applications such as smart healthcare, smart cities,
transportation and industries [1].

The purpose of this paper is to explain what IoT is and to represent some of its most important applications today.
The paper will first describe the basic concept of architecture of IoT. Then, it will examine major application areas such as
agriculture, cities, industry 4.0, and business and marketing. Finally, it discusses the role of Al in modern IoT systems, as
well as the benefits and challenges of IoT related to security, data management and privacy.

2 Definition and Basic Architecture of IoT

Internet of Things (IoT) can be defined as a network of multiple physical devices that are equipped with things like, sensors
and software, processing capabilities and communication technologies/layers. These devices can interact with the environ-
ment or each other, collect data and communicate using the Internet to exchange data. In this way, one could say that: IoT
creates a communication bridge between the physical and digital world.
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A more technical way to put it is through layers. A typical IoT system follows these four main layers: the Network
layer, the Perception layer, the Processing layer and the Application layer. Each layer has a specific role in the collection,
transmission, processing and use of data from the environment.

The Network layer is responsible for transferring the collected data from the devices to other systems, such as gateways,
cloud platforms or edge servers. This layer uses communication technologies and protocols such as Wi-Fi, Bluetooth, Zigbee,
LoRaWAN, MQTT and CoAP. Wi-Fi and Bluetooth are commonly found in smart homes and wearable devices, while Zigbee
and LoRaWAN are used more in low power [oT networks. MQTT and CoAP are lightweight communication protocols that
are suitable ofr IoT systems because many loT devices have very limited processing power, memory and battery capacity.

The Perception Layer is responsible for sensing the physical environment. It includes sensors and actuators. Sensors
collect information from the real world, while actuators perform actions based on commands from the system. Examples
of sensors used in IoT systems include temperature sensors, humidity sensors, soil moisture sensors, motion sensors, GPS
modules, vibration sensors and ultrasonic sensors. For example, in smart agriculture, a soil moisture sensor can measure how
much water exists in the soil, while an actuator can open or close an irrigation valve.

The Processing Layer is responsible for storing, filtering and analyzing the collected data. This processing can take place
in cloud servers, local gateways or edge devices. Cloud computing provides high storage and processing capacity, while edge
computing processes data closer to the device. Edge processing is useful when fast response time is needed, for example in
industrial safety systems, healthcare monitoring or autonomous vehicles.

The Application Layer is the layer that provides the final service to the user. It uses the processed information in order to
support useful applications, such as smart irrigation, smart parking, remote patient monitoring, traffic control or predictive
maintenance in industry. This layer is the part of the loT system that users, businesses and public organizations usually
interact with.

The value of IoT does not only come from the devices themselves, but mainly from the generated data and the services
that are built on top of this data that they provide. For example, in a smart home, sensors can collect data about temperature,
movement and lighting. In an industrial environment, sensors can monitor the condition of machines in a factory. In a city,
10T devices can be used to collect information about the traffic, parking, air quality and energy consumption for all purposes.
In all these cases, [oT helps systems respond faster, be more automated and efficient.

Perception Layer
Sensors / Actuators

Y
Network Layer
Wi-Fi, Zigbee, MQTT, CoAP, LoRaWAN
Y

[ Processing Layer ]

Cloud / Edge / Al Model

A

Application Layer
User Service / Decision

Figure 1: Basic IoT architecture and data flow.

3 Modern Applications of IoT

10T is used in many areas of modern life. Its applications can be found in agriculture, cities, healthcare, transportation, indus-
try, business and everyday home environments. The following subsections present some of the most important application
areas that we’ve achieved so far.

3.1 Smart Agriculture

One important application of IoT is smart agriculture. In this field, IoT services and devices such as sensors, drones, weather
monitoring systems and machines are used to collect real-time data from the agricultural environment. This data can include
moisture of the soil, humidity, temperature, crop health, irrigation needs and livestock conditions for farmers. According to
Alzubi and Galyna, [oT and Al can suport sustainable farming by improving monitoring, resource management and decision
making in agricultural production [2]

3.2 Smart Cities

Another major application of IoT in the modern world is the development of smart cities. A smart city uses [oT, such as:
sensors, communication networks, connected devices and data analytics in order to improve urban services and quality of
life for its citizens. IoT systems collect data from different parts of the city, such as: traffic lights, parking areas, waste pins,
public transport systems, buildings and healthcare services in the city. This data is then processed with machine learning
methods to improve decision making and provide more efficient management of urban resources [3].

Smart city applications include smart street lighting, smart parking, waste management, traffic control, smart roads,
public safety systems and energy management. For example, smart street lights can utilize IoT devices/systems to adjust
their brightness depending on traffic, pedestrians or time of day, reducing energy consumption, giving a more eco-friendly
approach to modern technologies. Smart parking systems can inform drivers about available parking spaces, reducing the time
spent searching for available parking and decreasing traffic congestion on the streets. Smart waste bins can notify collection
services when they are full, making waste collection more efficient.
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Ullah et al. explain that smart cities depend on large-scale data collection, analysis and service provision [3]. This means
that [oT is not only used to connect devices, but also to support a complete data-driven urban environment. However, smart
cities also raise important concerns, especially regarding the privacy of its citizens, asking a question on security and ethical
use of the collected information. Since urban IoT systems may collect data about people, vehicles and public spaces, these
systems must be designed carefully in order to protect the city’s citizens’ rights and personal information.

3.3 Industry 4.0 and Industrial Automation

Iot is also an important technology in Industry 4.0, since it can help production systems become more automated, connected
and data driven. In addition, in industrial work environments, IoT devices and wireless sensor networks are utilized for
data collection purposes from machines and physical environments. This data can be then transmitted to remote systems for
monitoring, control and decision making. Majid et al. explain that Industry 4.0 relies heavily on [oT and wireless sensor
networks, as these technologies support automation, environmental monitoring and industrial control systems [4].

Wireless sensor networks are especially important for Industry 4.0, since they allow distribution of sensing important
conditions along multiple industrial areas. Sensors can be used to monitor temperature, pressure, vibrations, humidity, en-
ergy consumption and other operational parameters necessary for Industry 4.0. This makes it possible to detect and prevent
problems, reduce human intervention in many cases and improve productivity for industries.For example, if a machine shows
abnormal indicators such as, vibration and/or temperature, an IoT system can detect this change in those variables and notify
technicians before a serious accident/failure occurs. This brings value to industries by reducing downtime, lowering costs
of maintenance and providing a safer work environment for all employees. However, the use of [oT and wireless sensors in
Industry 4.0 can also create challenges, especially in relation to network security, cyberattacks and the protection of industrial
data.

3.4 Business and Marketing

Internet of things is also affecting business and marketing. With the right use of IoT devices, companies are allowed to collect
data about usage of their products in the market, customer behavioral patterns and service needs. As a result, businesses can
use this collected data to design more personalized services to their customers, in order to improve their experience. Nguyen
and Simkin describe IoT as a technological shift that brings Internet Intelligence to physical products, making them more
connected and smart [5].

In marketing, IoT is used to support customer engagement and personalized communications, meanwhile also supporting
new business models for businesses. For example, wearable devices like smart watches, smart home products like smart
thermostats and more can provide companies with real-time information feedback about how consumers interact with their
products. This feedback can then help businesses understand the needs of their customers better and to help improve their
services, in order to assist in building a smarter and better business model for companies.

However, this application must be approached carefully, since loT marketing often depends majorly on customer data,
creating multiple concerns for privacy. Although Nguyen and Simkin’s article was published in 2017, it is useful to us as a
different perspective of an earlier stage of the implementation of IoT in the digital world, to see how IoT was expected to
reshape businesses and marketing practices in the future. Today, these issues are even more important issues to the world,
because [oT systems are way more advanced and are often combined with Artificial Intelligence and data analytics. It is still
a question that we ask ourselves.

4 Intelligent IoT: The Role of Artificial Intelligence

10T has been strongly influenced by Al and Machine Learning. Older [oT systems mainly just focused on how devices connect
and collecting data from sensors. Nowadays in modern [oT systems it is more frequently seen to include Al and Machine
learning in order to analyze data, recognize patterns and to make decisions automatically for us. This has introduced a totally
new concept to technology, that of Intelligent IoT, where devices and networks become smarter, more autonomous.

Aouedi et al. explain that Intelligent [oT has important applications in healthcare, smart cities, smart transportation and
smart industries [1]. In healthcare, devices are used to collect medical data from patients and to support remote monitoring for
many things, even diseases in some cases. In transportation, IoT and Al are used to support traffic prediction, autonomous
driver-less cars and energy consumption for electric cars. In industry, we see support of automation and human-machine
collaboration.

The main advantage of Al in IoT is that it can easily transform raw data from sensors into useful knowledge that can
then be used to better the Al models through Machine learning. For example, with just 1 sensor we can collect anything we
want, temperature values, motion, humidity, and many other variables, however, with the implementation of Al in those loT
systems we can identify whether those values indicate a normal behavior or in worst case scenario, a dangerous outcome.
In a similar way we can use traffic sensors to collect data about vehicles, however without machine learning models we
cannot predict congestion in real-time, that’s where Machine Learning comes into play by using that information to predict
congestion and suggest better traffic management strategies.

Another important value of Intelligent IoT is that some IoT systems use local gateways or edge devices to process data
closer to where that data is generated in order to reduce delay, improve response times and to limit the amount of sensitive
data that needs to be transmitted, providing a comfort zone. This is especially useful in applications that require fast decision
making in dangerous environments, such as autonomous driving cars, industrial safety mechanisms and healthcare patient
monitoring.
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5 Benefits and Challenges of IoT

As we’ve seen before, [oT can offer many benefits. First and foremost, it offers support in automation systems by allowing
devices and systems to operate with less human interaction, saving time and reducing errors while improving efficiency.
Secondly, IoT enables remote monitoring in multiple fields such as healthcare and industry, allowing users to observe sys-
tems from a distance, providing their users with comfort in fields such as, healthcare, industry, agriculture and even smart
homes. Finally, IoT can improve resource management for people by reducing machine failures and unnecessary resource
consumption, meanwhile supporting predictions and early warnings. That can be achieved through better decision making
that is provided through IoT, since IoT systems generate humongous amounts of data that can be used to understand situa-
tions more accurately combining Al and Machine Learning to offer optimized actions. We see this in smart cities all around
the world, in improved parking/traffic areas. But it is not limited to that, [oT has many things to offer in other fields too, like
agriculture and industry by reducing machine failure, improving productivity and improving crop productions.

However it has also been mentioned that [oT creates serious challenges even for our technologically advanced era. One
of the most important challenges is security and privacy. The general idea of loT devices is that they are often connected
to networks, collecting personal data, such as health information of patients, location information and consumer behavior
and may become targets for unwanted cyber attacks, which poses a threat to security and privacy, if attackers gain access
to [oT systems then they may steal data, disrupt services or even control those devices. Majid et al. emphasize that [oT and
wireless sensor network frameworks in Industry 4.0 face important security risks, including network intruders and attacks
[4]. Meanwhile Aouedi et al. highlight privacy risks in Intelligent IoT, including privacy data leakage and model privacy
leakage [1]. Therefore, loT systems must include extremely strong impenetrable defense mechanisms and clear rules about
how data is collected, stored and used.

On another note, Interoperability is also a significant challenge posed by the integration of IoT in the modern world. [oT
devices have become a major part in our lives and companies from all over the world are involved in the creation of IoT
devices, without necessarily using the same communication protocols, data formats and platforms. This can make it difficult
for different systems to work together if you are uncertain on the communication protocols they are using. In addition, [oT
generate large and vast amounts of data which creates challenges related to storage availability, processing, analysis and
network bandwidth. As Iot continues to advance, these challenges must first be addressed in order to make IoT systems
secure, reliable, useful and more sustainable in the foreseeable future.

6 Conclusion

Internet of Things is a major technological advancement in our society that connects the physical world to the digital one.
That is achieved through sensors and communication networks and data processing platforms, allowing devices to collect
and exchange and analyze data. This makes the creation of smart environments, automation and decision making easier for
us.

Today, IoT is used in many important areas of our world, in agriculture, in smart cities, in Industry 4.0, in business and
marketing and many other fields, providing better resource management, sustainable production, better traffic management,
waste collection, parking, public safety, monitoring, maintenance and personalized services.

The combination of IoT with the increasingly fast improving Al has made [oT systems even more powerful than before,
with noticeable effects in data analysis, event prediction and support of real-time decision making. However that expansion
of Al in 10T also creates worries to people. Security, privacy, interoperability and data management are crucial issues that
must be addressed carefully. Overall, IoT is not only a technological innovation, but also a tool that has changed the way that
people, organizations and machines interact with each other.
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Polybot: ALkyoprOpiko Xvotnuo Zoverlilay®@v 6 AvadKES
Ayopég

Ipopreyng pe Xpion Mnyavikig Madnong

Xprotémovrog [avayidtng

Tunua [MAnpoeopikng kot Tniemikowmvidv, avemotipio [Telomovvicov
dit22230@go.uop.gr

epiinyn

H napovca epyacio mapovcidlet to Polybot, évo avtopatonompévo chotnpa oAyoptOpuiKdy co-
VoY@V Y10 Suadikég ayopég Tpofieyng tomov “Bitcoin Up or Down” otnv mhateoppa Polymarket.
To cvompa a&romotel éva povtédo XGBoost binary classification exrtadevpévo oe 17 Teyvikovg dei-
kteg amd dedopéva OHLCV 5 Aemtdyv tov BTC/USDT (Bybit), pe mohverninedrn otoifa ¢iktpmv
Yo aroPLYN dVGUEVDV KaBESTOTOV ayopds. A&loAdynon néow Monte Carlo (10.000 exavoinyelc)
oe mayopéva O0S dedopéva deiyvel Betikd Expected Value og 100% tav extelécemv pe péco EV
+7,4% avd cvvaAilayn vd undevikn ypémon maker.

AéEarc-krerdna: Prediction Markets, XGBoost, Binary Classification, Algorithmic Trading, Monte
Carlo Simulation, Python.

1 Ewoayoyn

Ot ayopég TpoPreync, 0nmg to Polymarket, emitpénovv cuvailayég o cupufolaio LEAAOVTIKOV
YEYOVOT®V, UE TIG TYWESG TOVG Vo avtikatontpilovv v mbavotnta ékPacnc. H mapovca epyacia omo-
TEAEL TNV TPAOTN CLGTNUATIKY TPOGEYYIOT] UWNYAVIKNG LAbNnong otig mevtdienteg ayopég “Bitcoin Up or
Down” tov Polymarket, diepevvavtog mbavig avamoteAeoUATIKOTNTEG AOY® TNG TEPLOPIGUEVNC TOPOV-
olag alyoplBukov traders.

2 ApyLTEKTOVIKI] XVGTNHATOS

To Polybot amoteAeitat amd T€66EPIG AAANAEVIETEG CUVIGTAOGES 0oVYYPOVNG eKTELESNC o€ Ubuntu
server: DataFeed.py (WebSocket cOvdeon pe Bybit yio Aqyn kepiav 5 Aentdv), BinaryModel.py (vro-
AOYIoHOG 17 TEYVIKAOV YopaKkTNPIoTIKGV Kot ekmaidevon XGBoost classifier), FilterStack (moAvenineon
otoifa @idtpov a&lohdynong ofuotog), kot Orchestrator.py (kevipucdg cvvtoviotig). FillMonitor
(AveEaptnn depyacio maparxorovnong tov order book katd tn didpkeia KaOe avorytng BEong)

To pipeline ektéheong ava kepl axorovBei tn ponj: (1) Kheloyo kep1od, (2) vmoroyiopodg features,
(3) mpoPreym povtédov, (4) otoifa eidtpwv, (5) avalnton ayopdg oto Polymarket CLOB, (6) tomo0é-
ton limit evtolng ota $0,40, (7) mapdiinin extéheon FillMonitor.

3  Movtého Mnyovikic Madnong

3.1 Mnyoviki Xopoktnprotik®v kot Exnaidsvon

Ymoroyilovtar 17 yapaxtnprotikd and Eva mopdbvpo 300 kepidv, KaAOTTOVTOG dEiKTEG TAONG,
SUVOUIKNG, LETAPBANTOTNTOG, GYKOV KOl ETOYIKOTITOG:
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* Taong & Avvapikig: log ret (amddoon), sma 20 (k. pécog), dist_sma (amodctacn SMA), rsi
(opun), macd_delta (cOykAion), adx feat (1oyb¢ tdong), emalh_slope (khion mplaiog tdong).

* Metapintotnrog & Oykov: vol intensity (évtacn 6ykov), candle range (€bpog kepiov), bb_width
(evpoc Bollinger), atr norm (kavov/vo ATR), atr_pct (percentile petafAntotntog).

* EmoyikétnTog & TraticTik®v: hour sin/cos (kukAikn dpa), dow_sin/cos (KokAikn nuépa), autocorr S
(avtocvoyétion S-bar lag).

Xpnotponoteitat o ta&vountig XGBoost e ypovikn dtaipeon dedopévmv (50/30/20: train/validate/OOS)
KOl TEPLOJIKT EMAVEKTOIOEVOT Y10, TV 0oeVYN dtoAicOnong ko data leakage.

3.2 Xroifa ®iktpov (Filter Stack)

INo v avtipetonion teptddmv younAng arddoons, epappoletor o molveninedn otoifa oik-
TP®V OV OTOLTEL TNV TOVTOYPOVT| IKOVOTOINGMN Kpitnpimv HeTafANTdTnToc, TAoNS KOl EUTIGTOGVVIG.
Avt 1 Tpocéyyion meplopilel Ta oNpato 6To 3,6% TOV GLVOMKAV KEPIDYV, E0GPOUAILOVTAG TO0TIKOTE-
PEC EKTEAETELG KOTA TNV TEPTIOO0 EAEYYOV.

ATR Spike : Amopuyn poxpookomikng aotadeiag - ADX : EEacpdiion emapiovg téong - EMA
/TH EMA : cvpPati Amoguyn avtiBetng tomoBétnong - RSI: Anopuyn axpaiov cuvOnkadv - Volume
Intensity: E€acpdiion pevotdotntag - Confidence : @iktpépiopo advvopuov/oaKpoimy onpitov

4 TIlewpapoto Kor AToTEALGRATO

4.1 PvOmon lepdparog

H a&loldynon npaypotonombnke o€ 1otoptkd dedopéva 365 nuepov , pe to mayouévo OOS va
KoAvntet To tehgvtaio 20% (=73 nuépeg). Ta limit orders tomofetovvral ota $0,40 (maker) pe pndeviky
ypéwon. Nuntipieg 0éceig: +1,50%, yapéveg: —1,00.

4.2 TIpooopoicwen Monte Carlo (10.000 eravaiqyers)

AOY® TOV GTOYOGTIKOD YUPOKTNPO TNG EKTANPOONG EVIOADV, ekteléotnkay 10.000 emavain-
yelg Monte Carlo eni tov nayopévov O0S dedopévov. H apocopoimon vioBétnoee cuvinpntikég mapa-
doyéc, dnwg fill rate potig 60% otig kepdopopeg Béaelc Evavtt 100% otig yopéved.

MeTpikn Ty / Amotéleopa
Méoco EV avé onua +7,35%
Win Rate (Fill-adjusted) ~44%
[Tocootd kepdopodpwv runs (EV > 0) 100%
Méon Tehkn Anddoon +69,27%

ITivakag 1: XuvorTikd amoTEAEGLOTO GTOYAUCTIKNG TPOGOUOIMOTG.

Ta amotelécpata emPePaidVOVY TN GTATIGTIKT| EVPADCTLO TOV GLOTAHKOTOS, KaddS To 100% TV
TPOGOLOLDGEMY KATEYpayE BETIKN Tposdokmduevn a&ia, mapd Tig SVGHEVELG CLUVOTKEG EKTEAEONG

4.3 Paper Trading

To cvotua ekteléotnke o€ paper trading mode og VPS yia =10 nuépeg (224 ocvvarrayésg). H
KopmoAn PnL gpeaviCetor oto Zynua 1.
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Polybot Paper Trading PnL Curve
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Zyqua 1: EEEMEN PnL katd ) didpkela Tov paper trading

4.4 Avahivon FillMonitor

To FillMonitor katéypaye per-second snapshots tov order book, dtapdvtog to Shento tapddvpo
oe 5 tpnpota S1—-S5 (Zymua 2).

Kpiowyo ebpnuo: 1o £111 pct amotéhece Tov 1oxvpoTEPO predictor anoteAéopatoc. Yyniod
fill_pct oto S5 cvoyetiletan wyvPd pe apvnTiKO amotérecpa, eved S3 = 100% omotélece amdivto
deiktn amdAeag oto mapatnpnévia dedopéva (fill_pct = 106001 Ypdvov dmov taker price < $0,40).

Fill Evolution: Winners vs Losers (Sn Curves)

100 A =& Winning Trades (Avg Fill %)
—@— Losing Trades (Avg Fill %)

80 A

40

20 \

0 T T T
S S2 S3 sS4 S5
Window Segment (60s each)

Average Fill Percentage (%)

Yynpa 2: Koapmdin eEEMéng S, segments oto FillMonitor

H otpatnywn expetailederor market inefficiencies ayopdlovtag npocmpvd dips mov dev avti-
katontpilovv v 1elkn katevBuvon. Evo o yopéveg Béceig yepilovv oto 100% Aoyw adverse selection,
70 ovotnuo Tapdyel Betikd EV eotidlovtog o mepmtdoelg 6mov 1 T oyyilel ottyuaio to limit tov
$0,40 kot 0N CLVEYELN OVAKAUTTEL

H ypnon limit orders wg maker pe pundevikn mpoundeia eivar amapaitntn yio ) Piocotnta.
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5 Zvdmmon ko Xoprepacpota

To amotelécpota emPefaidvovy TNV apyiki vIOOeoT: TEVIKA CHLOTA OO VYNANG CUYVOTNTAG
OHLCYV d¢dopéva evéxouv a&lomooiun TpoPAentikn duvaun yia tic dvadikég ayopéc BTC.

To Beticd EV (+7,35% avd cuvarlayn) eitvon otatiotikd woyvpd oe 100% teov Monte Carlo
emovoAnyewy. e avtifeon pe toxepd mayvidan 6mov EV < 0, To cVoTUe 0m0dEkVOETOL GUGTNLOTIKY
oTpatnykn pe Oetikn Tpocdokmpevn agia.

O «Oplog Teploptopog eival 1 Teploptopévn ypovikn oidpketa paper trading. To chonpo doKi-
pudotnke anokielotikd og BTC, n yevikevon oe ETH, SOL kot dAla (ebyn amotelel avTikeipevo pel-
Aovtikng épevvag, pnall pe adaptive limit strategy Pacel tov S, monitors kot a&loroinon FillMonitor
oNUATOG Yo TPOmPM ££000 amd Yapéveg BEoes.

H mpocbnikn tov order book flow (S1, S2) oto training 6ToxgVEL TN PEATIOTN OVAYVOPIOT) 100~
VIKOV cuvONKOV €16000V 610 0Tdd10 S3. H 1060 dokudotnke Non oty wpdén, aAld Adym EAlewyng
dedopévav dev Tpocépepe Pertimon, av Kot givar KGTL Tov TeAKd Bo eveopatwdel 6to choTNUA.

Kpiowng onuaciog yio ™ PLoxcytdtnTa TOv CLGTAATOG Elval 1 UNdevikn ypéwon maker. Evd
0 taker TAnpadvel Tpoundeia apalpmdvtag peuototnta, o Polybot Aettovpyel wg maker tomobBetdvrog
limit orders oto CLOB, yeyovoc mov KabioTd T oTpatnyiki Kepooeopo.

Ava@opéc
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Yvotnuo EAsyyov ko IoapokorovOnong
Hl ok o0 Ogpuoocigovo neowm IoT

HMag Apaxog, Atovierog Iupouding
[Mavemotuo IMelomovvnoov, Zyxoin Otkovoutog kot Texvoloylog
Tunua Inpogopikng ko Tniemkovovidv, Tplwoin
AM: 2022202200042, 2022202300038
Aaokwv: Znuptdnv Maiwvag, Kabnynmg

3 Tovviov 2026

Hepidnym

Sy apodoa epYaoio TAPOVOLALETAL O OYESLOONOG KAt 1] VAOTTOLNON €VOG KOLVO-
TOUOV GVOTNUOTOG EAEYYOV Kait TTapakodoVOnong nhakov Ogppootgpwva (IoT), to omolo
EVOMUATOVEL SUVOTOTNTEG KATAYPAPNG TEPLPAANOVTIKDV cuvOnKmV. Adym Twv do-
WKOV EUTOSLMV 08 TOMDPOQA. KTLPLOL, 1] ETLKOLVMVIO HETAED TNG TOPATONG KOL TOU
NAEKTPLKOV TTLvaKa vhoTtoteltan HEow teyvoroylog Powerline Communication (PLC) [2],
draogaiifovrog Ty adiarewtty uetaddoon dedouvov Oepuokpaciog vepov, eEwtept-
KNG Bepuokpaociag ko vypaotag. To cvotnua evowpatdvetor oto Home Assistant [5]
uEow tpwTokOAMov MQTT (Auto-Discovery) [3] ko Tpoo@EPEL Uy oviopnoUg GOQPUAELNG
(Local Fallback), eE0.0(palZoVTOG CCUTOVOULOL KO TOTILKO EAEYYO0 OE TEPLITTMOT OTTMAELNG
dLKTHOV.

1 Ewoayoyn

S TOMMPOPa KTLPLAL, OL EVOLKOL OEV £XOVV GUEOT] ELKOVO. TNG BEPLOKPOOLOG TOV VEPOD
0TOV NALOKO TOVG OEPUOOLPMVAL, OONYMVTAG OF (LOKOTTY) EVEPYOTTOLN O TNG NAEKTPLKNG OLVTL-
0TOONG KoL 0TTATOM eveépyelag. To mpotervouevo ovotnua IoT yegpupdver avtd To XAouo
TPOCPEPOVTAG:

o Jvveyn mopoakolovOnon Bepuokpaoctiag Ko Tomkn ametkovion (OLED 00ovn otov
TvaKa).

* Evotppatn petadoorn dedouevmv (PLC) aEomoumvtag v vdpyovoo Kohmdiwon
230V.

¢ Tomkod Ko amopokpuouévo eheyyo (ON/OFF) péow kevrpikot cvotnuatog (Home
Assistant).
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Emhoyn Teyvoloyiog Emikowvoviag

To KVPLO EUTOSLO TNV CLOVPUATY) ETTLKOLVOVLE. €LvaL 1] SLELevon Tov onuotog RF peoa
a7t0 TOAMATTAEG TTAAKEG OTTALOUEVOU OKUPOSEUOTOG,

[Mivakag 1: Z0ykpron Texvohoyiwv IoT (Tapdtoa mtpog [o0yeLo)

Teyvoloyia LoRa Z-Wave Wi-Fi HaLow PLC (Powerline)

Eupélera ue | 1-3 km (evdéyetar | 20-30 m (Amoutel 100-150 m Eyyunuévn oty

enmodie (Mrme- | vo SnuovpynOovv | repeaters) idLo paon

T0V) vekpEg Tdveg PEVNATOG
KGOeTO)

ABwomotia Métpra (KhoBog Xaunin Xaunin Tynin
DapovieL 0d ToV (Evevpuotn)
sTvoKoL)

AOY® TV TEPLOPLOUDV OF 0PYLTEKTOVIKEG Mesh (Z-Wave) ko tov popAnudtmv eEa-
00gvnong onuatog, emhéynke 1o tpwtokoiho PLC (néow tov module KQ-130F). H emi-
AOYT QLTI AELOTTOLEL TNV VTTAPYOVO0 KOAWOLwoN 230V, amopelyovtag TNV avayKn) yLo VE.
dounuevn Kohwdimaor, VK TaVTOYPOVE TOPAKAUTTTEL TANPWS TV NAEKTPOUAYVNTIKY €€
00£vN 01 TOV SOULKDOV VALKDV.

3  Apyprektovikn) kot Xyedioon Yikov (Hardware)

To ovotnuo artotelettar amd dVo drakprtovg kKouBovg (Nodes), oL 07ToloL EAEYYOVTOL OITO
wkpoeheykteg ESP32 [1]:

1. Kéupog Taparoag (Edge Controller): ®uhoEevel tov awodntnpa OegppokpaociagDS18B20
[4] (emheyUévog yia TV 0VOEKTIKOTITA TOV 0TO VEPO KoL TNV akpifera 1-Wire) ko va
pelé LoyVog 30A e OTTOUTOUOVWOT], TO OTTOLO OSNYEL TOV KEVIPLKO KOVIOKTOPO. TOU
Oepuootpmnva.

2. Koppog Iivaka (Gateway & UI): Aiabeter 006vn OLED SSD1 30 6 Yol TOTLKT) OTTeL-
KOVLON KaL UOLKO (WTOVTOV ELEYYOV.

[o TV TPOOTAOLO TWV UWKPOEAEYKTMV, YPNOLUOTOLOVVTOL BLOUNYOVIKG TPOPOSOTIKA
HLK-PMO1 - HLK-5MO05 (230V o¢ 5V) kou otabepomomtég AMS1117 (5V og 3.3V), eEa-
ooMZovTog arrovoto nhektpLko Bopvov.
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[Tivakag 2: ZUYKEVIPMTIKOG TVAKOG EapTNUATOVY Kat Kéotovug yio. PLC

EEaptna [Mocotta Evdewktiké Koorog
ESP32 Dev Board (yio. topa- | 2 18 €
TOOL KO TTLVOKOL)

Movada PLC KQ-130F (wo- | 2 40 €
WItog & SEKTNG)

O66vn OLED 0.96" 12C (ywa. | 1 5€
TOV TLVOKQL)

DS18B20 Waterproof 1 4€
Movada Pehe 20A / 5V (o | 1 4 €
NV TAPATO)

MeTaoynuUaTLoTES 4 15€
230V/5V/3.3V  (yuo  1o-

PATON KO TILVOIKOL)

Aagpopa. (AVTLOTAOELS, KO- | - 7€
ADOLOL)

Xvvohro ~93 €

Synua 1: Mithok SLaypopLilo. ELKOLVOVIAG TwV KOUBOV GUOTNUATOG.

Synuot 2: ZYNUOTLKY aVoTTopdoTtaot Tov 000 KOUBmy.
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Xyediaon Aoyropkov kot Atadiktvo Tov Ipaynatov

4.1 MQTT Auto-Discovery & Source of Truth

AvTl TG OTaTIKNG dNUovpylag etkovikav dtakomtwmv (Helpers) ov aoyovv amd mpo-
BAuaTa ovyypoviouov, viorombnke 1 uebodog MQTT Auto-Discovery. Katd tv ekKi-
vnom, to ESP32 dnuootevel éva JISON Configuration Payload 6to Home Assistant, Snuovpym-
VIOG dUVOULKA TG 0vTtoTNTEG (Sensors, Switches).

H apyrtektovikn akorovbel to mpotumo Source of Truth: H xatdotaon (state) oto Ul
EVIUEPWVETAL aroKAeloTIKd OTOV TO VAMKO (hardware) dmuootetvoer Ty emfefalwon g
EVEPYELOG, OLAOPAALOVTAG OTTOMUTI OUVETELN OESOUEVMV.

4.2 ActOyypovn Exavoactvdeon & Tomkn E@edpeia (Local Fallback)

Se TEPUTTMOELG TOPOTETOUEVNG OTtmrerag diktvov Wi-Fi, ) khaowkn paxtikn eEava-
vKaouevng erovekkivong (Watchdog Reset) amopplgdnke. 2t 0£om g avasttuyOnke un-
whokapovoo. (non-blocking) Aoyikn emavaoivéeong. Avtd daogpaiilel to Local Fallback:
Eav amotiyel 1) o0vdeon oto Internet, To cvotnua dev adpavoroteitar. O KOUBog Tov TivoKa
ETKOLVWVEL AOLAAELTTTA UE TNV TAPATOO UECW TOV TTPWTOKOMOoV PLC, emitpeénoviag oTov
YPNOTI] TOV AP TOTLKO YELPLOUO.

5 Aokwugg ko AEodoynon

[wo v otoroinon g aElomotiag, dtevepynonkoav dokiueg (Test Cases) og Tpayuo-
TIKEG OVVONKEG (5 OPOPOL ATOOTOUONG):

[Mivaxag 3: Anoteléopota Aokiumv (Test Cases)

Kodwos | Ieprypogn Aokyus Anotédespa / Kprepro Emruyiog

TC-01 | 'Eheyyog CevEng PLC: TomoOetnon mowmoy | Ztabept) Aym pe ammielo Taketmv <5% og
OTNV TOPATOa, HETPNOT ONUaTog Ko AYng | Sidpkeio 24 wpmv.
TOKETOV PHECW Tov Kahwdlov 230V oto 106-
YELO.

TC-02 | BaBuovounon DS18B20: BiOwon ot vepd 0°C | Amoxiion < +0.5°C ko otig SV0 UETPNOELS,
(7téryog) ko 100°C (Bpaotod vepod).

TC-03 | Tomkog €leyyog: Ilatnue push button otov | Aueomn evarlhayr) KOTAOTOONG PEAE KOL EVI|ULE-
NAEKTPLKO TUVOKAL. pworn OLED gvtog 0.5 sec.

TC-04 | Amouaxpuouévog éheyyog: Evtoh) ON/OFF | Evepyomoinom peké Kou eugdvion Beprokpo-
ueow MQTT. olag oty e@apuoyn eviog 3 sec.

TC-05 Suyypoviopdg kotdotaong Arlayn kotd- | To Home Assistant eviuepmvel Ty KOTGOTOON
otaong asto push button. (state) eviOg 3 SEUTEPOAETTOV.

TC-06 "BEleyyog Fail-Safe: Amevepyomolnon router | AUTONOTY) GITEVEQYOTTOINOT UETE aITO 2 (PEG
KOl EVEPYOTTOLN 0N OEPUOCLYMVOL TOTLKCL. (M ToV TPOoKa.OOPLOUEVO YPOVO).

TC-07 '‘Eleyyog Android app: Eykotdotaon Home | TIinpng Aetrtoupykotnta (ON/OFF, Bepuo-
Assistant oe Android, oUvdeon koL €heyyoc. Kpaola) amd Android.

TC-08 | 'Eheyyog awofntnpo DHT22: Métpnon eEwte- | Amoxion < +0.5°C ot Beppokpaocio kol <
pLKnG Beppokpaociac/vypaociag ko ouykplon | 5% oty vypooio.
LLE EUTOPLKO YNPLOKO VYPOUETPO.
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6 Xvumepaonoro kot Melhovukes Erektaoeig

H mapovoa gpyaoio amodetkvier 0T 1) evoopdtmon teyxvohoylag PLC (KQ-130F) ot
Koupovg ESP32 amotehel TV o oELOTLOTY) KoL OLKOVOULKGL atodoTLKY) Ao Yio. THAEUE-
TPLO. EVTOG TOAVMPOPOY KTLPLOV, IE TO CUVOLKO KOOTOG Tov VALKoy (BOM) va avepyetol og
wolg ~90€. O ovvdvaoudg e To Home Assistant peom mpwtokoihov MQTT, entkovpolue-
vog amtd unyaviopovg Local Fallback, kaBiotd 1o ovotnuae ovOeKTIKO 08 GQAMLOTO SIKTUOV
(fault-tolerant).

Iepropropot Tvoryuaroc: H xOplo mpoxinon g teyvoloylog PLC eivar 1) asaitnon
ot 800 KOpPoL va. BPLOKOVTIOL 0TNV 1OL0 NAEKTPLKT] PAOT TOU KTLPLOV. Z€ TPLPUOLKES EYKOL-
TOOTAOELG OOV 1] TOPATON KOL O FTIVOKAG TOU LOOYELOV SLAPEPOVY YPOUATIKA MG TPOG TN
PAOT TPOPOSOOLAG, ATTALTELTOL 1) XPNOT YEPUPWT @aoewv (Phase Coupler) otov KevtpLko
TUVOKO, Y10, T SLOOQPAMLON TNG 0pONG UETASOONG TOV GUATOC.

Mehhovuikég Enektaoeis: Baotkd otoyo yio to eopeva otddLo avasttuEng amoTelel m
EUTTOPLKT) aELorroinom (commercialization) TOU GUGTNUOTOG KOL 1] UETAPAOT TOV ATTO AELTOVP-
YIKO TPWTOTLTTO 0€ EUToPLKO mtpoidv (market-ready product). H Stadikaoto avtn mepthaufa-
VEL TOV OYESLAOUO ELOIKMV TUTOUEVDY KUKAouatmv (Custom PCBs) fropnyavikmv tpodio-
YPOPOV Ko TV artoKTnon motoromnoewv (7t.y. CE) yio ao@oln tomofétnon oe mivakeg
payog (DIN rail). [TapdAinha, og eLTESO LOYLOWKOV, OYESLATETAL 1] EVOWUATWOT TIPOYV®-
otkmv povrelwv Teyxvnmg Nonuoovvng (Machine Learning). AvIA®VIOG VoL TA UETEWPO-
royika dedopeva (APIs), o ovotnuo. Oa TPOPLETEL TV NALOPAVELL. TMV ETTOUEVMV WPDV,
OTTOTPETOVTOG TTPOMTTTLKG, TV GLOKOTTY] EVEPYOTTOLN 0T TG avtiotaons. 'Etot, To mpoiov Oa
QTTOTEAEL (O, OLOKAPMUEVT] KO EEOY MG OVTAYMVIOTLKT ADOT] EE0LKOVOUNONG EVEPYELAG YLOL
ovotuata 'EEvmvou Zmitiov.

Avogopeg
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Abstract

This paper presents the concept and trial of a service-centric UAV system that transforms a conventional
unmanned aerial vehicle into an autonomous edge computing node. A prototype quadcopter equipped
with a companion computer and multiple communication modems ascended to 20 meters altitude and
autonomously executed an Al inference model onboard. The inference results and flight telemetry were
transmitted to a ground-side database through the terrestrial NB-IoT network, while the user was able to
select services and receive the results through a web application.

Keywords: UAV, Edge Computing, Service-Centric System, K3s, NB-IoT, Field Trials

1 Introduction

Unmanned Aerial Vehicles (UAVs) are increasingly deployed in precision agriculture, environmental
monitoring and infrastructure inspection [1]. However, most operational systems follow a flight-centric
paradigm, where onboard computation serves only navigation and stabilization, while application-level
processing is offloaded to ground servers [2]. This creates tight coupling between flight control and ser-
vice execution, requiring continuous high-bandwidth links and limiting flexibility in coverage-limited
environments.

Recent advances in lightweight container orchestration, cellular connectivity (4G/5G) and satellite
networks (NTN) enable a shift toward service-centric UAV operation [3]. In this model, the UAV func-
tions as an autonomous edge computing node within a cloud-fog-edge continuum, hosting containerized
microservices deployed dynamically via platforms such as K3s [4]. Container orchestration platforms
have matured to the point where they run on ARM-based single-board computers, yet UAV applications
are typically evaluated assuming off-board computation [5]. Meanwhile, NTN connectivity, evolving
from 5G NTN (Release 17) toward 6G integration [6, 7], offers NB-loT-based telemetry delivery in areas
lacking terrestrial coverage.

While the conceptual architecture has been established [3], practical field validation remains limited.
This paper addresses this gap with a complete field trial: a prototype UAV with a Raspberry Pi 5, mul-
tiple communication modems (broadband and NB-IoT) and a K3s orchestration stack executed an Al
inference model at 20 m altitude. A web-based portal enables non-expert users to request and receive
services transparently. Section 2 describes the architecture, Section 3 the prototype, Section 4 the field
trial, Section 5 the service portal and Section 6 concludes.
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System Architecture

The architecture, illustrated in Figure 1, organizes the system into three tiers: Edge Infrastructure (UAV
node), Cloud Infrastructure (orchestrator, application repository, data storage) and Access Infrastructure
(user portal). The UAV hosts a lightweight container runtime managed by K3s, a certified Kubernetes dis-
tribution for resource-constrained environments. The cloud-side K3s server maintains the control plane,
while the UAV operates as an agent node.

Figure 1: System architecture showing the edge, cloud and access infrastructure tiers.

A key principle is separation between flight-critical and application-level workloads. The FCU retains
exclusive responsibility for stabilization and navigation, while the companion computer independently
hosts the service runtime, ensuring application failures do not compromise flight safety [3]. The network
layer supports broadband cellular (4G/5G) for high-throughput data and service orchestration and nar-
rowband NB-IoT (terrestrial and satellite) for lightweight telemetry and result transmission [5]. On the
ground side, the service backend aggregates results, performs persistent storage and exposes interfaces
through a web application. Users interact via HTTPS/Web API to request services and access results
without UAV-specific expertise.

3 Prototype Implementation

The prototype was built on a custom quadcopter with take-off mass below 2 kg. A Raspberry Pi 5 (4 GB
RAM, quad-core ARM Cortex-A76 at 2.4 GHz) was integrated as the companion computer, electrically
isolated from the FCU and powered through a dedicated module connected to the UAV battery. The Pi
runs Raspberry Pi OS with the K3s agent installed, joining the cloud-hosted cluster over the network.

For connectivity, the prototype incorporates: (i) a 4G/5G cellular modem for broadband service or-
chestration and container image transfer, and (ii) an NB-IoT modem for terrestrial narrowband telemetry
and inference result transmission. The system also supports satellite NB-IoT (NTN NB-IoT) as a fallback
for areas without terrestrial coverage [6]. A VPN tunnel connects the companion computer to the cloud
infrastructure, allowing the UAV to appear as a node within the ground-side environment. Figure 2 shows
the prototype.

4 Field Trial and Results

The field trial was conducted in a rural agricultural area in Greece with variable cellular coverage. The
UAY ascended to 20 meters, establishing stable hover while the companion computer maintained its K3s
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Figure 2: The prototype UAV with onboard Raspberry Pi 5, cellular modem and NB-IoT modules.

agent connection. An agriculture-oriented Al inference model, pre-deployed as a container image, was
activated on the UAV through the K3s orchestration mechanism. Container deployment from cloud to
UAV completed in approximately 8 seconds. The model performed local inference onboard rather than
streaming raw data to ground servers.

The inference results, together with flight telemetry (GPS coordinates, altitude, battery status), were
transmitted to a ground-side database through the terrestrial NB-IoT network. The mean latency from
inference completion to database insertion was approximately 3 seconds, acceptable for non-time-critical
agricultural monitoring. The broadband 4G link measured 8—15 Mbps, confirming suitability for container
image transfer. Table 1 summarizes the key measurements.

Table 1: Summary of field trial measurements.
Flight altitude 20 m (stable hover)
K3s RAM consumption <450 MB
Container deployment time | ~8 s (cloud to UAV)

NB-IoT result latency ~3 s (inference to DB)
Broadband link (4G) 8—15 Mbps
Onboard Al execution Successful, no flight degradation

End-to-end user workflow | Fully functional, zero technical interaction

The trial confirmed that: (i) K3s operated reliably on the Raspberry Pi 5 during flight, consuming
less than 450 MB RAM,; (ii) the Al model executed without degrading flight performance; (iii) NB-IoT
provided a viable low-power result transmission channel; and (iv) the entire workflow functioned without
requiring end-user interaction with flight-control or infrastructure components.

5 User-Facing Service Portal

A web-based UAV Applications Portal was developed to abstract all technical complexity from end users.
Through this portal, users can browse, select and deploy services onto the UAV edge node without ex-
pertise in UAV piloting, container orchestration or networking. Figure 3 presents the available service
catalog.

When a user selects a service, the portal issues a deployment request to the K3s server, which sched-
ules the corresponding container on the UAV agent node. The user receives inference results and telemetry
through the portal dashboard without needing to understand the deployment pipeline or network topol-
ogy. This interaction model aligns with the service-centric vision where the UAV is consumed as a service
endpoint rather than operated as a piloted vehicle.
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Figure 3: Service catalog showing deployable applications (Aerial Surveillance, Livestock Monitoring,
Sheep Lameness Detection).

6 Conclusions

This paper presented the field trial validation of a service-centric UAV edge node, demonstrating that a
lightweight UAV with a Raspberry Pi 5 companion computer can function as an autonomous edge com-
puting platform within a cloud-fog-edge continuum. The trial confirmed reliable operation of onboard
Al inference, K3s-based orchestration and multi-connectivity (4G and NB-IoT) at 20 m altitude. Per-
formance metrics, sub-10-second container deployment, sub-3-second NB-IoT result delivery and K3s
footprint below 450 MB, validate feasibility on resource-constrained hardware. The service portal suc-
cessfully abstracted all complexity, enabling non-expert users to request and receive UAV-based services
transparently. Future work will address multi-UAV orchestration, satellite NTN NB-IoT integration for
remote coverage [7] and energy-aware container scheduling.
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