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Abstract

This work presents the design and development procedure of Voidborne, a 2D action-adventure game
featuring pixel art graphics made with the Godot game engine. Our focus is on the creative and
technical stages included in developing the main elements of the game, such as graphics, character
design and game mechanics. The project is developed using the MDA and DDE Frameworks, that
allows us to analyze how technological means, and graphic preferences form the player experience.
Introducing our process helps us to provide understanding on the development of 2D games and the
need of structured design thinking.

Keywords: 2D, Pixel Art, MDA, DDE, Game Mechanics, Godot

1 Introduction

Game development gives creators the freedom to experiment with unique game mechanics, visual
graphics and player experiences. This work explores the design and development process of our 2D
pixel art action-adventure game named Voidborne which was built using the Godot game Engine.
Instead of focusing on the final output, we strongly highlight the journey behind the games
production, from the game’s conception and graphical choices to the implementation of the core
mechanics of the game.

Our approach is shaped by two well-known theoretical models: The MDA framework (Mechanics,
Dynamics, Aesthetics) [3], which organizes the players’ experience from design goal to gameplay
results and the DDE (Design, Development, Evaluation) cycle [5], which directed our iterative
progress. Combining those two frameworks will help us to produce a case study in intentional
reflective game design.

2 The MDA and DDE Frameworks

The MDA framework (Mechanics-Dynamics-Aesthetics) was first introduced by Hunicke, Leblanc,
and Zubek (2004). MDA offers a structured method to understanding games by breaking them down
into three parts [3]. Mechanics (the game’s elements at the data representation and algorithmic layer),
Dynamics (the way mechanics behave in real time when they interact with player inputs and outputs
across time), Aesthetics (The player’s desired emotional responses, when interacting with the game
system). By connecting player experience with game design, this framework allows designers to
predict how changes to mechanics of the game may impact player emotions.
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Figure 1: The MDA Framework

Accompanying MDA, the DDE (Design-Development-Evaluation) cycle provides a methodical
approach for game development [5]. Breaking down to three phases, this repetitive cyclical approach
guarantees that the game progresses according to user feedback, leading to a more captivating and
effective final result. The Design phase includes the visualization of the game’s concept. In this phase
the designers visualize the game’s aesthetic, the mechanics of the game and the user experience. The
Development phase involves the actual creation of the game from creating the assets of the game and
the visuals down to writing the code and implementing it. Lastly, the Evaluation phase where the
focus is on gathering feedback from the users to improve the whole experience.

Visualize

Refine

Implemen

Figure 2: The DDE Cycle

3 Design and Art Direction

Digital art has experienced substantial changes due to the emergence of computer technologies.
Specifically, pixel art keeps on as a unique and impactful medium in gaming [2][6]. Voidborne as
mentioned above is a 2D action-adventure game that features pixel art graphics. Our main goal is to
create an engaging experience through our visuals, mechanics and story rich design. Pixel art
transcends the mere nostalgia for early gaming, it illustrates a deliberate design choice that
emphasizes artistic limitations and innovative problem-solving. Pixel art has some key aspects that we
want to mention:

o Aesthetic Value: Pixel art provides a unique visual identity, combining former elements with
modern animation methods [2].
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e Technical Efficiency: Pixel art is suitable for indie games because of its low-resolution
requirements, which keep it computationally lightweight [6].

e Emotional Connection: The simplicity of pixel-based visuals allows for stronger player
imagination and emotional engagement with characters and worlds [2].

e Player identification: Players can project their own ideas onto characters thanks to the
abstract quality of pixel art, which reinforces their sense of personal connection to the game
environment [6].

¢ Nostalgia and Memory recall: Many players relate pixel art with formative gaming
experiences, reinforcing ties to classic and modern titles [2].

Pixel Art also plays a significant role in character design. It requires a balance between simplicity and
expressiveness. We strongly focused on creating unique characters based on pixel art theories such as:

e Silhouette-based design: Pixel art requires us to focus on solid outlines for better character
readability [6].

e Limited Color Palettes: Using limited color schemes to produce remarkable visual effects
[6].

e Expressive Animation: Pixel art animation requires the use of frame limits and key frames to
create dynamic motions [6].

e Emotional Expression Through Minimalism: Players can use their creative imagination to
add emotional depth to characters made with pixel art because they depend on straightforward
yet powerful motions and expressions [2].

The MDA framework is useful because it allows us to concurrently consider the position of a game
designer and a player. While designers view game mechanics as different player behaviors, players
perceive them as the game’s rules. While designers view dynamics as design rules for the interaction
between players and game mechanics, players perceive them as the system that produces the desired
game experience. Finally, the objective of gameplay itself for gamers is aesthetics. However, they are
the ultimate emotional reactions or states that designers aim to evoke in players using game
mechanics and dynamics [4]. Voidborne was designed with this methodology based on the MDA
framework.

4 Development Process

The engine used for the development of Voidborne is Godot. This game engine is beginner-friendly,
as it is essentially designed for 2D game development and greatly forwards the design of a prototype.
These were the main features that led us to choose this specific engine.

Taking the above into consideration, regarding Godot, as well as the theoretical frameworks of MDA
and DDE, we designed the core mechanics of the game. Originally, we considered what actions the
player would be able to perform within the game environment. We presumed that the player would be
able to execute the following actions:

e Move
e Jump
e Climb
e Dash
o Fight
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These actions shaped the foundation of the gameplay.

The way we carried them out was with the use of the state machine design pattern. This pattern is
especially helpful for controlling a character within a game, as each action can be observed as a
separate state [1]. For example, idling is a different state from moving.

| start }>{ 1dle

Figure 3: State Machine Design Pattern

Implementing this in Godot was relatively simple, considering the engine's simplicity of prototype
development, as previously mentioned.

The DDE framework was especially helpful: we started by defining the variables for each state and,
after going through the development and evaluation phases, we returned to the design phase and
restructured the variables based on the feedback we received. Through this process, we continued
designing other characters in Voidborne. The enemies and NPCs (non-Player Characters) present in
the game were also implemented using the logic of the state machine. In combination with the MDA
framework, and especially the aesthetic component, we customized the characters to achieve the
experience and feeling we intended to convey to the user.

5 Conclusion

The creation of Voidborne was a challenging and complex process that required perfect and
continuous collaboration between developer and designer. Trying to stay true to the theories and apply
them to produce a perfect result, there was constant reevaluation of all stages of the game’s creation.
Our goal is to propose this combined framework for creating video games for students and small
teams who want to start with game design and development. Forming our future plans, is the
implementation of the whole game with applied design and development theories.
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ITepiAndm

H napotoa epyacio e€etdlel midg tor aviixewuevoo tpapy| potifa oxedioaong ennpedlouvy tnv
OVETTUE N MAEXTEOVIXOV T VIBLDY, Héoo amd wia MENETN TepinTwong evoc project mou
ulomobnxe ue t unyovh avdmtuing mouyxvidiwy Unity. To State Pattern ypnowuomoudnxe yio
NV LAoTonaN TV Slpdpwv GUUTERLPORKOY Tou YapaxThea. Ilapoucidleton Peudoxwdixas we
onueio avapopds Yo T XeNoOTNTA ToU LOTBOU ot HETA YE TNV YAWooo Tpoypeaupationod CH#
Oar parvel 1 0pb7 xerion Tou potifou. H uehétn xatadfyel oto cuunépacua otL 1 opbn xerion
uotiBov oxediaong urnopel va Betiwoel onuoavtixd to modularity, tTnv enextaciudTnTo XO0U TN
CUVTNENOWOTNT EVOSC TALYLOLOU, oxOpa Xal ot uxeng x\ipaxag €pya.

A€Zeig-xhedid: Unity, potifo oyedioaong, avixelevooTeapnc TeoypuUUaTioNos, avamTuén
TOUYVIBLODV

1 Ewoayoyviq

Tao avtixeiuevooteay| Lotifo oxediaong amoTeNoly avaXUXAOGLUES AUCELS YLot cUVTOT TEOPBNY-
HOLTOL TTIOU TTEOXVUTTOUY XaTd TNV avdmtuln AoyopxoL. Katatdooovto oe tpeig Paoixée xatnyoples:
ta Creational Patterns, to Structural Patterns xou to Behavioral Patterns. O ev Noyo Sioywet-
oUog elvor WBLalTEPA GMUAVTIXGS YLOL TNV 0LYAVWOT| XU TNV AVATTUET EQUPUOY DY, XL EWBIXOTERA VLol
TNV AVATTUEN NAEXTEOVIXWY ALY VLOLWV.

H pnyav) avdmtugng mowywididv Unity, oe cuvbuoaoud ye 1 yhwooa meoypaupoatiopold C#,
TEOCQEREL EVaL LoYXUEO ol EVENXTO TEPLBAANOV yia TNV LXoToinoT tétolwy potifov. Emniéov, 7
drabeodTnTo ETowY Topwy (assets, tutorials) evioylel tepantépw T avamTUEN TALYVIBLOY, oXOUN
Xl OO UXEES OUADES Y| UELOVOUEVOUS TTROYPOUUATIO TES.

Ytoyoc g mapoloag epyaciag elvan 1 avddeln TS YENOWOTNTIC TWV OVTLXELIEVOO TRAUPWY
notifwv oxedlaone, péoo amd wlor UENETN TERIMTWONG EVOC UXENS XAUOXOEC TOLYVIOIOU TOU avaL-
ntoyOnxe otn unyavy Unity. Ihio cuyxexpyéva, e€etdleton e 1 e@apuoyh tou potifou State
(Behavioral) ennpéace ) Sour|, TNV 0pyYaveOoT XL Th AELTOURYIXGTNTO TOU €p7Y0U.

2 Aowm tou Project

To épyo etvon €va uixpnc x\poxos nhextpovixd mouyvidl shooter tpitou npocwnou, ato onolo o
TalxTng yelplleton Evoy yopoxTripa Tou UTopel Vo TupoBoXel, va xiveltow GTOV Y OEOo, Vo ETavapopTilel
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T0 61\O0 Tou xou va otoyelel. H Boaown por) mauyvido) emitpénetl atov malxtn va Pudoet Tic SLdpopeg
XATAC TACELS TOU XopoxThpd, xabwg xou vo cuVOeDel ue dNNoug malxteg Yéon BladixTiou, Ue N
Boreix tng unneesiac Unity Relay.

Kotd v avantuin, 860nxe éugpaon otn ¥eron avIXEWEVOo Teapwy Hotifov oxediaong, ue
0TOX0 Wt xabapy| xaL EMEXTACLUYN AEYITEXTOVIXT. Luyxexpuléva, To State Pattern egopudotnxe
yia T Barxelpton Tov Paondy CUUTERLPORKOY TOL YapaxTheo UE 3 dlaupopeTixd State Machines yia
TIC XWVAOELC TOU XAEUXTARA, TIC EVERYELEC TOU ol TLC AELTOLRY(EC TOU OTAOL.

3 E¢@apuoyn Tou State Pattern

3.1 Tevuxn Ilepuypap

To State Pattern eivou éva potifo ouunepipopdc (Behavioral Pattern) to onolo emitpéner oe
€var OVTIXEIUEVO VO AANGCEL CUUTEQLPORE OVENOYOL UE TNV E0MTEELXY) TOU xotdoTaon. Efvor 1duod-
TEPA YPNOWO OF TMEPLMTWOELS OTOL €VOL AVTIXEUEVO TEQVIEL OMO TOANEC QAOELS, XoBDC EMTEETEL
T Suelplon Twv petafdocwy autdv pe xabupd xou ENEXTACUIO TEOTO, XWEIC VoL XATAUPEYYOUUE OE
TeplmAoxo Umhox eEXéYy oL (6Twe ToANamA& 1f A switch).

3.2 YXoroinomn Peudoxwdixa e Aladixac Tix Aoyixy

Av ypnowonololooue PeudoxmBIXA VLol VoL OVATOEAG THOOUUE TG XWVACELS TOU YUEUXTHEI, TO
arotéhecyo Oo éuolale ye tov Peudoxmdixa mou axoXoubel.

while game is running:
input = getPlayerInput ()
switch state:
case IDLE:
playIdleAnimation ()
if input > 0O:
if input < runThreshold:
state = WALKING
else:
state = RUNNING

case WALKING:

playWalkAnimation ()
currentSpeed = walkSpeed
if input == 0:

state = IDLE
elif input >= runThreshold:
state = RUNNING

case RUNNING:

playRunAnimation ()
currentSpeed = runSpeed
if input == 0:

state = IDLE
elif input < runThreshold:
state = WALKING

moveCharacter (currentSpeed)

Listing 1: Game Loop pe State Machine oe Siadxactind Peudoxddixa

To mpoPAnua ye authv TNV Tpocéyyion elvon OTL, yiot N BLaPORETIXEC CUUTERLPORES, ATOUTOUVTAL
N switch cases, xo evtog xdbe nepintwong éog xow N —1 if statements yio TNy evolhoryy
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xatoo tdoewy. Autd odnyel oe évay Wiaitepa mepimAoxo xat BUGXONA GUVTNENOILO XX, XoUBOS
xdBe VEo cuumERLPOEd amouTel TPOTOTOMOT ONWY TV UTAEYOVIWY Ccases UE TI avTioTolxe cuVOY-
xe¢ petdBaone. H mpocbrixn véag hoyinhc yiveton xpovoPopa xou cuvABwS xataXfiyel o carpaTa,
EVE 1N VY VOOUOTNTA XAl 1) ENEXTACWOTNTA TOU xddxar untofabuilovton onuovtixd.

3.3 Avtuxewpevooteepng Ilpocéyyion ne State Pattern

I voe amogiyouue o TpofNAuata mou npoxahel 1 dadixaotixr (procedural) npocéyyiom,
EMAEYOUUE Uid AVTIXEWEVOC TEAPT| UAOTIOINGT XENOULOTIOLOVTIS TN YADCOA Teoyeouuatiopol CH#,
1 onolo unootneiletar and tn unyovh Unity, epopudlovtag to potifo oyedlaong State.

public abstract class MovementBaseState ({
public abstract void EnterState (MovementStateManager movement) ;
public abstract void UpdateState (MovementStateManager movement) ;

public class MovementStateManager {
public MovementBaseState currentState;
public MovementBaseState idle, walking, running;

public void Update () {
GetInput () ;
currentState.UpdateState (this);

public void SwitchState (MovementBaseState newState) {
currentState = newState;
currentState.EnterState (this);

public class WalkingState : MovementBaseState {
public override void EnterState (MovementStateManager movement) {
// Do Something

public override void UpdateState (MovementStateManager movement) {
if (Input.GetKey (KeyCode.LeftShift)) {
ExitState (movement, movement.running);
} else if (movement.direction.magnitude < 0.1f) {
ExitState (movement, movement.idle);

private void ExitState (MovementStateManager movement, MovementBaseState
next) {
movement.SwitchState (next) ;

Listing 2: Anhonowmuévn uhomoinor State Pattern octo Unity

Mo vo propéoel va Nettoupyfoel To potifo, amouteiton plo diemoapn A pio apnenuévn x\dom
mou va opllet BVo Baowxéc pyeboddoug: EnterState () xou UpdateState (). X1n ouvéyela, €vog
drayetplo e xatdotaone (State Manager) tepthoBéver avapopéc o€ OXeC Tic ThaVES CUUTERLPOPES
(xataotdoelc) xou uNonotel TN wéhodo SwitchState () MOTE Vo EMUTPETEL TNV EVOANAYT| UETOED
AUTOV.
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Kdbe empépouc ouunepLpopd xAnpovoyel and v agpnenuévn xhdomn (1 vhomotel tn Siemopr|) o
op(lel 0 duxr) TNg Aoy o Tic uebodoug EnterState () xou UpdateState (). Hoapdhinha,
vhoroteitar xou pla uébodog ExitState (), n onola d€xeTton ¢ TUQIUETEO TOV OLUYELRLOTH oL
xanel uéow autol TN SwitchState () yio TNV aANayr) TNS XATAG TOONG.

Me autév tov T1pdT0, UNoToLElTa Evar cagéc xou emexTdoylo State Pattern, to onolo pag amok-
Ndooel and €vay X AoTixo xou 8OOXONA CUVTNETOWO WO YeudTo 1 f xou switch statements.
‘Etot, xdbe véo oupneplpopd unopel vo tpootedel aveldptnta, xwelc vor odhowbel 1 undpyouca Xo-
Y.

4 Emnidpaocm otnv Avdntudn

Ta heovexthpato Tov LotiBwv oxedlaonc oty avdntuln mouyvididv elvon apxetd. Kotd x0plo
Noyo, auufdiiouy ctn Slathenor xohopod xo 0pYAVOUEVOL XWBXA, SLEUXONDVOVTAS T1 GUVERY -
ola péoa oe plo opdda avdmtuéne. H ulomoinon yivetow mo Eexdbopn, emtpénoviac tnv €0XONN
EVOWUATWOT] VEOV AELTOURYL®Y 1} TPOTOTOMNGCT UTHEXWY, XWElC Vo XATAUPEEEL 1) apytTEXTOVIXY|. Emi-
TNEOV, ETUTAXOVETAL ONUAVTLXE O XeOVOC avdnTuing, xabde N thenon TV TEoTLTLY TeV KoTPwv
HELWVEL TIC TOAVOTNTEG CUYXPOVUCE®MY GTOV XWOXAL.

Or Baoixég duoxoieg evtonioTnxay oty apyix? 0pYaveoT TN BOURE TOU €pY0U, OTNV ETLNOYY
TWV XATINANAWY LOT{PwV (OO TE Var UTEEYEL NELTOURYIXOTNTO X0l GUVOYT| CTNV OEYLTEXTOVIXT], XaBg
xou 6Ty expdbnor touc. H cwoth epopuoyr toug amoutel HENETN xou xaTavONGoT TNS PLAOCOPiag
mlow and xdbe potifo, Twv TEOTWY LNOTOINCNE X TNG ENIBEACTIC TOUG GE ONOXATIPO TO QYACUA TNG
TEXVONOYLOC NOYIOUIXOU.

5 Xvunepdopata xow MeXlovtixr) Enéxtaon

ITogd Tic Suoxoiieg mou mpoéxudoy xatd TNV LNOToIMGT, 0 xWdag TAéov eivar modular, eme-
XTAOWOG xot €0XONA GUVTNENOWOS. AuTd oNualvel TOG €VOC TEOYRUUUATIOTHS UTOREL EUXONA VOl
mpocbéael véeg hettoupyieg oTov yapaxthpa, Onwe To vor oxUPel B vor adNdlel omha. Emniéoy, 7
QPYLTEXTOVIXT| TOU YOOI ETLTEETEL TNV EVOOUITWOT X0 CIANNWY OYEOLAC TIXWY HOTBwY, xabng xdbe
TUAMA TNS NOYLXAC EVOL TINEOY OVEEBRTNTO XAl XONGL 0P AVOUEVO.
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Abstract

This thesis introduces a novel approach for building adaptive user interfaces (Uls) through a multi-layer
graph model that unifies structure, behavior, aesthetics, context, and privacy into a single, dynamic
representation. Traditional and early adaptive Uls often struggle with rigidity, unpredictability, or pri-
vacy concerns. In contrast, this graph-based model continuously updates with user actions and environ-
mental changes, enabling real-time personalization while preserving user control and trust. A dedicated
privacy layer ensures that all adaptations respect user-defined constraints and data protection standards.
The model supports integration with machine learning techniques like reinforcement learning and graph
neural networks to intelligently optimize the interface over time. By combining user-centric design with
a privacy-first architecture, this research offers a scalable and principled foundation for next-generation
adaptive Uls - interfaces that learn, adapt, and remain ethically aligned with user expectations.

Keywords: Adaptive User Interfaces(AUI), Multi-layer Graph Model, Graph-Based Ul Modeling,
Personalized Interfaces, Human-Computer Interaction (HCI), User Behavior Modeling

1 Introduction

Traditional user interfaces (Uls) are often static, following a one-size-fits-all design that fails to ac-
commodate diverse user needs. In domains like smart TVs, for example, Uls remain fixed and be-
come increasingly cluttered as new features are added, leading to limited learnability, reduced usabil-
ity, and greater cognitive overload for users. Without adaptation, all users receive the same imper-
sonal experience, which can frustrate individuals with unique preferences or requirements. On the
other hand, simply adding more features or settings for personalization can overwhelm users and does
not truly tailor the interaction to each person. There is a clear need for interfaces that can adjust them-
selves dynamically to each user’s habits and context, in order to improve usability and user experi-
ence.

Past attempts at adaptive Uls demonstrate both the promise and pitfalls of personalization. When
done right, adapting an interface to a user’s behavior can reduce visual search time and cognitive ef-
fort, leading to faster and more satisfying interactions. For instance, the classic adaptive Start menu in
Windows XP would bubble up frequently used programs for easier access, illustrating how interfaces
can become more efficient by learning from the user. However, many early adaptive interfaces suf-
fered usability issues — an oft-cited example is menus that automatically reorder their items based on
usage. In theory this adaptation should save time, but in practice it often slowed users down and re-
duced satisfaction due to the constantly changing layout. Users lost the sense of predictability and
control: when the system’s adjustments were unexpected, it added mental load rather than reducing it.
These mixed results highlight a key challenge: traditional Uls are too rigid, yet naive adaptive Uls
can be unpredictable. This research was motivated by the need to overcome these shortcomings — to
design interfaces that adapt smoothly and intelligently, without hurting user comprehension or control.
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Another critical motivation is the growing concern for user privacy in personalization. Conventional
personalized systems (e.g. recommendation engines or adaptive websites) often rely on extensive user
data collection and cloud-based processing, which can intrude on privacy and raise trust issues. Users
today are wary of interfaces that “learn” about them if it means sensitive data might be misused or ex-
posed. Indeed, studies show that usability and user trust are closely tied to privacy — interfaces that
personalize without transparent privacy safeguards risk alienating users. Traditional adaptive systems
typically did not put privacy first; they assumed data could be gathered freely to drive personalization.
In the modern context of strict privacy regulations and savvy users, this is a major shortcoming. Per-
sonalization must be balanced with privacy. This thesis is motivated by the question: Can we
achieve rich, continuous Ul personalization in a way that keeps the user’s data safe and under their
control? Recent industry trends reinforce this need — for example, mobile platforms are exploring on-
device personalization where a personal knowledge graph stays on the phone to provide context-
aware services without sending raw data to the cloud. Such “privacy-first” approaches point to the fu-
ture of adaptive interfaces, inspiring this research to make user modeling and adaptation a local,
user-controlled capability.

These factors drove the inception of this research into continuously adaptive user interfaces that are
both highly user-centered and privacy-preserving.

2 Problem Description

Research Problem: How can we create user interfaces that continuously adapt to individual users —
reflecting their preferences, behavior patterns, and context — while fundamentally safeguarding user
privacy and agency? In other words, the thesis tackles the lack of a cohesive approach that integrates
all key personalization factors (Ul structure, user behavior, aesthetics, context) under a privacy-first
paradigm. Traditional personalization techniques tend to address pieces of this puzzle in isolation: for
example, a system might adapt content based on behavior, or allow users to manually choose themes,
or adjust to device context, but there has not been a unifying model to handle structural, behavioral,
visual, contextual, and privacy aspects together in real-time. This fragmentation means current sys-
tems either adapt in a limited way or not at all, and they often require external data or ad-hoc logic
that can violate privacy. The core problem can be summarized as a gap in modeling and engineer-
ing adaptive Uls — developers lack a general, principled way to represent all the necessary
knowledge about the user and environment to drive adaptation. As a result, building a truly adaptive
Ul is complex and knowledge-intensive, requiring developers to capture diverse user characteristics
and usage contexts without clear guidance. The thesis identifies this as a barrier: without a proper
framework, it’s difficult to constantly adjust the interface to the user in a consistent, maintainable, and
privacy-conscious manner. By solving this, the work lays groundwork for a new class of interactive
systems that intelligently tailor themselves to each user, addressing the longstanding shortcomings
of both static and naive adaptive interfaces.

3 Recommended Solution

The thesis introduces a multi-layer graph-based modeling approach as a solution to this problem.
The idea is to represent the Ul and all relevant user-related information as a graph with multiple inter-
connected layers, each layer capturing a specific facet (structure, behavior, aesthetics, privacy, con-
text). By using a graph, the approach can naturally encode relationships and constraints between these
facets. This unified model serves as a knowledge base that the Ul can consult and update continu-
ously. In effect, the interface “understands” itself and its user through this graph: it knows how the
interface is built, how the user is interacting with it, what the user likes visually, what privacy rules
apply, and what context it’s being used in. Having all this in one representation solves the integration
problem — rather than separate subsystems for preferences or context, everything is woven into a sin-
gle graph structure.
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Crucially, this multi-layer graph model enables continuous adaptation. Because the state of the graph
can be updated in real-time (for example, logging a new user action in the behavioral layer, or a con-
text change in the context layer), the system can respond immediately by re-computing an optimal Ul
configuration. This overcomes the static nature of traditional Uls by ensuring the interface is always
in sync with the user’s current needs and situation. Moreover, embedding privacy as a dedicated layer
means that privacy-first design is baked into the solution: any adaptive decision must comply with
the privacy constraints represented in the graph. Thus, the system can personalize layout or content
without ever violating the user’s privacy preferences, because those preferences are part of the
model itself. This approach addresses the core research problem by providing a mechanism to achieve
rich personalization (leveraging user preferences and behavior patterns) in a controlled, interpreta-
ble, and privacy-aware way.

This technique is the primary methodological contribution, as it provides a novel way to represent and
reason about the Ul and user in tandem. The model consists of several interconnected layers, each
encoding a different dimension of the adaptation problem, unified in a graph structure. The layers in-
troduced include:

3.1 Structural Layer

Represents the UI’s structure — the screens, interface elements, their layout, and navigation hierarchy.
This layer is essentially a graph of Ul components and their relationships (e.g. container relationships,
workflows). It captures what can change in the interface (for instance, which panels can be
shown/hidden or how content sections link together). By modeling the Ul structure in graph form, we
can apply graph algorithms or transformations to rearrange or modify the Ul layout systematically
when adaptation is needed (similar to a Ul model at runtime).

3.2 Behavioral Layer

Logs and models the user’s interaction patterns and behavioral history. Nodes in this layer might rep-
resent user actions (clicks, navigation events) or usage frequency of features, and edges might denote
temporal sequences or causal links between actions. Over time, this forms a behavior graph that
learns what the user tends to do, which features they use often, where they encounter difficulties, etc.
This layer provides the dynamic signals for personalization — for example, identifying that a particular
tool is rarely used and could be de-emphasized, or that the user consistently navigates through a cer-
tain sequence, which could be streamlined. The behavioral layer essentially encodes the usage pat-
terns that inform how the Ul should adapt to better suit the user.

3.3 Aesthetic Layer

Encodes the user’s aesthetic preferences and Ul presentation options. This includes visual theming,
color schemes, font sizes, or layout densities that the user prefers (or that improve their experience).
The aesthetic layer can be seen as a graph of style parameters or Ul skins. By modeling aesthetics, the
system can adapt not just the content and structure, but also the look-and-feel in response to user taste
or needs (for example, switching to a high-contrast theme for a user who consistently chooses simpler
visuals). Including aesthetics acknowledges that personalization isn’t only about what features are
shown but also how they are presented, as visual appeal and comfort can greatly affect usability.

3.4 Privacy Layer

Incorporates privacy constraints and user consent preferences as first-class elements of the model.
This layer might contain nodes representing sensitive data elements or Ul components that handle
personal information, with annotations about who can see what or what data is allowed to be used for
adaptation. By formalizing privacy rules in the graph, any adaptation logic can be constrained by
these rules — e.g., the Ul will not surface certain recommendations or will mask certain information if
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the privacy layer indicates the user has not permitted that use. This implements a Privacy—First de-
sign: adaptation must always consult this layer, thereby preserving user agency and trust. Technically,
it could implement ideas from privacy-aware HCI like role-based views or content hiding when a co-
located person is detected. The privacy layer ensures the system adheres to Privacy by Design princi-
ples, aligning with ethical Al guidelines while personalizing the experience.

3.5 Context Layer

Captures contextual information about the user’s environment and device. Contextual factors include
device type (phone, tablet, desktop), screen size, location, time of day, ambient conditions, or even the
presence of other users (in shared device scenarios). This layer is essentially a context model (often
represented as an ontology or graph in ubiquitous computing). By including context, the adaptation can
be situationally aware — e.g., simplifying the Ul on a small screen, or enabling voice interaction when
the user is driving, or using a dark mode at night. The context layer works in tandem with the structural
and behavioral layers to ensure the Ul remains usable and plastic across different situations.

Each layer on its own addresses one aspect of adaptation, but the real power is in their integration.
These layers are not isolated; they are nodes and subgraphs within one overarching graph, with cross-
links between layers. For example, a node in the Structural Layer (say, a “Recommended Items” panel)
might be linked to nodes in the Behavioral Layer (indicating how often the user interacts with recom-
mendations), to nodes in the Aesthetic Layer (indicating the visual style of that panel), to the Privacy
Layer (indicating that recommendations use the user’s browsing history, which the user has allowed in
private mode only), and to the Context Layer (perhaps the panel is only shown in certain contexts, like
on a large screen or when at home). This multi-layer graph forms a knowledge graph of the user
interface that the system can query and update. It acts as an internal model aligning the interface’s
configuration with the user’s profile and environment. Notably, modeling the UI and user in this de-
clarative, graph-based way brings advantages of modularity and reasoning: adaptation rules or machine
learning algorithms can operate on the graph to decide how to change the interface, rather than using
hard-coded imperative logic.

4 Conclusions

The methodological advance in this thesis is a unified, graph-based modeling approach to Ul adap-
tation, which brings multiple streams of research together: graph theory for knowledge representation,
user modeling for personalization, model-driven Ul engineering for separation of concerns, and pri-
vacy-preserving system design. This approach enables real-time, context-sensitive, user-specific ad-
aptations that are interpretable and controllable. It lays a foundation for building adaptive interfaces in
a more systematic way, moving beyond ad-hoc personalization toward a principled framework sup-
ported by both theoretical models and Al algorithms. By demonstrating this multi-layer graph model,
the thesis contributes a powerful tool for HCI researchers and developers to create the next generation
of smart user interfaces.

In conclusion, the PhD research on graph-based continuously adaptive Uls lays a foundation for a future
where human-computer interaction is far more personalized, fluid, and respectful of user autonomy than
it is today. The motivation and solutions presented address pressing needs in usability and privacy, and
the continuing work will push these ideas into practical reality. In the long run, this line of research can
lead to smart adaptive systems that enhance productivity and user satisfaction across all domains of
life, establish new standards for ethical Al in personalization, and open up vast industry applications
from personal gadgets to enterprise software. By integrating user preferences, behaviors, and privacy
from the start, we ensure that this future of adaptive interfaces is not only intelligent but also human-
centered. The journey is just beginning, but the potential impact is enormous: a world where our inter-
faces truly understand us, and we no longer have to bend to technology — instead, our technology bends
to us, in a safe and principled way.
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Iepidnyn

H mopovca epyacio emkevipdveTor otny 0E0TOINGCT TG VITOAOYIGTIKNG OPACTS Yo TNV KVITIKN
a&lohdynon nikiopévev pécm g dokipaciog Sit-to-Stand (STS), piag svpémg xpnoiomolodUeVNg
uebddoL Yo TV ekTiunom TG AEtTovpyIkng aveEapTnoiag Kat TNV TPOPAEYT TOL KIVODVOL TTOGEWDV.
O Baowkdg 61o)0g givar 1 oxedloon Kot VAOTOINGT UG CUTOROTOTOUUEVIS EPAPUOYNS YOUNAOD
KOGTOVG, M omola Vo KoTaypdeel, avaidel kot agloloyel v emidoon T®V NMKIOUEVOV KOTA TNV
extéheon g dokpaciog STS. H epappoyn alonotel to epyareio MediaPipe ywo tnv aviyvevon tov
OKEAETOD GE TPUYUOATIKO YPOVO, EMITPEMOVING TOV VTOAOYIGUO EMOVOAYE®DV Kol TNV okpipn
ypovopéTpnon g ektéreons. Emmiéov, mepihapfavel duvatodtteg amobdnKevons Tov dedopévey mov
cvAAéyovTan katd tnv a&ordynon. H a&loddynon tov cuotipatog mpaypatonotdnke oe cuvOnkeg
TPOYUATIKNG YPNONG, amodelkviovtag vynAn oakpifelo, a&lomioTin Kol ETOUVOAYILOTNTO OTIG
petpnoets. Ta amotedéopata delyvouy 0TL 1] €v Ay AVoT pmopet va xpnoiponom el amoteAespaticd
0€ OMOUOKPLGUEVA 1] Ay POTIKE TEPPEALOVT, OOV Ol NAKIOUEVOL EXOVV TTEPLOPIGUEVT TTPOGPaoT GE
dopég puoikobepameiog kot wTpikng epovtidag. H cupfoin g épevvag éykettal otny gvioyvon g
SUVaATOTNTAG ATOUOKPVOUEVIC TOPAKOAOVONGNG TNE VYEinG, 0T UeimoN TOL KIVOUVOL TTOGEMV Kol
o1 dwTnpnon s avtovouiog Tov nukiwpéveov. H epyasio avti vrootnpilel  petdfacn mpog éva
GUGTILLO VYELOVOUIKNG @POVTIONG LUE EUPACT] GTNV TPOANIYN KoL TNV TEYVOLOYIKT KOIVOTOMIA.

AgEeig kKhedrd : Yrnoloyiotikny Opaon, Sit-to-Stand, Kwntiky A&woidynon, MediaPipe.

1 Ewoayoyn

H ynpavon tov minBucpod amoteAel por omd TIG ONUOVIIKOTEPEG KOWVWOVIKEG KOl VYELOVOMLIKEG
TPOKANGELC TNG EMOYNG UG Me v avénon tov TpocdoKipov (oNe Kot T LEIDOT TV YEVVHCE®Y, O
apOpdc Tov NMKIOpEVOVY avédvetat paydaio, OSTUIOVPYDOVTOC TIEGTIKEG AVAYKES Y10, OITOTEAECLLOTIKEG
Aboelg otov Topén NG vyesiog kot g epovrtidoc. Evac amd tovg Pacikdtepovg oTtOXOLS Yo TN
dtuopaiion ¢ TotdTNToG (NG TOV NAKIOUEV®Y Elval 1) S1THPNOT TNG KIVNTIKNAG TOLS aveaptnoiog
KO 1) TPOANYT TTOGEWDYV, 01 OTOIEG AMOTEAOVV Lidt OO TIG O GLYVES AUTIEG TPOVUATIGULMY GE QUTY TNV
nAoky opdda [1].

H a&oloynon g puoikng KoTdoTaonG TV NAKIOUEVOV YIVETOL GUYVA LECH KAVIKOV SOKILOGIDV,
pe v STS va Egyopilel og pia amd tic wo Sadedopéveg kot agomorteg [2]. [Hopdra avtd, ot
Topadoctakég uEbodot extéheonc Kot a&loldynong g STS amattovy Tn QLGTKN TOPOVGia E101KOD Kot
oLyva €101KO eEomhiond, kTl Tov mEPLOPIlel TV gvupeia. ePapUOYN TG, EWOIKE GE OMOUUKPVGUEVES
TEPLOYEG N Y10 ATOLLOL LE TTEPLOPICUEVT] KIVITIKOTNTOL

H teyvoloyikny mpdodog o6Tov TOUEN TNG LTOAOYIOTIKNG OPUCNC KOL TNG TEXVNTNG VONUOGVUVNG
TPOCPEPEL VEEC OLVATOTNTEG Y10 TNV CLTOUATOTOMUEVT] KOl OITOUOKPVUGHEVT] TTopakoAovOnom Tng
Kvntikng anddoong. H ypnon epyodeiov o6mwg to MediaPipe kobiotd dvvoty v oxpipn
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TapakoAovONn o T avBpodTIVNG Kivnong péow kapepag [3], xwpic v avdykn emimAéov acOntipov
N enaeng pe tov xpnotn. H mopovca epyacio otoyxevel oty a&lomoinon avtdv tov SuvatoTiTOy, LE
TNV OVATTTLEN OGS PIATKNG TPOG TOV XPNOTN EPAPLOYNG Y TV ovéAvon ng STS.

2 Xtoyot kol Kivnpa g 'Epevvag

[opd v kabiepopévn ypron g doxpaciog STS oty a&oAdynon e KivnTikdTTaS, 1 EQAPLOYN
mg otV Kabnuepwn mpdén mapopével mepopiopévn Aoym g e€dptmong amd v mapovcio
e€eldkevéveVv ETOYYEALOTIOV Kol TNG avAaykng ywo. cvuykekppuévo egomiiopd [2]. H avemndpkewa
SL0BECIUOV EPYOAEI®V TTOV VO TPOGPEPOVY OTOUATOTOINUEVT, OIKOVOUIKA TPOCITH KOl E0KOAN GTN
xpion a&oroynon onuovpysi coPapd eumoddie otnv evpeia epappoyn g STS, dwitepo ot
OTTOUOKPVOUEVEC TTEPLOYEG 1 O TEPPAALOVTO KOTOIKIOG NAKIOUEV®V.

H mpoxinon, emopévac, eotidaletor oty avaykn yo avartoén pag ADoTNG oL Vo EMLTPEREL TNV
OVTIKEWEVIKTY KOl 0EW0mMoTN a&oAdyNon TG KwnTikoTnTog Xopis avlpdmvn mopéufacn kot pe
eldLoteg TeXVIKEG amaltioels. Mésa og anuTd To TAAIG10, 1] TAPOVGA EPYAGIN GTOYXEVEL GTNV AVATTLEN
Qg €Qoproyng Paciopévng otny TexvoAoyio. VTOAOYISTIKNG OpAoNS, LE XPNON TNG TAUTQOPLOG
MediaPipe [3], yio tqv avdAivon g STS doxpaciog. H epappoyn €xetl oyediootel dote va avayvopilet
KOl VO, KATAYPAPEL GE TPOUYUATIKO YPpOVO TIG KIVAGEI TOL ¥pNoth, vroAoyiloviag pe axpifeia tov
aplOpUd TOV ETOVOANYEDY Kol Tr SLAPKELN EKTEAEONC.

O k0Op10g oKOTOG gival 1 dNpovPYio EVOC EPYRAEIOD TOV VO TPOAYEL TNV AVTOVOUIN TOL NAIKIOUEVOD
KO VO ETITPETEL TV OTOUOKPVOUEVT TOPOKOAOVON oM amd emaryyeipatieg vyeiag, cuuPdilovtag €161
oTN LEI®ON TOV TTOGEMV KAl GTNV TPOANYT AEITOVPYIKNG emdeivmons. H mpocéyyion avtr| épyetal va
KaAOWEL Eva KpIoo KevO oTnv Kivntikn agloldynon kot vo, vrootnpifel Piootpeg AVGELS @povTidog
Tpitng nMkiag.

H doxyocio STS omoterel évo and ta mo amhd kol VPEMS TEKUNPIOUEVO TECT AEITOVPYIKNG
a&loldynong tov NAKIOPEVeY, Kabhg avtikatontpilel Pacikég kabnUepIVEG KIVITIKEC OTOLTGELS,
onmw¢ N petokivion and kabiot og 6pda Béom. To teoT, Kot £181kdOTEPQ 1 ekdoyr “30-second Chair
Stand Test”, Boociletoar otV ektéreon Tov UEYIGTOL SLVOTOD OPOUOY emavoAyemv (KAOouo-
avopbwon) péoa oe 30 devtepdienta, ywpig T ypNon TV xepidv. O apldudc T@V ETOVOANYEDY
amotelel deikTn SVUVAUNG, EVKIVNGING KOl 1G0PPOTIOG, VM £xel amodel el KAviKA XpNoog Yo TNV
TPOYVMOOT] TOV KIVOUVOL TTMGNG KOl TNG YEVIKNG AETOLPYIKNG Katdotaong [4].

Mo v aviikelpeviky epunveia Tov amoteAecUATOVY, £xovv TPOTadel TIES avaPopis ovE NALKIOKN
opdda Kot eOro. O mopoakdTm mivakog cuvoyilel Tic uotoAoyikés Pabuoloyieg mov avapévovrat,
ovpeova pe to Centers for Disease Control and Prevention (CDC):

HMkokm Oudoa | Avopeg Tovaikeg
(emavainyelg / (emavarnyelg /

30) 30”°)

60-64 14 12
65-69 12 11
70-74 12 10
75-79 10 10
80-84 10 9
85-89 8 8
90-94 7 4

Iivaxog 1. Méogg Padporoyies Tov STS yra kd0e nlkioxi) opado.
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AmoteléopoTo KAT® Omd TIC OVOUEVOUEVEC TILEG VTOONADVOLY LENUEVO KIVOLVO Yia AEITOVPYIKN
éxntoon kot pelopévn aveEaptnoio, evod 1 xounin anddoorn oto STS €xel eniong cvoyetiotel pe
xapmAn VO2 max kot yevikn advvapio avioync, wiaitepa oe TANOLoHOUS e ¥pOvie. VOGTILATO OTOG 1
XAII [5]. Tapd tv amkoTnTo TOL TEST, 1] KAWVIKT] TOL XPNOUOTNTA EIVOL OTLOVTIKT, KAODG TPOCOEPEL
€0KOAN, YPNYOPN KOl OCQOAT EVOEIEN TG QUOIKNG KOTAGTAONG, XOPIG TNV avaykn e&eldtkevpuévon
eEomhiopov M €181K00 TPOSMTIKOY [6].

3 Teyvum Ilpocéyyion ko Y Aomoinon

H npotewopevn Aon (Ewova 1) Baciletor oty vAomoinon Hog eQapuroyns, n omoio xpnoltorotel
TEYVOLOYIEC VIOAOYIGTIKNG Opaong Yy TV kotaypaen Kot aloddynon g doxwoaociog STS. H
vAomoinon a&lomotel v mAateoppa MediaPipe g Google [3], n onoia emitpénet v aviyvevon tov
Boactkav apbpdceny Tov avOpOTIVOL GOUNTOC HECH OMANG KAUEPOS, GE TPUAYUATIKO YPpOVOo, XOPIg
eEmtepkong aictntpec. Katd ) didpketo g dokuaciog, o ¥pnotng Kabetol 6€ o Kapékio Kot
KoAeitol vo, extelécel emavarapfovoueveg petofdacelg oe opbo Béom ko wAr mwicw. H xdapepa
KaTaypaeel T dadtkacio Kot 1 epaproyn avayvopilel v kivnon péowo g petafoing e 0éong
GUYKEKPIUEVOV apBpdGEDV, KUPIMS TV YOVATOV Kol TV oyiov. Me tn yprion alyopiBumv ypovikng
avéAvong, kataypdeeTal 1 dStdpkele Kabe exavainyng Kot bTOAOYILeTol TO GUVOAIKO GKOP KIVITIKNG
amodoong [1].

c Yroloiopog
Aviyvevon . i
TkeheTov TSI
OTACZOV
:w.‘ g

Avi Evnpé ‘W

vl)s_'vs‘l)cm vqpspm'm]

Metafuons MeztpnTov
-

Eioodog xdpspag Onnix) Avaropdsctocn

Ewoéva 1. Zyedraypoppo xpiong tov Sit-to-Stand

H epappoyn eivar oxedacpévn v vo Aettovpyel avtdvopa, yopic v ovaykn mopepfdcoeny ond
eedkevpévo mpooomikd. EmmAéov, mepirapfdvel duvatdtnta amobnkevong tov dedopévev ce
TOTIKO 1) OTOUOKPVCUEVO Server, EMTPEMOVTAG TNV EnaveEETAoN and 1Tpovs 1 puoikobepanevtéc. H
OlEmaPN XPNoTN £lvar OTAT KOt KOTOVONTH, TPOGOPLOGHEVT] OTIG OVAYKES NAIKIOUEVDV, EVED TOPEYETOL
Kol 0KOLOTIKN LTooTPIEN Yo odnyieg ypnong. H emrioyn g PifAiodnkng MediaPipe mpocpépel
YOUNAO VTOAOYIGTIKO KOGTOC, aKpifeld GTIC WETPNOELS Kol OSuVATOTNTO QPOPNTAG EQPUPUOYNC,
kaOotOvtag Tn Avon KaTt@AANAN vy xpnon evtog M ektog doudv vyeiag. H viomoinom
npoyuatoromOnke og mepifdriov Python pe vrootipién BipAodnkdv yo enelepyoscio Pivieo, evod 1
a&loldynon PacioTnke G€ TPOTVTOTOUNUEVO GEVAPLO YPNONG.

4  AmoteAéopoTo Kol ZOUTEPAG AT,

H spapuoyn a&oroyndnke oe mepidilov eleyyduevng ypnone, WE TN GULUUETOYN YPNOTAOV 7TOV
npocopoincay to TPoPiA nAkiouéveov atopmv (BA. Ewdve 2). Koatd ™ Sidpkelo Tov S0KIU®Y,
KOTOYpAQNKE DYNAN aKpifela oTNV 0ViYVEVOT) TOV KIVIGEMVY, KOOMG Kol GUVETELN GTOVG VITOAOYIGLOVG
TOV PlOLOD EMAVOAYEDV KOl TOV GUVOAIKOV ¥pOVOVL EKTEAECTG TG dokipaciog Sit-to-Stand. H yprion
NG VITOAOYIoTIKNG Opaong pécm MediaPipe amodeiyfnie amoTeEAeoLATIKY TOGO GE OPOVG OVAYVADPLOTC
KIVGE®V OGO KOl ard TAELPAS amOO00TG GE GLOKEVEG PLEGAIMV SUVATOTHTOV.
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Ta dedopéva amodnkedtnray pe emttuyio Kot exaveEetdotnioy yio vo alohoyndei n akpifela kol n
YPNOTIKOTNTA TNG EQUPLOYNS 0d Tpito ypnot. H diemapn xpiom kpibnke priikn Kot koTovonty|, evd
ol aKOLOTIKEG 0dMYleg ocuvéPaiav oty omoteAecUaTiK) KaBodyNoN TOV GUUUETEXOVTOV. Agv
arortnke 1 mopovcio emayyeApatioo vyeiag, yeyovoc mov emPBePaidvel T SLVATOTNTO CLTOVOUNG
xpnone. H ouvolikn amotipnon delyvel 611 n epopproyn pumopel vo ypnoiLonoindei 1060 6to TAMIG10
TPOANYNG OGO KOl GTY| SLOYPOVIKT] TOPOKOAOLONoN KivnTik®v emddcewmv. H duvatdtnta Kataypaenc
1GTOPIKOD OESOUEV®V, 1 ATAOTITO YPTONG KOl 1) SUVATOTNTO EVOOUATMOONG GE GUGTAUATA TNAETOTPIKNG
Ka016ToOV TNV TPOTEWVOUEVT] ADGT KOTAAANAN Yl OTOUOKPVGUEVES 1] OYPOTIKES TEPLOYES OOV Ol
VROdOUES eival TEPLOPICUEVEC.

B | Pose Derection - a X

Ewova 2. ITapaderypa ypriong Tov mpoypippatog

Soumepacpotikd, n epappoyn STS aflomolel TIc SLVOTOTNTES TG VITOAOYIGTIKAG OPOCNG Y0, TNV
OTOTELECUATIKT) VTOOTAPEN TS KwnTikng o&loAdynong tov nikiopéveov. H oélomotia, M
TPOGPAGILOTNTO KOl 1] TPOGOPUOCTIKOTNTA TNG AVONG €VIoYVOUV TNV aiol TG OTNV TPOANTTIKN
(POVTION VYELNG VTTOSEUKVDOVTOG TPOOTTIKEG EVPVTEPNG LIOBETNONG GE GUYYPOVEG SOUES VYELNG.
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Mepiinyn

H toyelo e€dmimon TV MAEKTPIKOV OYNUATOV OVOOEIKVOEL TV OovAyKn Yo okpipf Kot
EMKOLPOTOMUEVT] TANPOPOPTOT| GYETIKA UE TO onueia popTiong. Ztnv EAAGSa, o Nopog 4710/2020
0éomioe 10 Mntpmo Yrodoudmv kot Popéwv Ayopdc Hiektpokivnong (M.Y.®.A H.), vroypedvovtag
TOVG POPEIG VO SNUOGIEVOVY GTATIKA KOl SUVOUIKE dEGOUEVE Y10 TOVG GTAOUOVG POPTIONG GE TOKTA
ypovika dwuotriuata. H mapovoa epyacio mapovsidlet tnv avantoén piog web epappoyne mov avtiet,
emekepydletol Kot ontikomolel To dedopéva mov AapPavel ard o Mntpoo Ymodopmv kot Popéwmv
Avyopdc Hiextpokivnong (M.Y.®.A H.) kd0e 15 Aentd o 610dpacTikd YApTn, YPTCULOTOIDVIOG
oUYYPOVEG SAOTKTLOKES TEYVOLOYiec OTmg Python, Leaflet.js kar OpenStreetMap.

AéEarg khewona: Hlextpukd Oynpato, Xtabuol poptiong, Xaptng Aneikdviong Aedopévay.

1 Ewayoyn

H evpeio e&anioon Tov niektpikodv oynuatov (H/O) avadeikviel, iomg mo epupatikd omd Kabe GAAN
TEYVOLOYIO LETAPOPDOV T CTILOGI0 TG AUECTG, AKPPOVG KoL YOPIKA KATOVEUUEVNS TAPOPOPIaG Yia
Ta onueia poptiong. Iaykocieg, KowoTika nrycieg TAateOpues 6Tmg 1 PlugShare [6] amodeikvdouvv
OTL T YOPTOYPAPT|ON TNG VITOSOUNG GE TPOAYUOTIKO YPOVO GUVIGTA KPIGUO TOpAyoVTa EUTIGTOCHVNG Yo
TOV 00MY0. 26TOG0 TO EMINESO AEMTOUEPELNG KOL 1] TOTIKT] EYKLPOTNTA TOIKIALOLY GE gBviKT KAipoKa.

Ymnv EAAGda, n opydvaoon kot vrootpién g niextpoxivinong pe Becpikd epyoieio Oepehimdnie pe
tov N. 4710/2020 [1], o omoiog giofyaye to Mntpoo Yrodopmv koar Gopéwv Ayopdg Hiektpokivnong
(M.Y.®.A.H.) ko1 KOTESTNGE VIOYPEDMTIKN TNV NUEPTOLL SNUOGIELCT KGTATIKMV» KOl TI OEKAAETTN
onupocigvon «duvoputk®vy cuvodlmv dedopévav OCPI, yio 6lo ta dnuodoia mpooPdaciuo onueio

poptiong [2] [3].

[Mopd v TIAndmpa TV dedopévov, ol dopopPETIKOL puOUOL AVAVED®GNC, 1| OTOVGIO TEPTYPUPIKDV
eSOV 0TO QLVOUIKO GUVOAO KOl O LEYAAOC OYKOG EYYPAPOV KAOIGTOOV avayKaio Tr GUYYOVEVCT| Kol
Beltictomoinon oe eminedo epappoyns. O KOwdG TOPOVOUUGTAS EIVOL TO OVAYVOPICTIKA OT®OG O
HOVOOIKOC KOKOG Tavtomoinong otabuov @optiong (location id) kot o povadikdg KmOKOS
Tavtonoinong onueiov (evse id), coupwva pe 1o dpbpo 4 [1],70 omoio TPOGEEPEL TLIOTOUEVN
dwovvoesootnra  petasd  Iapdoyov Yanpeoiov Kuwnmtuwomntog (eMSP) kor  Awyeipiotov
Inueiov (CPO).

H mopodoa epyacia mapovoialetl po web epappoyn mov ypnoiponotel o dedopéva tov M.Y. 0. A H.
[2] [3], Ta eme&epydleTon Kot T OTTIKOTOLEL GE Evav SLOdPACTIKO XAPTT.
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2 Xyedlaomn CLGTNUOTOC

2.1 AMqyn Aegdopévav Xtabuanv doptiong

H m\npopopio avtieiton péow tov dnpocing dabéoyumv dedopévov M.Y.@.AH. [2] [3], To omola
evnuepmvovtor kb 10 Aemtd. [Ipoxerton yio dvo apyeia. To Eva mepiéyel otatik) TAnpoeopio (T.y.
devBvvor, TOAN, ToLOPOLUKOG KMOKOG, K.AT.) Kol TO GAAO SUVOULKN TANpoPoOpia (TT.Y. TNV TPEYOLGO
KOTAGTOOT, TOL (QOPTIOTH, OV YPNOLWIOTOIEITOL, K.AM.). 2T OLVEYEL Ta dedopéva avtd Oa
emeEepydlovrtal Kat, av VTAPYOLV AAANYEG GE GoYECT Le To oM dwabéciua, Oa evnuepwdel o yaptng. Ta
apyeio avtd dev daypdeovtal, ALl PETOVOUALOVTOL £XOVTOG GOV OVOUOGIO TN HEPO Kol TNV OPO
KoODC KO TO 0V EUTEPIEYOVY SVVOIKT] 1] OTUTIKT TATpoQopia, avtictorya. O Adyog Tov To apyeia avtd
draTnpovvtal givol 1 6TATIOTIKY avdAlvon ov Ba wpayuatoroindel oe devtepo ¥povo. Ta artiuota
(requests) mov Oa TPAYHOTOTOLOVVTOL Y10, TO OEOOUEVA KOl KUPIMG Y10 TO SUVOULKG TAKETO, TTOV €LVl
KO QUTA TTOV EUTEPLEYOLVV TNV TANPOPOPIQ TPOYUATIKOD ¥POVOD Y10, TNV TPEYOVCO, KATAGTOOT| OTUEi®V
QopTioNg, Ba yivetor kdbe 15 Aemtd. Avtd 100dvvapel pe TAnpoeopia wov Ba AapPavetol 96 popég ava
NUéEPO, MSTE 01 GTABUOL POPTIOTG VO TEPLEYOVV TAVTO TNV TEAELTALN AVAVEDUEVT] TAT|POQOPIa.

2.2 Amotdmmon Asgdouévmv oe XApTn

H epappoyn, £xoviag olokAnpaooel TNy eneéepyacio TV dESOUEVOV Eival g BEGT VO AEIKOVIGEL TOVG
otafpovg optiong oe OAN v eAlnvikn emkpdteid. OAo to onueio Bo eppavifovrolr og évav
SdpaoTIKO ¥GPpTN, HE €KOViIdl Tov delyvouv T Béom toug kot avadvopevo mapdbopa mov Ba
TPOCPEPOLY PACIKEG TANPOPOPIEG OYETIKA LE TOVG OTOOHODS, OM®G OVOUO, OVOUOOTIKY 10)0¢
(QOPTIONG, TOTOC Kot aplOIdg pELLOTOS0TMV, KOOMG Kol TN Obeciuotnto onueiov. Xty enoduevn
@aon, Oa mpaypoatonomBel 1 TpocONKN EIATpwV, OTOS SLVOUIKT TPOPOAN CNUEI®Y POPTIONG KOTA
UfKog 0100 pounG.

3 Yhomoinon Epapuoync
3.1 Afyn ko EneEepyacia Aedouévav

Yav TpdTo Ppa oty gpapproyn opileton n Anyn kot enelepyasio tov dedopévov MY .@.AH. [2] [3].
INa v viomoinon g ARyng kot v enefepyociag, vAomomOnkav scripts oe yA®GGQ
Tpoypoupatiopov python pe yprion yvootodv Piplodnkov, omtmg 1 requests [7] yu ) Aqyn TV
dedopévav kot m shutil [8] ywo v amoovumieon twv apyeiov. H Pifiobnkn requests [7]
ypnowomomonke yuo va oteidel éva HTTP GET pnvopa aitnong otig kabBopiopéveg URL SievBovoeig
TOV VoVpYEiov YTodopmv kot Metapopmv yio v Afym tov Asdopévov MY.®.A H. [2] [3]. Edv n
My etvan emroyng, to aitnuo arovtatot pe pipvopa 200 OK tov HTTP kot yivetor n Aym tov apyeiov
oTNV aPYIKN TOL LOPPT. Xe Kabe dAAN mepinTmon eppavilel pnvopo amotuyiog pali pe Tov avtictolyo
koo, H B1flodnkn shutil [8] ypnoyomoteiton yio v amocvumicon tov apyeiov Tov Bpickovial og
Hopen zip og Evav TpokaBoptopévo pakelo, MoTe va eivarl dtaBéoipa yio mepaltépm encéepyacia.

H dwdikacio avt) kadeitor 600 Qopég, i Yol TO GTATIKO Kol io Y10 TO SUVOUIKO TAKETO OEG0UEVMV.
INo va emtevyBel po TANnpng Tpofoin otov xaptn yperdleTar Kot ta 600 apyeia (oToTikd & dvvapukd)
mov dwtifevtan og popen JSON (JavaScript Object Notation). To dvvapukod, wov mepiéyel {ovtavd
ded0UEVE OTIOG 1) TPEYOVGO, KOTAGTUOT EVOG POPTIOTH (). Stabécipo, oe POPTIOT, EKTOG AetTovpyiog,
o€ GyvmoTn KOTACTOON, UI AETOVPYIKOl, OEGUEVLUEVOL, QPOYUEVOL, K.AT.), KOL TO GTOTIKO, 7OV
TePLYPAPeL oTabepég TANpoPopieg OTMG 1 ToTodETIN, TOL GUVTIETAYUEVES, TANPNG d1evBVuVEeN TEXVIKA
YOPOKTNPLOTIKY, HEBODOG POPTIONG, OVOUOCTIKY 10Y1S QOPTIONG KOl GAAN HETOOESOUEVA TTOL OgV
aAAalovv ovuyva. To TpoPinua givar 6Tt T0 Suvapikd JSON apyeio dev mepriapfdvel onuavtikd tedio
(1.%., d1e00VVET, TOAT), TAYVIPOUIKOG KOJIKAS, TOTOG GLOKELNG POpTIoNG H/O K.AT.), Vi TO 0TOTIKO,
TOPOLO TTOL TEPIEXEL OAOL OLTE, OEV OVOVEDVETAL GUYVE. ZUVET®DC, Y10, VO, DVICAPYEL U0 TAPNG EKOVA,
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glval amapaitnTo v yivel cuYYMVELGT) TOV dVO KATA TNV EKTEAESN TNG EQOPLOYNS, cvayeTilovTag Ta
apyeio pe faon kowd media, OTWS 0 LOVASTKOS KmIKOG TavTonoinorg otadpov eoptiong (location id)
Kol 0 pHovadikog Kowdkog Tovtonoinong onueiov (evse id). H yprion povo tov evag tomov dedopévmv
odnyel oe A mAnpoeopnon: to dvvapiko apyeio dev mapéyel Pacikd GTOLKElD EVIOMIGHOD N
TEYVIKEG AEMTOUEPELIES, EVA TO OTOTIKO OYVOEL TNV TPEYOLCO OOEGIUOTNTA KOl Tr AELTOVPYIKN
KOTAGTOOT TOV GTAONOV.

3.2 Amewovion AsdouéEvav

H omewovion tov otabumv @optiong otov xaptn vAomoigitor pe ypnon tov Piprodnkodv
OpenStreetMap [5] kot Leaflet.js [4]. H Leaflet Asitovpyet ¢ 1 Bacikn Bifiodnkn yio tnv anekovion
TOV SLOPACTIKOD SASIKTLAKOV XAPTN KabmG glvar ypryopr, cvopPath Yo Kivntd, Exel vynAid pvoud
amoKplong Kot mpokertar yuo. Pprlodnkn avoktod kmowka. Kdabe onueio speoaviletor pe éva
avadvopevo Tapdvpo mwov TeplapPavel Tig akdlovbeg facikéc TAnpopopieg dvoua, dievbuvon, TOAn,
TAYVOPOUIKOG KOOKAG K.AT.. Kabmdg kan emimhéov minpopopieg 6nwg 6100e51u6TNTa, TOTOG GUGKELTC
eoptiong H/O, pébodog poptiong k.Ax.. Emmdéov eupaviCetor  potoypagio tov onpueiov, To opdpilo
AerTovpYiag, To OTOLYEIN EMKOVMVING TOV JlayEPLOTY], OTG Tapovaoidlovtal otnyv Ewdva 1.

Mo ™ Pektioon g xpnoTkdOTTAG TOL YXAPTN OGOV 0EOPAE TNV KOTACTOCT TMOV (QOPTICTMV,
ypnowomolwvtag HTML kot CSS, viomomOnke éva vropuvnua (legend) to omoio givon gumvevopuévo
oo TG oxedlaoTiKEG cvuPacelg diemapng (UD) mhatpopudv, 6mmg 1o Google Maps. ' v eneénynon
TOV YPOUATOV Ypnolpomombnke mpdowo yio S100é61H0, KOKKIVO Y10, KOTACTOON (POPTIoNG Kol
TOPTOKOM Y10 EKTOC AetTovpyiag, kKabmg Kot Yio TIg VTOAOITES KATOOTAGELS — GE AYVMOTY KATACTOOT),
Un AELTOLPYIKOL, OEGUEVUEVOL, PPAYUEVOL.

H Xoyum mov axorovdndnke nrov 1 €ng:

1. Av évag otaBudc eoptiong StabTel, T.y., 3 POPTIOTEG Kol 01 2 €lval 68 KOTAGTOCT POPTIONG
evo o 1 eivan S1a0€o110G, TOTE 1 KOVKida (Ppin) TOPOUEVEL TPAGIVY, DOTE O YPNOTNG VO YVvopilet
OTL LTLAPYEL SIDECIUOGC POPTIGTNAG.

2. Avrtiotoyo, 6Tav OAOl 01 POPTIOTES EIVOL GE KOTAGTACT POPTIONG, TO XPDHUO YIVETAL KOKKIVO,
K01 TO 1010 1OYVEL Y10 TNV TEPITTOOT EKTOG AetTOVPYiog (TOPTOKAAL).

Ta wepreydpeva avtd dnuovpyodvtor dvvapukd péow JavaScript kot 6An 1 dwyeipion tov DOM
(Document Object Model) kabmg kot 1 vAOTOINGT TNG AEITOVPYIKOTNTAG TNG OIETAPNG TOL ¥PNOTN,
OM®S M EVOALUYN TANPOQOPI®V GE avadLOUEVH TapdBupo Kol 1 HOPPOTOiNoT dedOUEVMV, YIVETOL
emiong péow g JavaScript. To oyediactikd Kopuudty, n doun kot 1 ddpoacTtikdTnTa Tov frontend,
emruyydveton péow g CSS kot tng HTML. Téhog, eneldn ta onpeio popTiong eival ToAAA, avEpYOvVTOL
Nnon oe 3.133 xor o apBudg tovg avédvetor dapkmg, £ywve ypnon tov marker clustering [9],
TPOKEWEVOL VO YIVEL OLOGOTTOINGT TOV KOVTIVOV onpeimv kot vo BeATiobel n omddoon kot 1) epmelpio

TOV XPNOTN.

Ewévo 1. H gneavion nkn;;O(popld)v pécw uvuﬁvéusvbu hapa%pov
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4 Yvumepdouorto & Mellovtikéc Enextdoeig

H epapuoyn eivor oe 0éon va mapéyel 6ToVG YPNOTEG COOTH KOTOVEUNUEVT] TANPOPOPIL, Y10, TOVG
oTofpovS POpTIoNG Kot TN d1ofeUdTNTA TOVG 0 OYXEOOV TPAYUATIKO ¥pdvo. EmmAéov pe dedopévo ot
N TAnpoeopio. TOv divetal GTovg 0dNYoVg Bo TPEMEL Vo eival €0TIOOUEVT Ol MOVO GE 10 OTAY|
OTEKOVIOT Onpei®V QOPTIONG GTOV YAPTN, OAAG Kol ot emmAéov Owbéciueg mAnpoeopieg, ot
UEAAOVTIKEG EMEKTACELG TNG EPAPUOYNS B e0TIAGOVY GTNYV TPOGONKT EIATPOV KOl TNV duvaTOTNTA
mAonynong mpog avtd. O1 odnyol Ba Ppickovv onuUovTIKEG TANPOEOPIEG OTWOC Ol DPES ALYUNG TV
onueiov EOPTIONG, Ol IO TOAVGVYVACGTOL GTOOLOT POPTIONG Kot TEPLOYEG POPTIONG KABMS Kol o101
TOTOL Kot ap1tOpol pevpaTod0TOV d10TiBEVTOL OTIC EKAGTOTE TEPLOYEGS.
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«To avpro ota advta g Ynewxng Eroyne»
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zilislazaros97@gmail.com
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Iepidnyn

H ovykekpyuévn epyacio meptAapfavet o KOvotopio 1 0moio Tp@TOmopEl To TEAELTAIN YPOVID GTOV
Pnowoxd Koopo, yvooti kor dg EravEnuévn — Eucovua Hpaypotucotro.

Méoa oand v eoappoyn ZapWorks (The Most Powerful All-In-One WebAR Platform) 6a
npaypatonomBel n avayévvnon kor n avalmoyovnon g [Holtiotikig KAnpovopidg.

Mvnueia, Aydipoto kaboc ko Emovdaio Iotopikd I'eyovota pe 3D Animation Agttovpyiec ko
Avolvoetg, Bo “Tlgpovv Zon’’ pécwm e eQupproyns Kot Ba epgaviotovy péca and v 08ovn ctov
EKACTOTE YDPO TOPOVGINCTG UAPOCTA GE OAO TO KOO TOPEYOVIOG TOLTOYPOVO KOl TNV EVEPYN
ovppeToyn Kabe atodpov oty aibovca oty Tpmtomoploxy Pnelakny Anpovpyio ovt.

AéEeic Khedid : Emavénuévn, Avayévvnon, Ipaypatikomra, Avolwoydvnon, Pnookn, Anpiovpyio.
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1. Ewoayoym

To xowd yopoxplotikd peToLd g ewovikng mpaypotikdémrog (VR) ko g emowénuévng
apoypatikotntag (AR), elvar n epmepia g ymoerakig «Bodienc» tov ypno.

To AR B0 pmopovce va YopaKTNPIOTEL GOV L0 TTLO KEVIGYLUEVIDY EKOOYN TNG TPOYLOTIKOTNTOG,

kaBdg epmhovtiletar amd ynelokd epebdicpoto e SuvatdTNTo, SASPUCTIC, GOV L0 KOUPAVEL GTNV
NON LIEPYOVCA TPOYLUTIKOTNTO.
Amd v &AL, N texvoroyia VR eivan emiong o gpmepio ynetokng «podiongy, kotd v omoio o
YPNOTNG *’ AMOKONTETOL® OO TNV TPOYLLATIKOTNTO. XTO GLYKEKPIUEVO Yynolokd Teptdriov 360 popodv
TO OTTIKO LEPOG OTAC TNG EUTELPLOC EIVOL OPKETO Y1 TOV avOPDTIVO EYKEPUAO DGTE VO, TV ovTIANEOEi
®¢ aAnOv.

[Ipdxerron yro 600 TE)VOAOYiES OV MOT €PaprOlovTol Ge TOAAOVG Kot d1dpopovg topeic. Mia
oVVIONG e@appoyn NG EMOVENUEVNG TPAYLOTIKOTNTOG €ivol G OYESNOTIKEC EQUPUOYEG Yl TN
O1EVKOAVVOT ETAYYEAUATOV, CYETIKAV LLE:

v\ TV apyITEKTOVIKT
V' 10V 00TIKO oYEdoUO
v\ IV umyoviky Kox.

Evd, N ewovikn) mpoypatikotnta £xel e16éA0e1 Kupimg o€ media mov apopovv:

v v wpiky
v v yoyikn vyeio
v 10V ToupIopd K.6.

Qo1600, PUAGLE Yo 500 S10POPETIKEG eUmEIpiec, e To mapakdtw otowyeio vo kabopilovv T dapopd
TOLG:

1) AR kor VR Anapaitnrog E€omiiopog

[pdketton yio v kdpla daeopd tovg. Xt VR teyvoroyia, o cuvbng eomiiopndc eivar to headsets.
Evd, ot AR ovokevég pmopovv va givon kivntd (smartphones), tablets kot smart glasses.

2) AiocOnon, Avtidnyn kol Kivioeig

To VR avtikaB1otd t0 puoid kOGO Le Evoy ynoewoko, o€ eninedo acbnoemv. O eEomAopndc tov givon
7O TOAVTAOKOG Kot TEPLAAUPAvEL EEDTEPIKEC KAUEPES 1 AIGONTAPES Yo TNV OVIXVEVOT KIVIIGEWDV GTO
yopo v ™ PéAtioTn awcOnmproxy epmepio. [To cvykekppéva, vapyel 1 dvvatdTTo OViXVELONG
KIVACE®Y TOL KEPOALOD KOL TOL CAOUATOC, LE GKOMO TI| GUVIOVICUEVI] TPOGOPLOYN TOL YNPLUKOV
ePPEAALOVTOG GTNV OMTIKT TOL YPNOTN.

Emumléov, 10 yopoktnpiotikd tng mAnpovg «Pobiongy tov VR, eivar 611 dnpovpyel v yevdn
EVIVTIOON GTO YPNOTN, OTL VAGAPYOVV TEPLCCOTEPES EMAOYEG amd TIG vIdpyovoes. Ta omtikd oTotyeio
€vog VR meptPaAAovtog Lmopody va TOV «OmOTPOCOVATOAMGOUVY. ZUYKEKPIULEVA, £VOG XPNOTNG WITOPET
VO GYNUOTICEL TNV EVIVTIOOT TNG SLVATOTNTOS TEPLCCOTEPM®Y KIVICE®V OO 0,TL GTNV TPOYLATIKA
umopei va kével. Qotdco, 1 aAnbopdvela owTC TG eumelpiag dev mepLopileTol GTIG KIVICELS TOV
OMUOTOC, OAAL emNPedlEL T GUVOALKT OVTIATY.
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Amd v AN, n AR eumepia pnopel va opiotel kot cav g ’dopavig eTKEAVYT’’ GTOV
TPOYLOTIKO KOGHO, ONAadn, ol ucHNGEIS KOL 1 AVTIANYT] TOV ¥PNOTOV O€ YAVOuV TNV ETAPT TOVG OTd
v TpaypoTkoOTNTo. [2]

H ovykexpipévn Pneloxn Anpovpyio mapovoidletar o€ cvvdvacud pe 1o avtiotorya QR Codes xon
Target Images 6toVg TOpOKAT® GLVOEGHoVg Links :

1) https://designer.zap.works/2987106555207938488/ =>

2) https://designer.zap.works/2076293539122271590/ =>
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2. Xopmepdopoto

O1 6VYYpOVESG TEYVOLOYIEG KOL O YNPLIKOG KOGLOG, GTO GMGTH YEPLO, LTOPOVV VO EVDGOVY YEVIEC KOl
va @épovv Eava otnv {mn £pya kot YEYovOTa LE TO TATNUO €VOG KOVUTLOV, KaOdC emiong kot va To
dadpapaticovv. H e&€MEn awty pmopel va epappootel 1060 oty Kowwvia og éva ’6mio’” yia mo
OmOTEAEGLOTIKEG EDOOOVE OE EMYEPNOELS , £PYO KOl KOTAOKELES kabOd¢ kol oty Exmaidevon. H
gkmaidevon oryd otyd ymoelonoteiton, eEeAicoeton kon Xl OAOEVE KOL TEPICCOTEPES AMAUTNOELS. MEG®
tov (AR — VR) kot tov cOyypovov O1a0pacTiK®V TIVOK®V G€ GLVOLOGUO UE TO OVTIGTOL(O
EKTOLOEVTIKO VAKO 01 eKTandevopevol Ba gioywpnioovy mo Pabdid 6Ta YVOoTIKG TOVS avTiKeipeva, Oa
T0 PAémovy va maipvouv (N umpootd tovg, Ba to ayyilovv’’ kor Ba gvioybeTon kon pe anvTOV TOV
TPOTO KOl TO EVOLOPEPOV TOVG YO CLTA.

Amotéieopa;

H xowmvia 8o amoktiosl akopo eptocotepn 0peén Yo Ldbnon kot Tposmmiky eEEMEN.

3. Avagopég

[1] https://zap.works/

[2] https://joistpark.eu/eikoniki-kai-epauksimeni-pragmatikotita/
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EOAPMOTI'EX EIKONIKHX KAI
EITAYEHMENHX ITPATMATIKOTHTAX
2XTON AOAHTIZMO: TEXNOAOI'TKH
KAINOTOMIA KAI
METAXXHMATIZMOX THX
AOGAHTIKHX ITPAKTIKHX

Mapio Xprotoonuntporoviov, Yroynela Awdktop, Tunpa Opydvoong kot
Awyeiprong A Tiopov, [avemomuo [lehomovvioov, Xndptrn, mchristo@uop.gr

11 Iovviov 2025

Hepiinyn

H paydaio tpdodog tav teyvoroyidv Ewovikng paypatikdmrag (Virtual Reality — VR) ko
Eravénuévng [paypotikdmrog (Augmented Reality — AR) €yel apyioel va petaoynpatilet
pliKa Tov TPOTO e ToV 0moio TpoceyyilovTal 1) TpordvnoT, N OTOKATASTACT KoL 1 OVOIAVGT)
amodoons 6tov afANTIopd. Ot TEXVOLOYieS OVTEG EMITPENMOVY TV TPOGOUOIMON PEUAGTIKMV
AYOVIOTIKOV KOTOOTACE®V, TNV €vioyuon TG KvnTikng upabnong péow  GpeoNS
avaTPoPOdOTNoNG, KoOMG Kal TNV Kotaypa®n Kot aloAdynon Tov emdOGE®V UE LYNAN
axpifela. TMapd TG oMUAVTIKEG TOVG OLVATOTNTEG, 1| MPOKTIKY EVOMOUATOON TOVG GTIV
KaOnuepvi] aBANTIK TPOKTIKY TOPOUEVEL TEPLOPICUEVT), KLPIOG AOY® TEYVOLOYIKGV,
OIKOVOUIK®V, TOLO0YMYIKAV KOl ETIGTNHOVIKOV EUTOIMV.

H mopodoa epyacio emnyeipel va avaidoel Kpitikd TI¢ Pacikég TPOKANGELS TTOL epmodilovy Tnv
gvpeia vwoBétnon Twv VR/AR otov afAnTiopod, 0mmg ivor n EAAeym TpodTUOV EPOPUOYDV, 1|
amoVGio ETOPKOVE EMGTNUOVIKNG TEKUNPIMONGC, 1) AVETAPKNG EMUOPPMCT TV EMALYYELULUTIOV
TOV YOPOV Kol Ol TeYvikoi meplopopol (6nwg 7to cybersickness 1 m €Mhewym
Swdertovpyikotntog). Ilapdiinia, Tpoteivetar £va TOAVENINTESO TAAICIO OVTIUETOTIONG TOV
TOPOTAV® TPOPANUATOVY, To omoio Paciletar oty avamTuEn eEEIOIKEVUEVOV EKTAUOEVTIKMOV
TPOYPOUUATOV, OGNV TAOTIKT] €Qapuoyn Kot a&loAdynon o€ TPoypatikd obAntikd
nmepPdAlovta, oI OMOLPYIK AVOLYTAOV Kol YOUNAOD KOGTOLG ADGE®MV, KaOdC Kol oTnv
EVOOUATOON TOV TEYVOAOYIDV QLTAV GTIG GTPOTNYIKEG TOV AOANTIKOV OPYOVICU®DV.

H peAétn katoAnyel oto ovumépooua 0Tt ot VR/AR teyxvoloyieg dev amoteAodv amidg
gpyodeiac ymelokng evioyvong g abAnTiKng eumelpiag, oAAd duvnTiKoOg TLADVEG €VOg
€VPOTEPOL TEYVOAOYIKOD UETOCYNUOTIOHOD TNg afAnTikng Tpaxtikne. H emtuyng epoppoyn
TOVG OMOLTEL CLUOTNUIKY TPOGEYYIOT, EPELVVNTIKN Tekunpioon kot Oecpkn vroompién,
TPOKEWEVOL Vo eEacpolotel N Prdoiun Kot vrevbuvn a&lomoinocy Tovg TPog dPELOC TV
aOANTOV Kol TOV EVPVTEPOV COANTIKOD OIKOGLGTIILOTOC.

AéEac-khewona: Ewovikn Tlpoayuatikommra, Emavénuévn I[paypotikoétnre, AOAnticudc,
Kowortopia, Ipondvnon, Texvoloyikdg Metacynnaticog.

1. Etcayoyn

O afAnTiopnog, m¢ Suvapko Kot Sapkdg EEAMOTOUEVO TTEdIO TNE AvOpOTIVIG dpaoTnPLOTNTOC,
AAANAETIOPA GTEVA [LE TNV TEXVOAOYIKT TPO0S0, 0EI0TOIMVTAG VEX LEGA Yo TN PEATIGTONOINOT)
g amddooNE, NG MPOTOVNONG, TNG OMOKATAGTAONG Kol TNG oavdivong. Ot teyvoloyieg
Ewovumg Tpaypatikotntog (Virtual Reality — VR) ko Emowénuévng Ipoyuatikomrog
(Augmented Reality — AR), av ot apywd cvvdédnkav kvpimg pe ™ Propmyovia g
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YOYOy®YILog Kol TG EKTOidEVONG, £X0VV apyiceEl va KaTaAapuPdvouy éva dtopkds avavopevo
Y®PO KoL oToV afANTIKS Topéa. Ot TEXVOLOYiEC QVTEG TPOSPEPOVY TPOTOYVOPES SVVATOTNTES
TPOCMOTOTOUNUEVNG, OLUOPACTIKNG KOl TOALOIGONTNPOKNG EUTEPING, EMTPEMOVTAS GTOVG
aOANTEC VO TPOTOVOUVTOL GE EIKOVIKA 1 MUL-EIKOVIKE TepfdiiovTa, va Aopfdavovy dueon
avaTPOPOdOTNON YO TIG KIVAGELS TOVG Kol Vo emavalapufdvouv moldmloka cevdpla ympic
QLGIKOVG N YPOVIKOVS TEPLOPIGLLOVG,.

H evoopdtwon tov VR/AR gpappoydv otov aBintiond &xet om apyicet va emeépet oAhayég
o€ MOAMOTAG emimedo: amd TNV TEYVIKY] EKMAIOELOT KOl TNV TOKTIKY OVAALGOT, €0 TNV
YUYOLOYIKT TPOETOLOGIO, KOl TNV OTOKOTAGTOCT TPOVUATICUAV. [Teipapatikéc peréteg Eyovv
dei&et 6L 1 ypnon térolmy epyareimv umopel vo PEATIDGEL TN YVOOTIKO-KIVITIKY ndbnomn, va
EVIGYVGEL TNV AVTIANTTIKY] ETOWOTNTO, KO VO TAPEYEL £V AGPAAEG Kot EAEYYOUEVO TTEPIPAALOV
vy v a&loAdynon kot ) Pektioon tng anddoong [1], [2]. Evrovtolg, n petdfoon and v
EPELVNTIKY E€QAPUOYN] OTNV  KAOMUEPVY] TPOKTIKY OmEYEL OKOUN omd TNV TANPN
TPOYLLOTOTOINOT) TG,

H napovca epyacio e6Tidlel 6T CLGTNUATIKY OVAALGT TOV TPOKANCEMY TOV OVTILETOTILEL M
evoopdtoon g VR/AR otov afAntiopnd Kot Tpoteivel fiol GTOYXELUEVT] TPOGEYYIOT] YO TNV
a&lomoinorn avT®V TV TEYVOLOYIOV ¢ Pacik®v poyAodv kowvotopiog. Meietdvial TOG0 ot
TEYVIKEG Kol TOOAY®YIKEG TOUPAUETPOL, OGO KOl 01 OEGUIKES KOl OpYavOTIKEG TPOUTOOETELS Yo
TNV EMTVYN EVOOUOTMCYT TOVC GE OlAQOpa EmImedo, OOANTIKNG MPOKTIKAG — ond TOV
EPOCITEYVIKO 0OANTIGUO £10C TOV LYNAO OVTOYOVIGUO.

2. Ieprypaon IpoPAnuortoc

H evoopdtoon teyvoroyidv Ewovikrg Ilpaypoatwkdmrag (VR) ko Emovénpévng
[paypotikémrag (AR) otov ydpo oL 0bAnTioUoV, TOPE TIG COMElS TPOOTTIKES TOVG,
GLVOOEDETOL OO CNUOVTIKEG TPOKANGELG TOGO TEYVOLOYIKOD OGO KOl AEITOVPYLIKOV YOPOKTHPO.
Ol TPOKANGELS OVTEG OLPOPOVY TNV TEXVOAOYIKT VTOSOUN, TNV TOLOAY®YIKT EPAPUOYN, TNV
EMIGTNLOVIKT TEKUNPI®OT], GALA KOl TO QLUGLOAOYIKE OpLo. TV 0OANTOV.

2.1 Teyvoroykn kot Owovopukn [pdcPaon

H viomoinon mepifaridéviov VR/AR vyning moldmrog omottel onpoavtikong mopovs Ge
eEommopod (head-mounted displays, motion tracking, 1oyvpoVg VITOAOYIGTES), YEYOVOG TTOL
kafiotd TtV TEYVOAOYiR WUN TPOooPAciun Yo pKpoOg GLAAOYOLS, OYOMKEG OUAdEC T
gpaotteyvikovg abintég [1]. EmmAiéov, n toysio ana&ioon tov eéomopod Kot 1n avaykn
GLVEYOVG TEXVIKNG VIOGTHPIENG AVEAVOLY TEPALTEP® TO KOGTOC 1O10KTNGI0C.

2.2 ' EAreryn Exmondevtikng kot Teyvikng YmootpiEng

O wpomovnTég ka1 ot afAntéc, mapd Tn OeTIKN] OTAOT AMEVAVTL GTIG KOIVOTOUIES, oUYVE
GTEPOVVTOL TNG UTOPULITITNG EKTAIOEVOTC DOTE VO, EVEMUATDOCOVY AEITOVPYIKE TIC EQPUPLOYES
VR/AR oty xafnuepivi toug mpaktikn [2]. Avtod 00nyel ite G AMOCTUGLOTIKY XPNoN EiTE
0€ TANPT EYKATOAEWYN TOV EPYOLEIOV OLTAV, AV JEV VIAPYEL GOPES TAOIGIO TOOUYWDYIKNG
a&lonoinong.

2.3 'EAreryn Enaprovg Emotnuovikng Texunpioong

Av ko1 vrdpyelt avEOVOUEVO EPELVNTIKO EVOLOQEPOV, Ol TEPIOCOTEPES WEAETEC EYOUV
npoayuatomoinfel oe epyoomplakd mepidriovia, ue uikpd péyebog delyportoc kot
nepropopévn eEmtepikn eykupotnta [3]. Ymbpyel copng ovaykn yio HoKpoypOVIES, KAVIKA
TEKUNPLOUEVEG EpEVVEG TTEDTIOV TTOL Ba am0dEIEOLV TV OMOTEAEGUOTIKOTITO KO TV AGQAAEL,
tv VR/AR gpyodeiov o didpopa abAnpata, nAKIOKEG OPAdES Kot ENimeda EMOOCEMV.
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2.4 Youyopvotoroyikoi Ilepropiopoi

H yprion VR pumopel va mpoxarécst ¢owvopevo Onmg to "cybersickness" — vavtia,
ATOTPOGOVATOMOUOC, KOTWOT — 101i{TEPO G€ AOANTEG TOV EKTEAODV TOADTAOKEG KIVIGELS O
duvapkd mwepifairiovta [4]. Emione, n AR amaitel vyming axpifeiag coyypovicud peta&o
YNOWKNG TANPOPOPIOG KO TPAYUATIKOD YMPOL: ONOWONTOTE ACLUE®VIK pmopel va
enNpedoel TNV aicOnomn tng 0£ong Kat vo 00N YNGEL GE TPALHOTICHOVE 1) ElOUEVT amddoo [5].

2.5 Awodertovpywkotnta ko Ilpotvmomoinon

H é\ewyn kowav mpotdinwv Kot demapav (APIs, data formats) peta&h VR/AR epappoydv
KoL VAPYOVTOV GUGTNUATOV GVALOYTG dedopévay (m.y. wearables, GPS tracking) meplopilet
T1G dSUVTOTNTEG OAOKANPOUEVTG &LOAOYNONG TNS amddooNS TV afAnTdv [6].

3. Ilpotewvopevn Avon

H emrtoyng evoopdtoon tov teyvoroyidv VR kot AR otov afintiopd mpovmobéter pio
TOAVETINEDT, GLUGTNUIKY TPOGEYYIOT TOL €0TIALEL OTNV TEYVOAOYIKN TPOGUPLOYT, GTNV
EKTAOEVTIKT VITOoTNPIEN Ko 6T peBodoroyikn tekunpioon. H mapokdto déoun npotdoemv
amotelel £va OAOKANPOUEVO GTPATNYIKO TAOIGLO Y10 TOV TEXVOAOYIKO UETAGYNUATIGUO TNG
aOANTIKNAG TPOKTIKNG.

3.1 Avantoén E&edwevpévov Exnadevtikav [poypappdtov

H d100epatikn empopemon tov TpomovinTev, eucelofepaneutdv kol afAnTdv oTig Pacikég
apyés xpnong VR/AR pmopei vo, S106QaAIGEL TNV OTOTEAECUATIKN EQUPLLOYN TNG TEXVOLOYING.
To exkmoudevtiKd TpoypdppoTe TPEMEL Vo GUVOLALOVY TEYVIKN KOTAPTION WHE TOOUYOYIKES
TPOKTIKEG TPOCOPUOCUEVEG OTO YOPOKTNPOTIKE KABe abAnfuatoc [7]. H ompovpyia
gyyepdionv, workshops kat dradiktvaxodv podnudtov (MOOCs) Bo evieydoet T didyvon g
yveoone.

3.2 TIhotwcég MapepPdoeig kat Hepapatikés EQappoyég

H oyediaon xot epoapuoyn mAOTIKOV mopeuPdoewv o  abintikée axodnuieg kot
EMOYYEALOTIKOVG GULAAOYOVG pmopel va amo@épel molvtiua dedopéva  agloldynong Kot
Bektiotomoinong tav texvoroyiov VR/AR. O mapeppdoeic ovtég mpénet va gival LETPOIUEC,
ue caeig deikteg amodoong (m.y. xpovog avtidpacng, akpifelo kivnong, avtoavapepOUEVO
EMimeda EUTIGTOOVLVNC) Kol Le dSuvaTodTNTO, avorapaymyng [8].

3.3 Avantoén Xoauniov Kootovg Egoapuoymv kot Avorytav
[TAatpopumv

H dnpovpyio epapuoymdv erappiag Aettovpyiag (lite AR apps) yio @opntéc cLuoKeVEG Kot
ocvotipata AR pécm mobile | web-based mhatpopumv, enttpénel v npocfact gvphtepOV
TnOvopody abintdv kot ektadevt@v. [apdAinia, n vioBétnon avorytod Aoyicukod (open
source VR platforms) peudvel 10 k66TOC Kot SIEVKOADVEL TN GLUVEPYOTIKN avimtuén [9].

3.4 Awpopewon ITiaciov A&oddynong kot ITietomoinong

IIpoteivetoan m dmuovpyion debvav mpotdmmY afloloynong eeoappoydv VR/AR otov
aOANTIoHO, dOTE Vo OGQUAILETOL 1 EMIGTNUOVIKY €YKLPOTNTO, T YPNOTIKOTNTO KoL 1|
ac@aielon Tov epyoieimv. H eumioxn Oebvav abAnTik®v opyoviGU®V Kol EPELVNTIKOV
WOPLUAT®V UITOPEL VO EMTAYVVEL T1) JUOIKACI TIGTOTOINONG KOl AT0d0YNG Od TNV €uPHTEPT
afintikn koot [10].
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3.5 Evooudtoon m™mg VR/AR ot Ztpatnyikn AOAntikov
Opyovicuav

Téhog, M TeXvOAOYIKY| KovoTopio TPEMEL VO AmOTEAEL AVOTOGTAGTO UEPOG TNG GTPOUTNYIKNG
avanTLENG 0OANTIKGOV opYaVIGUMY, LE enevdvcels oe R&D, cuvepyooieg e startup etoupeieg
KO GUUUETOYN GE EVPOTOTKE TPOYPAUUATO TEYVOLOYING Kal aOANTIGHOD.

4. Xovumepdopota

H evoopdtoon tov teyvoloyiwv Ewovug Ilpaypoatuwcomrog (VR) xor Emovénpévng
[paypatikoétrog (AR) otov aBANTIGHO GLVIGTA Uio TOALSLAGTOTY] TEYVOLOYIKT KAULVOTOMI
oV  dVVATOL VO OVOSLOUOPPMGEL TOV TPOTO UE TOV Omoio ot abAnNTéC mpomovovvTal,
amokoBiotavrar, ekmodevoviar kKot afodoyobvtar. H VR/AR 6yt povo devpiver Tig
duvatotnTeg TPOosO®TOTOMUEVTS Labnong Kot Piopatikig eEdoknong, oAAL Kot ElGAYEL VEES
Sl00TAGEL AVATPOPOSOTN GG, TAPAKOAOVONOTG EMOOGEMV KOl WYOYOAOYIKNG EVOLVAUMOOTS.

Qo1660, 1N EQOPUOYT OLTOV TOV TEYVOAOYIOV GLVOSELETOL Omd Uio GEWPA KPioumv
TEPLOPICUADV OV GYETICOVTOL UE TNV TPOCPAGIUOTNTO, TNV EMIGTNUOVIKY TEKUNPI®ON, TNV
EKTONOEVTIKT] ETOUOTNTO KOUL T1) SIOAEITOVPYIKOTNTO. AVTA TOL EUTOSL0, OV OEV AVTIUETOTIGTOVV
OMOTIKG, UTOPEL VO LETOTPEYOLV L0l ETOVAGTATIKY] KALVOTOUIO GE TEYVOAOYIKO TUPOTEYVI|LLOL

TEPLOPIGUEVNG QTN OTG.

H mpotewvopevn Aon npoc@épel Evay peaAIGTIKO Kot EQapUOGIo 0dikd yaptn. H emtoymg
vAomoinon TG NG TPOCEYYIoNS amattel cuvépyela peta&h NG EMGTNHOVIKIG KOWOTNTOG,
TOV TEXVOAOYIKMV TAPOY®V Kol TOV 51V TOV AOANTIKOV POpE®V, DCTE VA dOoPAMGTEL OTL N
teyxvoloyia eEummpetel TIg avayKeg Tov aBANT Ko Oyl TO AVIIGTPOPO.

Xe avtd 10 mhaiclo, 1 VR/AR dev mpénet vo Bempeitor aniog texvoloyikn mpochnkn, aiid
0VCLOTIKO EPYOAEID HETACYNUOATIOHOV NG abAntkng eunepiag. H mpdxinon éykeitor oyt
uovo oIV TEYVOAOYIKT] ETOUOTNTA, OAAG Kot OTr OECLUIKT, TOATIGUIKY KOl TOIO0Y®YIKN
opudTTa Yo va a&lomomBel To duvakod tng TAPOg Kot vebbuva.

5. Avapopéc
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Iepiinyn

H Teyvnt Nonpoovvn (TN) aroteAel éva avadvouevo epyalrelo Le onpavtiky enidopocn o€
TOALOVC TopElg, pHeTald Tmv omoimy Kal 1) ekmaidevon otig emioTtpeg vyeiag. H voonievtikn
eKTTadEVOT), e TIC AVEAVOUEVEC AMAITNOELS KO TIC CUVEXDC EEEMOTOUEVEG KAVIKES TTPOKTIKEG,
KoAElTOLl Vo VIOBETNGEL TEYVOAOYIKES KOLVOTOUEG MOTE VO EVIGYVOEL TNV OTOTEAEGLOTIKOTITOL
g paBnomg kot vo eE0MAGEL TOVG QOITNTEG e SEEIOTNTEG TPOGAPUOYNG. TNV EPYACIN QTN
g€etdleton n epoppoyn e TN oty exkmaidenon TV VOGNAELTOV Kot 0L SUVOTOTNTEG TNG VO
EVIGoYVOEL TOGO T Be@pnTIKN KATAPTION OGO KOl TNV KAWVIKY] ETOIUOTNTA TOV QOLTNTOV.

Avolvetal opyikd to TpOPANUA TG TAPadOGLOKNG OdackaAiag, 1 onoio cuyvd advvatel va
KOAOYEL TIG €EATOMKEVUEVES OVAYKEG TOV QOITNTAOV KOl VO TPOGPEPEL EMAPKT| TPUKTIKY
gumepia. X ocvvéyeln, mapovotdlovral epappoyés TN dnmg ot 1Kovikol TPOGOUOIMTEG, Ta
GUGTHKOTH TPOGOPUOCTIKNAG UaOnong, ot ikovikoi fonboi kol 1 avaAvon eKTUOEVTIKOV
dedopévav. AvTég Ol TEYVOAOYIEG TPOGPEPOLY AVATPOPOSOTNOT GE TPAYLOTIKO YpOVO,
gvioyvon g KAMVIKNG KpIoTg Kol TPOSOMTIKN VOSTHPIEN, BEATIOVOVTOG TNV TOLOTNTO, KOL TNV
npocPaciuotnTo TG ekmaidevong [1][2].

Ioporo mov ot duvatdmreg ¢ TN elvar onuUavTiKéS, 1 EQUPUOYT TNG CLVOSEVETAL QO
TPOKANGELS, Onmg (ntipata NOKNg, Tpootaciog ded0UEVEOV Kot avAyKNG ETUOPPOCNC TOV
ddaktikov mpocmmikov [3]. To telkd ocvumépacpa eivar 6t 1 TN dev avtikabiotd tov
EKTTOLOEVTN], OAAG EVIGYDEL TO POAO TOV, TPOCPEPOVTIOC L0, SUVOLIKY KOl TPOGUPHOGTIKY
pofnolokn eumelpio. H mpocektiki kol GTPATNyIKY EVOOUAT®OON TNG WITOPEL Vo PEPEL
OVGLOOTIKEG OAANYEC GT] VOONAELTIKT EKTOUOELON, GUUPAAAOVTAG GTNV KAAMEPYELL KAVAOV
Kol KOWVOTOH®V emaryyelpatiov vyeioag [4][5].

Aééerg Khedrd Teyvnt Nonpoovvn, Noonkevtikny Exnaidevon, Exnoadevtikn, Teyvoloyia,
[Ipocopoiwon Mdabnong, Ynoewokd Exmodevtikd Epyoieio, Kowotopio oty Yyslovoukn
Exmaidevon

1. Excaymyn

H Noonigvtikn] amotelel o omd T POCIKOTEPES KO TO ATOITNTIKEG EMOTNUEG VYELNG, UE
oTOYO TNV TOPOYN TOLOTIKNG @POVTIONS 6Tovg 0obeveig Kol TNV VITOGTNPEN TOV TPIKMV
Oepaneiov. H ekmaidevon tov voonievtdv mailel Kaiplo polo GTNV TPOETOWACIO TKOVMV
enOyyeEAOTIOV TOv B0 avTomokplBobv OTIC ovvEY®MG UETOPOAAOUEVEG OVAYKEG TWOV
ovotnuatov vyeiag. Ta tehevtoio ypovia, ol TPOKANGELS TOV OVTILETOTILEL 1] VOGNAELTIKY
gkmaidevorn yivovtar oAoéva Kot 7o ovvleteg, kabmg ot g€eAifelg otV TEXVOLOYiQ, T
ALEAVOLEVT] TTOAVTAOKOTNTO TOV KAWVIK®OV TEPICTATIKMY KOl Ol OVENUEVEG ATOITNCELS Yol
AGPOAT KO EE0TOUIKEVHEVT] PPOVTION ONUOVPYOVV VEEG OVAYKEG,.

210 mhaiotlo avto,  Texvnt Nonpoovvn (TN) €xet avaderybei og po texvoroyiKy KavoTopio
HE TEPACTIO SUVOIKO, KOV VO LETOUOPOMGEL TNV EKTOIOELTIKT O1001KAGI0l G TOAAOVG
Topueis, HeTa&y avTt®V Kat ot voonievtikn. H TN, pe v ikavotnto va eneéepyaletor peyaheg
TOGOTNTEC OEOOUEVMY, va. pabaivel amd TpdTLTa Kot v TPOCAPUOLETAL OE ATOUIKES OVAYKEG,
TPOCPEPEL VEOLG TPOTOLG Y10 TNV LIOGTHPIEN TNG UAONoNG, TNV avATTLEN 0e&lOTHT®Y KAl TNV
a&loAdynon g omddoon.
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H evoopdtoon mg TN omn voonAeutiky] eknaidevon dev omoTeAel OMADS U0 TEYVOAOYIKT
eEEMEN, oA o ovaykaio TPOGapUOYR 6TO GOYYpovo mepPdAlov vyeiog kot padnong. Me
m Ponbewe g TN, eivar geiktdo vo onpovpyndodv wo eVEAIKTA, OLUOPUCTIKG KOl
eEatokevLEVA TPOYPAUUOTO EKTOIOEVOTG, TOV AVTATOKPIVOVTOL KAADTEPQ GTIS AVAYKES TOV
QOTNTAOV KOl TOV ETOYYEALATIOV.

Hopdriinia, n eveoudtoon tng TN copBdiiel TNV aVTILETOTION BOCIKOV TPOPANUATOV TNG
TOPOOOCLOKNG  eKmaidevong, Onmwg mn  EMhewyn emopkohs TPOKTIKNAG  eEdoknong, 1
KaBvotepnpévn N YEVIKY| avaTpo@odOTnon Kot Ol TEPLOPIGHOL 6e TOPOVG Kol ovOpOTIVO
dvvapkod. Emmhéov, n ypnon e TN pmopel va evioydoel Ty avantoén Kpitikng okéyng,
KAVIKTg Kpiong kot 0e€loTNTOV ANYNG OmOQACE®DY, TOV £IVOL ATOPAITNTES Yol TNV EMLTUYN
G.oKNOT TOV VOGTAELTIKOD EMAYYEALOTOC.

H nmopovca epyacia £xel g oto)0 va e€etdoet v enmidpacn g Teyvntig Nonpoobvng ot
VOONAELTIKY] EKTAIOEVOT), VO avadeiEel TIG TPOKANGELS OV OVTIUETOMILEL 1 EKTAUOEVLTIKN
Slodkacio Kol VO TAPOVGIACEL TIG KAvOTOES AVaels Tov mtpospépel 11 TN. Méoa amd
SlEPELVNON EQUPUOYADV, OTIMG Ol TPOCOUOIOTES, TO, TPOGAPUOGTIKY LOONGIOKE GUCTIUATO, KoL
ol ewovikoi Ponboi, avadewvieTor o petaoyNUATIoTIKOG poAog G TN mov vrdoyetal
Bektioon g moOTNTOG TNG EKMOIOELONG KOl TNV TPOETOACIO IKOVAV, EVEAIKTOV Kot
KOLVOTOU®V VOGNAELTAV Y10 TO LEAAOV.

2. ITeprypapn IpoPAnuoatoc

H mopadoociaxn voonievtikn| eknaidevon avripetonilel cofapd kot dioypovikd mpoAnpota
7OV TEPLOPILOVV TNV TOLOTNTO KOl TNV ATOTEAEGLOTIKOTNTA TG, 'Eva amd ta facucd (ntiuoata
glvan  mepropropévn e&atopikevon e nabnong. Ot portnTég VOGNAELTIKNIG £X0VV SLOPOPETIKA
YVOOTIKA emimeda, pvOuods pdnong Kot oTVA Katavonong ®oTOGO, TO EVINI0 JOUKTIKO
HOVTELO OEV KAAVTTEL AVTEG TIG OLOPOPOTOMUEVES OVAYKEG [2].

EmmAéov, vmbpyer avemapkng mpoktikn e&doknon. H exmoidevon o©t1o vOoOKOUELNKO
nepPaAlov elval TEPLOPIGUEVT 0l TOV 0PLOUO TV TEPIOTATIKMOV, TNV ACPAAELN TOV acHevdV
Kol TN OfeGILOTNTA EMOTTAOV. Q¢ OTOTELEGUA, TOAAOL POITNTES ATOPOLTOVV YMPIC ETOPKN
KAWVIKY] ovtomemoifnon Kot tkavotnTa ANYng amo@dcemy 6 TPoyUaTIKEG cuvOnkeg [4].

‘Eva axépo mpdPAnpa etvar 1 amovsio GUECTG KOl TPOSOTOTOMUEVNS avatpopoddtnone. H
afloldynon tov emnddcemv TV gortntedv Paciletar kvupimg oe teMkég €EETAGEIS Ko
VTOKEEVIKG KPITNPLO, HE OTOTEAEGLA VO UV eVTomiLovTal £YKOpa Ol AOVVOIEG KOl VO LNV
mapExeTal 6ToxeVUEVN viootpien [1].

EmmpdcOeto, 1 vAEPOOPTOOT TOV EKMAIOEVTMOV OMOTEAEL ONUOVTIKO EUTOSI0 GTNV
amotehecpatikn dwackario. Ot kabnyntég vVoonAevTikng cuyva KaAoUVTOL VO S10(EPLOTOVV
TOALTANON TUApaT, YEYOVOS OV KOOIGTA SVGKOAN TNV OLOWCTIKN OGAANAETIOpOoT KoL
Kkafodrynon.

Téhog, M €Mhetyn TEYVOAOYIKNG EVOOUAT®OONG otn pabnoloky Sadwacio gumodilel v
TPOCAPUOYN TNG EKTAIOEVOTG OTIG CUYYPOVEG OMALTIOELS TOV EMAYYEALUATOG, TO 0010 TAEOV
Baciletar 0Aoéva Kol TEPLIGGOTEPO GE YNPLUKA GLGTNLOTO, NAEKTPOVIKODG PUKEAOVG 0GOEVDY
KOl 0VTOHOTOTOMUEVO TPMTOKOAAL, [3].

ABpoiotikd, ta mopandve TpofAnpata dnpovpyodv Eva mepPaiiov Omov 1 uabnon ivol
OTOCTOGLATIKT, 1 TPOKTIKN EQOUPLOYN OVETOPKNG Kot 1 0ELOAOYNOT U1 OVTITPOCHOTEVTIKY.
Y7o autég TIg GUVONKES, 1 OVAYKT Y10 LETACYNUOTIGUO TNG VOOTAEVTIKNG EKTAIOEVOTG HECM
¢ Teyvntic Nonpoohvng eivor EMITAKTIKN Kol PEAAIGTIKN.

3. IIpotewvouevn Avon

H evoopdroon mg Teyvntig Nonpoovvng (TN) ot voonlevtikn ekmaideuon TpoceEpeL
KOVOTOUEG OLVATOTITEG TTOV UTOPOVV VO LETOGYTLOTIGOVV TOV TPOTO E TOV OO0 Ol POLTNTEG
pafaivouv kot e&ackovvtal, Kabdg Kot Tov Tpomo mov alloloyovvrtatl. Ot factkég epaproyEg
g TN ywpilovtal oe S14POpPOVG TOUELG, Ol OTOI0L GUVOMK(H ATOCKOTOUV GTIV £EATOMIKELOT
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™mg pdonong, v mPoKkTIKY €£AoKNoN oE eleyyOuevo TEPIPAAAOV, TNV GLEGT Kol GUVEXN
AVaTPOPOSOTION KOt TNV VIOGTHPLEN TOV EKTAUOELTAOV.

3.1 ’'E&vmvec Ilpocouowwoelg kor Ewkovikn Ilpayuotikdtnro
(VR)

H TN pmopel va cvvdvaotel pe teyvoAoyies EIKOVIKNG TPAYUATIKOTNTOS Yo Tr dnpovpyio
PEOMOTIKDV, OlOPUCTIKAOV TPOCOUOUDCEDMY KAWIKDV KOTOOTAcE®Y. MECm avT®dv, Ol
QOITNTEG VOGNAELTIKNG WTOopolV vo acknbovv ce ceviplo Ommg 1 dloyeipion emeiyovsag
KATAGTOONG, 1 PPOVTION 0GOEVAOV LLE ¥POVIL VOGTLOTA 1] 1] OVTLLETOTLON EMTAOKADV, XMOPIC VoL
extifevral og kivduvo mpaypatikoi acbeveic [3]. H TN evoopatdvel unyovicpovg a&lohdynong
NG GLUTEPLPOPAG KOl TNG OTA0CNG, HIVOVTOG OVOTPOPODOTNOT GE TPAYLOTIKO YpOVO, KATL
7OV BEATIOVEL GNUAVTIKA TNV KUGONoN Kot EVIcyDEL TNV KAWVIKN Kpio.

3.2 Ilpocapuootikd Mabnowokd Xvotiuata (Adaptive
Learning)

Ta cveThraTa TPOGUPUOGTIKNG Hadnong ypnoomolovy adyopifuovg TN yia vo aveldcovy
70 TPOPiA pabnong kébe portnti, TOV pLOUS TPOHSOL Ko T oMpEeia advvapiog. Me Bdon avtd
To. OEQOUEVA, TPOGOPUOLOVY SUVOUIKA TO EKTOUOEVTIKO VAIKO, TIG OICKNGELS KOl TO TEOT,
TPOCPEPOVTOC EE0TOUIKELUEVT] LAOTNGN. AVTO TO LOVTEAD OYL LOVO OEAVEL TNV ATOO0TIKOTNTO
™mg paOnong ahid evioyvel Kot To Kivntpo Tov eountdv, kabmg AapPdvouy cToxgupév
VTOGTHPIEN TTOL OVTOTOKPIVETOL OTIC avaykeg Toug [1][5].

3.3 Ewovikoi Bonfoi ka1 Chatbots

O eikovikoi Bonboi Pacicpévor oe TN Aettovpyodv ¢ Tpocwnikoi cOpPoviotl udbnong mov
glvar dwbéopor 24/7. Mmopohv va OmovTGOLV GE EPMTNOEL; POLTNTAV, VO TPOTEIVOLV
GUUTANPOUATIKO VAIKO Kot va KOTELHHVOLV GE GUYKEKPIUEVO KEPAANLO OVALOYOL LIE TO EMITESO
Kol o evolopépov toue. Emimhéov, vmootnpilovy v avtovopio otn udbnon Kot Hei@vouvy Ty
emMPapuvon TOV EKTAUGELTAOV, EMTPETOVTIOG VO EMKEVIP®OOUV TEPIGGOTEPO GE dNUIOVPYIKES
Kol 010aKTIKEG dpaoctnpLoTTeg [4].

3.4 Avdaivon Exnaidevtikov Aedopévav (Learning Analytics)

H TN &iver T dvvatodtnto cuAloyng kot eneepyaciog HeydAov OyKov dESOUEVOV GYETIKA LE
M pednolokn dpastTnpotTnTe TOV EOITNTOV. MEGM TNG AVAALGNC QLTOV TOV OESOUEVMV,
UTOpovV v EVTIOMIGTOLV TPOTLTO. GLUUTEPLPOPAS, Vo TPoPAE@OOLV dVuGKOAIEG TPV AVTEG
EUPAVICTOVV KOl VO GYEOIOTOVV TOPEUPACELG EEATOUIKEVUEVIG LTOGTNPLENG. AVTO 0dNYEL GE
L0 TTO EMIGTNHOVIKY KO TEKUNPLOUEVT] TPOGEYYIoT otV ekmaidevon [2][5].

3.5 Ymoompitn Exnodevtav péco TN

Extog and m ompién tov eortntov, 1 TN umopel va Ponbioel Kot Tovg EKTOIOEVTEG e
QVTOUOTOTONUEVEG AELTOVPYiEg OTtmG 1| S10pHoT EpyAcIDY, 1 TAPAKOAOVONGN TG TPOAdOV
TOV GULVOAOL T®V QOUTNTAOV, Kol 1 ToPoyN OdOUEVOV 7OV JSIEVKOADVOLY TN ANyM
EKTAOEVTIKAOV amoPacemv. ‘ETot, o1 ektadevtég amaildooovtal omd yxpovoPopeg dradikacieg
Kol €oTidlovv TEPIOCHTEPO OTNV TOLOTIKY KaBodNynon kot otnv ovAmTLEn KOVOTOUMV
SWBOKTIKOV HeBOdV.

3.6 Awyeipion Youyohoyikng Kol XoValcOMUOTIKNG
YmootpiEng

Neotepeg epappoyéc TN e&etalovv tnv 6uvaTOTNTO VIOGTHPLENG TV POITNTMOV VOCT|AEVTIKNG
KOl 0€ YUYOAOYIKO emimedo, avayvmpilovtoag onuddia dyyovg 1 eEovbévaong pésa and tnv
avaAvon ocupmeplpopikmv dedouévov. ‘Etol, dlvetar m evkaipia yio mopepPacelc mov
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Stoealilovv v yoyxoroyikn evefio Kot mpodyovv 1t dwwtipnon g pdbnong oe vYNAO
enimedo.

H vioBétmon tov mopamdveo epappoydv amoitel ohokAnpouévo oyedacud, cuvvepyooio
HeTall TeYVOLOY®V, EKTALOEVLTMV KOl KAVIKOV (OpEémv, KaBdg Kot cuvey] a&loAdynomn g
QTTOTELEGUATIKOTNTOG TOV TEYVOAOYIOV. Me cwoty eveoudtwon, n TN pmopel vo yivet
axpoyoviaiog Abog otn SopOPPMOT UIOG GUYYPOVNG, EVEMKTING KOl TPOCUPUOGTIKNG
VOONAEVLTIKNG eKTTOidEVONG.

4. Yovumepdouoto

H mapovoa epyoacia avédeite v kabopiotikn onuacio tng Texvntig Nonpooovng (TN) ot
GUYYPOVY] VOONAELTIKY] €KTaidgLoN, KaODG Kol TG TPOKANGELS 7OV avTUETOTILEL O
Tapadoclakds TpOnog ekmaidevons. Eival mhéov caeéc 0Tl 1| EVOOUAT®OGT TMV TEYVOLOYLOV
TN dev omotelel omAcdg o kowvotopio, oAAG pio avoaykoio €EEMEn vy v
OTOTELEGLLOTIKOTEPT] TPOETOLLOGIO, TOV VOGNAELTMOV OMEVOVTL OTIS OVENVOUEVES OTOLTI|GELS
TOV EMAYYEALLOTOC.

Ta Tieovektpata ¢ TN ot voonievtikn ekmaioevon ivar moivdidotota. H e€atopikevon
mg  paOnong UECH  TMPOCOPHOCTIKOV  GUOTNUATOV EMITPEMEL TNV KAALYN  TOV
SLQOPOTOMUEVOV aVAYKAV KAOE QOLTNTH, EVIGYDOVTAS TNV OTOSOTIKAOTNTA KOl TO EVOLOPEPOV
o™ uobnowokn dwdikacio. H duvatdmra e£doknong oe ekovikd mepPailovta, Kot
TPOCOUOIDNCELS PEATIOVEL TNV KAWVIKY EUTELPIQ, UEIDVOVTOG TAPUAANAC TOVEG KIVOUVOUG V10!
TOVG ac0eveic Kat EVIGYDOVTAG TNV AVTOTENOIONOT TOV EKTUIOELOUEV®V.

Emmléov, n ypnon TN vy dueon kol dopkn avoatpo@oddtnon, Kobmg Kot 1 aviivon
EKTTOALOEVTIKADV dEOOUEVAV, ETITPEMOVY TV £YKAPT| O1AYVOGT LobNGLOKOY SUGKOM®MY KOl TNV
OTOTELEGLATIKOTEPT] VITOGTNPIEN. AVTH 1) EMGTNUOVIKTY TPOGEYYION PEATIOVEL GUVOAKE TNV
TOLOTNTA TNG EKMAIOEVOTG, KODIGTMVTOC TN L0 EVEAKTN KO OVTOTOKPIVOLEVT] GTIG GUYYPOVESG
OTTOLTIOELS.

Qot6c0, 1 vobBétnon g TN cvvodevetar amd TPOKANGCEL, OMWOG 1 AVAYKY Y0 EMOPKY|
EKTTALOEVOT EKTALOEVTMOV KUl POLTNTAOV GTI| ¥PNOT TOV VEDV TEXVOAOYIDV, 1| €EAGQAAICT] TNG
TPOCTOGING TPOCOTIKMDY OESOUEVOV KOl 1| amoQLYN TN vaepPorkng e&dptnong omd ta
avtopato cvotiuota. EmmpocOeta, omotteiton otevy cuvepyosio peTald EKTOOELTIKMV
QOPEDV, TEXVOLOY®V Kol KAVIKAV SoU®V Yo Tov BEXTIoT0 oyedooud Kot poppoyn tov TN
EQUPLOYDV.

Yvvoyilovtag, m Texyvmt] Nonpoovvn mTPooeEPel 11 SLVOTOTNTO VO UETACYNUOTIOTEL 1)
VOGNAELTIKY EKTAIOEVOT| GE EVol SLVALLKO, EENTOUIKEVUEVO KOl TEYVOLOYIKE vITooTnPllOpeEVo
nedio uddnonge. H ovvemnc a&lomoinon g TN umopei va 00nyncel oty avamtuén ikavoy Kot
EVEMKTOV VOONAELTOV, ETOU®V VO OvTUTOKPOOOV OTIC GUYYPOVEC TPOKANGCELS NG
vyglovoKng mepiBoiync, cvppdilovtag topdiinia ot Beitioon g modtntag (oNg TV
ac0evoVv Kol TG ATOTEAEGLOTIKOTNTOG TOV GUGTNUATOV LYELNS.
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Iepiinyn

H mopovso epyoacio efetdler tTig dvvarotnteg ¢ Ewovikng Ilpaypoatikotntog (VR) va
petacynuaticovy v tpotoPdduio ekmaidevon. AVoAVEL T TOOAY®YIKA TAEOVEKTAHATA TNG VR,
OTMG 1 EVIGYLUEVT OEGUEVOT), TO PEATIOUEVO LOONGLOKA ATOTEAEGLOTAL, 1) KAAMEPYELD YVOOTIKAOV KOl
KOW®VIKO-GUvoueOnuatikdv  6g&lothtov, kot 1 adénon ¢ EKTAUOEVTIKNG TPosPaciiuotnTag.
[Ipocdiopilovtar PBacikoi deikteg amddoons (KPIs) yia ) pétpnon tov avtiktvmov g VR, ot omoiot
avtiototyiCovtot pe v AvaBewpnuévn Tagvounon tov Bloom. TTapéyovton eniong mpodiaypapég yio
TOL QAP OITN TO AOYIOUIKA Kot TTEPLe)OeEVO VR, kabmg Kot TpakTikég 0dnyieg yio Tov oxedlacud QOUAA®Y
epyooiag kot gpyoreiov a&lohdynong. H ékbeon tovilel tnv avaykn yio TpoGEKTIKO oXESICUO KoL
THPNOT TOV 0ONYIOV AGPUAELNG Yo TV ETTVYN Evemudtwon g VR ota dnpotikd oyoieio.

Aégerg krewona : VR, Tlpotofdda Exraidoevon, uétpnon KPI, Bloom

1 Ewcaywyn

H Ewovwn [paypotwomra (VR) opiletor og po avadvopevn teyvoroyion mov Onuovpyet
eUPLOioTIKAE Ko S1dPUCTIKG TEPIPAALOVTO. TOV TPOCOUOIDOVOVTAL HEGH VTOAOYIOTH, UE TOL OTTOi0 Ol
YPNOTEG UTOPOVV VoL EEEPEVVIICOLV KOl VO OAANAETIOPAGOVY, Kupiwg pécw yvalmv VR.[1] Avt) n
teyvoloyia Paciletol o€ Tpia YopoKTNPIGTIKA: TNV Tapovaia (Tnv aicOnor Tov va gicon puoikd "ekel"),
™ SdpactikotnTa (TNV KavdmTe Vo ennpedlelg to gikoviko meptPdiiov) kot v eupovdion (to
Oauropa e ypapung peta&d Tov eUGTKoD Kot TOL YNeLekoH KOGUoV).[2]

1.1 Towaywywd [Ticovekmpato g VR 610 Anpotikd Xyoleio

1.1.1  Evioyopévn Aéopevon ko Kivntpo

H VR av&avetl onpavtikd t 0£cevuon Kal o Kivitpo tov pedntov, kediotovrog t udnon duvoutkn
Kot 01dpacTikn [2]. Avti 1 evioyvpévn déopevon mnyalet and v wovotnta g VR va dnupovpyet

eupudiotikég, molvalcONMPlOKEG EUTEIPIEG TOL UEUDVOLV TOVG TEPIOTMAGHOVS KOl TPOKOAOVV
oLuvVooONUATIKY GVUVOEST e TO TEPLEXOUEVO.[S]

1.1.2  Bektiopéva Mabnowokd Arotedéopara kot Awatipnon ['voong

Ot podntég mov pabaivouy og e1Kovikd mEPIPAAAOV EMTVYYAVOLY CNUAVTIKA DYNAOTEPES HOONGLOKEG
Babuoroyiec. H VR pmopel va fertudcet tn datnipnon g yvoons émg kot 75% oe chykplon pe Tig
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TaPOdOGLOKES LEBOOOVG, e OPIGUEVEG LEAETES VO avapEPOLY dtatrpnon oyxeddv 80% petd amd éva
xpovo.[5]

1.1.3  KoAMépyeia I'vootikng Avantoéng

H VR Ponbd omv katavonon ovvletwv kot apnpnuévav evvorwv (my., STEM, yeopetpia)
KaO1oTOVTOG TEG AMTES Kot d1adpacTIKEG o€ Eva Tplodtdiotato mepBdilov.[2] Bektidvet Tig 68510t TES
OMTIKNG OKEYNG, TN YOPIKN EMLYVOGN, TN OWTHPNOCT NG UVAUNG KOl TG KOVOTNTEG EMIALONG
npoPAnuatov.H VR givar 1dwoitepa omoteAecuatikn yio v eKpadnon SadiKacTiKNg YVAOong, Kodmg
emutpénel otoug padntég va yepilovtar elkovikd avtikeipeva kat va de&dyovv mepdparta.[3]

1.1.4  IIpowbnon Kowwviko-XvvarsOnupatikedv Aeglottov

H VR egilvar éva "pécso mov mpokaiel evovvaicOnon” [6] mov emtpénel 6TOVG YPOTES VA "UTOVY GTN
0éom Kdmolov AAAOL", EVIGYDOVTOC TNV EvouvaicOnon Kot v ToAticpky koatovonon.[S] EvOappdvet
TN GLVEPYOAGIO KO TNV OPLOOIKT EPYAGIO LEGH KOVMV EIKOVIKOV EUTEPIDV KL AEITOVPYIDV TOALOTADY
TOUKTOV.[5]

1.1.5 IIpooPdaoyun kot Acpaing Biopotiky Mabnon

H VR mapéyet mepidrrovta ywpig kivovvo yia tnv eEdoknon og emikivovva 1 akptd cevapio.[3] kot
[5]. [Ipoopépetl eKTadELTIKN TPOGPACIULOTNTA Y10, LOONTES TOV JEV UTOPOVV VO TOPAKOAOVONGOVY TO
OYOAEID AVTOTPOCOTOG (.Y, AdY® 0cbévelng). Ot elkovikéG eKOPOUES OTOTEAODV [0, OLKOVOULKA
amod0TIKY] EVOALOKTIKY ADON Yiol TIG TaPadOCLaKES ekdpopes, eacparilovtac 100% cuppetoyn kot
ocoumepiinyn [7] kou [S]. Iap’ 6Aa ovtd To. TAEOVEKTAUOTE, Ol MEAETEC OV EYOLV YIVEL Y10, TNV
[IpwtoPado Exnaidevon eitvar capdg Atydtepeg [4].

2 Ileprypaen IpofAnquoatoc

2.1 Métpnon Avrtixtorov: Bacwkoi Agixteg Anddoong (KPIs) ko Evbuypdppon pe my
Ta&woéunon tov Bloom

[No vo petpioovpe Tov mpaypatikd ovtiktomo g VR oty eknaidevon, mpénet va opicove
GUYKEKPLUEVOLGS, HETPNGLUOVS, EPIKTOVGS, OYETIKOVS KOl YpoviKa decpsvpévovg (SMART) deiktec
amodoonc. Avtoi ot dgikteg dev mpémel va meplopilovtol dvo oty aKadnueikn exidoon, aAld va
KoAOTTOLV éva €VpL Paoua podnolakmdv arotelecudtov mov 11 VR pmopel va ennpedost. H
avtiotoiyion tovg pe v Ta&vépnoen tov Bloom pog emtpénel va aloloyioovpe oyt povo T
Ovpovvrat ot pabntég, oAAG Kot To BAB0C TG KATOVONGNG TOLG Kal TNV IKAVOTNTA TOVG Vo
epappolovv, va avarbovy, va aE0A0Y0DV Kot Vo, SNUovpyosv.

2.1.1 TlIpocdiopiopdg Metpnoipwv KPIs

H pérpnon g amotelecpatikotntog g VR oty eknaidevon meprhappdvel thv mopokolovdnon
TOV LoONCLOKOV OTOTEAEGUAT®V, TNG OEGUEVOTG KOL TNG AVATPOPOIOTNONG HLOONTOV/EKTAUOELTIKMV.
Ot KPIs wpénet va, sulhappdvovy tdc0 T yvooTiK) 660 Kol T1 GUVOLGONUOTIKT Kot YOYOKIVITIKN
avamToln.

2.1.2  Xoprtoypdonon omv AvabBeopnuévn Ta&vounon tov Bloom

H Ta&wvopnon tov Bloom mapéyet éva mAaicto yio tnyv TaSvoun ot TV EKTUOEVTIKOV oTdY®V, 0rd
™V avaKAnon PacIKOV YVOCGEWV £MC TIC TPONYUEVES YVOOTIKESG 0eE10TNTES, OTME 1] VAAVCT) KoL 1)
onuovpyia [8]. H eveopdtmon g VR pe v Ta&vounon tov Bloom kabodnyel toug pobntég péow
TPOOSELTIKA GVVOETMOV YVOOTIK®OV gpyacidv [10]. H ta&vounon mepthapfavel yvooTtikovg (yvaoon,
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Katavonon, Epopuroyn), cvvaicinuatikods (cuvarshnuata, a&ieg) Kot YyoyoKvnTikovs (puotkég
de&10treg) topels, ot omoiot pmopovv GA0L Vo GLGYETIGTOVV LE epappoyés VR [8].

H VR Aertovpyei og katoddtng yio v avamtuén 6e&lotntov avatepng tééng oxéymc. Evo n
TaPad0GLaKY| ddackaAin cuyvd divel mpotepatdTNTA 6TO YoUNAdTEPQ eMimeda TG Tagvounong tov
Bloom (Qupéypot, Katavod), 1 kabnAotikn kot S1adpactiky] eoon g VR dtevkolvvel povadikd tig
de&10treg oxéyng avotepng Taéng, onmg 1 Epappoyn, n Avaivon, n A&loddynon Kot 1 Anpovpyia
[8]. Avtd petaromiler T pdbnon amd v wadnTIKy Ayn oty evepyd 01KodOUNGT YVAOGTG,
€VOVYPOULIGHEVT HE TIC KOVOTPOLKTIPIOTIKEG Kot Plopatikéc Bempieg nabnong [9].

Eninedo T'vootikn Mofnoiaxn Apoactnplota Avrtictoyotr KPIs
Bloom Awdkacio Evioyopévn pe VR
(Iapdaderypo Anpotikon)

Oupuauon Avaxinon Ewovikn exdpoun otnv Andxmon 'voong (m.y.,

yeyovoTmv, 6pmv, apyoio Atyvmto, avoyvopion aplOpoc cwotd

Bacikdv evvoldv. Bactkdv opdonuoVv Kot AVAYVOPICUEVOV

OVTIKEWEVAV. OVTIKEWEVQV).

Kotavod E&nfynon wemv 1 E&epedvnon tov avOpomivov |  Kotavonon Aenpnuévaov

EVVOLDV. KUKAOQOPIKOV GUGTNLLOTOG Evvoldv (m.y., capnvela

omv VR, ka1 611 cuvéyeia e&nynong, coot

mTEPLYpOPN TG Acttovpyiag |  akolovbio pong aipatog).
KGOe opydvov.

Epappolo | Xpnon minpoeopidv AteEaymyn ewcovikol | ATdKTnom AldIKAGTIKOV

0€ VEEG KOTAGTAGELG. EMGTNUOVIKOD TEIPALOTOG AgElottav (m.y., cOoTd

(m.%., 0CQOUANG ovaén Pruota Tov

ANUIKOV), TOPATHPNOT akolovBovvtar, axpiPeic

avTIdpdoEmV. UETPNOELS).

Avolom Aldomaon IThonynon oe éva eicoviko | Kprrikn Txéyn & Enilvon

TANPOPOPLDV GE 01KOGVUGTN M, OVOYVOPLoT [Mpopinudrev (..,

pépn v e€epevovnon | oxécewv Onpevti-Onpdpotog aKpIPNg avayvapion

oYé0EMV. KO TPOPIKAOV AAVGId®V. oxé0E®V, AITIOAGYN O

TOPATNPGEDV).

A&oloyd | Attioldynom piag Soupetoyn o€ oevdpro VR | EvovvaicOnon & Alhayn

andpacng 1 mopeiog OOV £VOG EIKOVIKOG Ontwng I'oviag (m.y.,

dpdong. YOPAKTNPOG OVTILETMTIEL €MAOYTN Opdomg,

éva KowoViKd StAnuua, Kot artoAdyNnon

GTN CLVEYELD EMAOYT] KoL evovvaictnong),

OITIOAOYNOT HLOG OTAVTNONG Xvvepyacio &

ue gvouvvaicdnon. Emicowvovia (ebv

ou{ntOei pe opoTipovg).

Anuovpy® | Anpuovpyia vémv Xpnon evog epyodeiov | Kprtikn Zxéyn & Enilvon

W0EDV, TPOIOVIOV M oyeolacpuod VR (m.y., [popinudrav (m.y.,

TPOT®V Bedpnong CoSpaces Edu) yio ™ KOVOTOUEG AVGELS),

TOV TPOYLATOV. dnpovpyia evog etcovikol | AmdKTNoT ALUSIKAGTIKOV

HOVTEAOL oG PLdoiung Ag&ottav (my.,

TOANG 1| LIOG IGTOPIKNG Kvplopyio epyareiov

OKNVNC. GYESAGLOD).

IMivaxag 1. Evovypappen Madnocok®dv Apastnprotitov VR kar KPIs pe ta Enineda g
Ta&wvépnong Tov Bloom
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3 Ilpotewvouevn Avon

210%0¢ NG £PELVAC MOV €ival Vo PETPNCM TNV OTOTEAECUATIKOTNTO TV YvoAmv VR oty
[IpwtoBdOua Exnmaidevon. o tov okomd ovtd eméreo KOTAAANAOVLS TOPOLS AOYIGHIKOD Kot
VAMGLKOV Yo va Kve HeTpNoels anddoong otovg padntég dnpotikod cyoAeiov. EmAéytmrav ta
Headsets ClassVR g Avantis. To oyoleio pov dwbéter 8 tétown headsets ko o modd oty
TEPOUATIKT O10d1KaGio £pYOVIOL GE EMAPT UE TO OOOKTIKO VAIKO YWOPIGUEVE GE VTOOopades. To
ClassVR mpocpépet Tnv 6uvatodTnTo 6TOV S1066KOVTA VoL £EL KEVIPIKA TOV TAT PN EAEYYO TMOV LOCKDV.
To ClassVR mapéyet 1o d1kd tov mepieydpevo pécsm tov "Eduverse”, tng online TAat@oppog wov divet
TNV SLVOTOTNTO GTOVE EKTOLOEVTIKOVS VO EYOVV AUEST TPOGPOOT G EKTALOEVTIKOVG TOpovC. Emtpénet
EMIONG OTOVG EKMOLOEVTIKOVS KO TOVG HoBNTEG va onpovpyovv Kot va aveBdalovv 1o dkd TOLG
nepleyopevo. To mepieyopevo pmopel va givar 3D poviéha oe popeny GLB 1 STL apyeiov
(Onovpynuévae pe KotdAAnio Aoywouikd, m.y. Paint3D, Thinglink) 11 360 owtoypagpieg 1 Pivteo
onpovpynuéva amo 3D kapepa.

Kdémotot amd tovg mopovg AOYIGUIKOD TPOGPEPOVTAY ETOLLOL OTO TNV ETAPELN TOV OKOLGTIKGV VR
Kot Yo ovtd glvar TPooPAciot Hovo Yo 6G0VG £xovv cLVOpPOUT. AT guéva onovpYNONKe T0 VAIKO
NG TPATNG GEPAC TEWPANATOVY, HE o 3D kduepa ko givar opatd otov cbvdesuo Bivieo. Emiong,
dMUIOVPYNONKAY Ao EUEVE, KOl TOVG GUVEPYATEG LLOL GTNV £PEVVA PUALD EpYaciog Tov Kabodnyovv
TNV EKMOOEVTIKT Oladikocic, Kabdg kot @OAAN a&loAOYNONG Yol TO OMOTEAEGLOTO TNG O0UCKAAING
(umopeite va ta deite oTov cHvdeoo oevdpla VR). T'a tovg 6Komovg g £pguvag ypnoiLorodnikay
pabntég idrog nAkiog o kKabe pétpnon pe 1010 pabnotokd voPadpo, yopiouévol e 600 OUAdES, LE
™V pio va omotelel opdado eAEyyov.

4 Xvumepdoupoto

To cvumepdopota g épevvag eivar o€ eEEMEN. H pdn 6E1pd TEPAUATOV £YIVE TOPATPDOVTAG ULOL
E’ 16&n 24 toauduov, yopiopévn oe dvo vmoopddeg 12 padntov. H pelémn avtr £6e1&e pupn| Sapopd
amOd00NG TV LoONTOV 6€ CLYKEKPIUEVO oTaluicuévo UALD a&loldynong KAELeToy TOToV, 3.7%. H
GELPA VTN TOV TEWPAUATOV aPOpPOLSE TO pabnua g [otopiag Kot fTav Lo EKOVIKY TEPTYNON GTOV
X®Po ™G Axpomoins. O podntég g piog opddag etyav otnv 61deon Tovg 6 Aemtd yio va Stofdcovv
Keipevo mov avaeépetor ota [Ipomdiaia kot oto Epéybeto kan GAla 4 Aemtd épremav ota yvaild VR
10 oYeTkd 3D video GuvodeLEVO 0 TO TPOTYOLLEVO KeIEVO ¢ apnynon. Ot padntég g opdadog
eréyyov giyov 10 Aemtd (tov id10 cuVOLKd Xpovo £kBecTg 6TO VAIKO) Yo VO LEAETIIGOVV TO KEIUEVO
avaQopdic. TNV emOUEVT] GACT Kol ol 000 OUGdEg Eypayav To 1010 EUAAO a&loldynong yio Tov 110
xPOVO (8 Aemtd). Xe devTEPN OACoT KOl 0OV l)E LEGOANPNOEL SIAGTNIO EVOG VO, OL LOONTEG KOl TV
dv0o opddwv VoA nkay oto 1010 PUALO afloAdynonc. Exel, 1 dtupopd anddoong Tmv dVO apyIKdv
ouadmv NrTov woAL peyoAvtepn 11,4%. H dwgopd avth eivor kot onupoviiky] oAld kol TOAD
SLOPOPETIKT OO TNV aPYIKN, LETPTION TTOL deiyvel OTL 1 opdde, wov Epade pe v ypnon VR dwmpnoe
GTNV LWVIUN TNG TOAD KOADTEPO TNV YVOOT).

Epunvebovtag v mpmtn 0wt 0Epd TEWPAPATOV, SOMIOTOCHUE OTL TOGO TO VAIKO 0G0 KOl Ol
e€etaloueveg de&10tnTeg avagépovtay Kuping otnv tpotn Pabuida g tagwvopiog Bloom, dniadn
oV avdxkinon minpogopioac. Eriong, 1o didaktikd viikd omd v uebodoloyia g Epevuvdg pag sival
TOVTOOT|LO, KATL TOV {6MG eV SIVEL TO GUYKPITIKO TAEOVEKTN O, TTOL B0l LTOPOVGE VO, EYOVV Ta YOUALL
VR.

INo tov Adyo avtd eipoote oty dadtkacioo dNUIOVPYING SOAKTIKOD DAKOD TOV VO OVOPEPETOL G
avatepeg de&otteg katd Bloom, 0mmg yio mopddstypo v PeAETN TOU KOKAOVL TOL VEPOV. ZTNV
pétpnon ovty ypnopomomoape 6vo tuquatoa e I onpotikov, pe 17 maidd to kabéva, pe to Eva
T H vo Opa g opdda eEAEyyov. H opdda pe ta VR giye v duvatotnta va mepinyndei o Eva eikovikod
TEPIPAAALOV OTTOV UTOPOVGE VO OEL TIC LETATPOTEG TNG PACT] TOV VEPOD GTO PLGIKO TEPPAALOV, VALKO
étolo amd v etapeio mov enétpene peydho Pabud aAinienidpaocng otov podnt, evod 1 opdda
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eréyyov perétnoe v oxetikn Bewpia. H dwodikacio avtr eivorl og e£EMEN aAld Ol TPpMTEG LETPNOELS
delyvouv aontd peyarvtepeg amokAioelg peta&d v 600 opuddmv padntmv, 10.78%. Apketoi eival ot
wpofAnuarticpol yuo v dadikacio g épevvag: o va petpnoelg avatepeg 0e£l0TNTEG amotTeiTol N
duvatotnta yprong N dnuovpyiag AoyoHKoD TOV Vo TPOGPEPEL OVGLUCTIKEG AAANAETOpAoELS (..,
va mdvouv avtikeipeva, va Advouy oA, va OAANAETIOPOVV e XOPAKTIPES) Kol Vo dnuovpyel pio
woyvpn aicBnon mopovaciog, mov dev givol whvta 0koAo Yo vo dnuovpynbei 1 va Ppedel Etoyun kon
TPOGTEAAGILT. ATOTOUVTOL EWOKES YVDOGELS TOGO OO TOVG EKTOOELTIKOVS AALA Kol OO TOVG PLoBNTES
OV TPEMEL VAL YIVOLV Kol aVTOol dMpovpyol meplexopévou av BEAovpe va Tdpovpe to péYeTo and v
teyvoroyio VR. Metpnoeig mpémel va yivouv emiong avdioyo pe v nAkia, tnv YevikoTtepn emidoon
TOV TOOLOV Ko To £100¢ TS udbnong mov mpotipovv. To TAN00g TV pabntdv mov cuurepthapaple ¢
TOpa glvor oNUOVTIKO OAAG KATO TNV YVOUN HoG Oyl aKOUo apKeTd Yo OGQOAT] CLUTEPAGLATO.
[Ipocappoyég mpémet va, Yivouy cOUPOVE LE TO EAANVIKO 0voAVTIKO Tpdypappa. To emotnuovikéd ovtd
1edio Bewpd OTL €lval TPOGPOPO Y10 VEN EPELVA KOl LAMOTO JIETIGTILOVIKT].
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Iepixndm

Yy epyaocta auth e€etdoupe v xenon Texvntic Nonuoolvng xaw cuyxexpuyéva, Ava-
yvopone Zuvachnudtov Ipochnou (AXII) oto Ofutpo. Txomd €youpe v avéiuon xou Bob-
HOXOYTNOY TNG EXPRUC TIXOTNTAS TV NPOTOLMY, TUREYOVTIC TOUS TUUTOXEOVA YENOUWT oVITEO-
poddTNon Yy v Pertinon twv umoxplitixdy xavothtwy tous. H mpocéyyion Paciletoun ot
éva awyvidomotnpévo teptfdAhov mou alomotel oyopiBuouc unyavixrc udbnone. H teyxvoroyio
oty €xel TN BUVATOTNTA VoL BENTUOGEL XOUL VOL EXCUYXEOVIGEL TNV EXTA(BELOT TwV NBOTOLDY AANS
%o VoL EVIoYOCEL TOV PEAAIOUS G TN SNuLoueyia PMeLoddy X oeax ThpmY.

AéZeic »xhewdid: Facial Emotion Recognition (FER), Theatrical Acting, Machine Learning
for Emotion Detection, Gamified Training for Actors, Affective Computing.

1 Ewooyoyvn

To Béatpo elvon pior Buvox Lop®t emxovoviag, oxedlacuévn oo yio Puyaywyie 660 xa yia
™V éxgeaoy cuvouchnudtwy. Méow Tou cuVBUACUOD PuVAC, xivnong xou expedocwy, ol ndorolol
divouv L1 o oeVApLoL X LOTOPIES, UE OXOTO VO ETULXOVWVAGOUY TNV EXFCTOTE Lo TOP0l GTO X0V
TOUC X0l VO TTROXONEGOUY xdmolo. cuvaichnuoatxr) avtidpoon péow avtic. Eved o yevixde tdvog
TOU €XEL WLaL ToparywyY) 6COV apopd 6To cuvalchuata Tou Teoxael divetan and To oxnvobéty, ev
TENEL oL Beatég cUVBEOVTAL UE TNV EVOUEXWOT] XU TOEOVGIIGT] CUYXEXPUEVOY pOX®Y amd Toug Mbo-
To100¢. XENOUOTOUWVTAUS OLAPORES EXPEACELS, XELPOVOULES, XIVACELS TOU CWUATOS, TOVICHOUS ol
TUNAVTWOELS TNG PWVAC, xaBMdS xou 0TONES 1) wdoxe, ol nornotol mpocnabfolv vo expedcouy 6Go
xoXOTEP YiVETOL Tot CLVALCHNUATA TWY XAEAXTHEWY TOUE, ETUTEENOVTNS €T0L GTO XOWO Vo Bundoel
Ta ouvancHjuata auTd ot TpocwTXd eninedo. Ot teheutaleg e€eilelc oe alyopiBuoug avaryvapeiong
cuvaoOnudTov [22] topéyouv véeg SUVUTOTNTES, OL OTIOIES UTOPOUV VAL YEQPUEWGOUV TO XEVO PETAED
e Oeatpnc €xpeacme xaL TV BLadEACTIXWY PNPLax®y PECWY, OTWS Yia ToEAdELYUo Ta BrvTeonal-
yvidia, xaw uropolv va a&tomonBoly yia vor BEXTIOC0UY TNV oy edioon xou Snutovpy ol YaeaxXTHEMY,
Topéyovtoc o LwvTtovols XaL T TEUTOUS PNPLaxols XopoXTHRES.

e qUTHY TNV epyacia, OXOTOC HAC EIVAL VO EPEUVAGOUUE TNV DUYVUTOTNTO EQPAPUOYHAC TOV TENEL-
Tatov Texvoloyidv Troloyio g ‘Opaong xan Mnyovixric Madnong npoxeiuévou va aviyvedoouue
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xat var BofuoNoyoouUE TNV EXPEAC TIXOTNTU TOV TEOCWTWY TV NHOTOLOY WS TEOS CUYXEXPLUEVL
ouvauoBfuata. Ou tedeutaies e€elielc oty ocuvauoOnuatiny vtoroyiotwxy [1] , éxouv xotapépet,
o ovononTxo Paduod, var avary voploolY %ol VoL XUTHYOPLOTIOLACOLY UTOUATA OLAPORES VB TL-
veg exgpdoec. H auvtoportn autr Swbixacia amoxahelton Avaryvapeion Xuvouchnudtov Ipoownou
(AXII) [4, 5, 9]- xou oty mopovon epyacio napouctdloupe TNV TGN andrelpd EQapuoyYhc AUTAS
e TEYVONOY(0G oE Oeatpind mepBardoy péow tng autduatne Babuodéynons tou néoco aroteAeoua-
Txd ot nforotol exgpdlovv autd ta ouvatotiuata. H 6xn npocoéyyion Pacileton otn dnuoveyia
evOc mowyviomolnuévou TeptdANovtog, 6mou nonolol, e v Borbeia tTne texvoroyiog, unopolv va
BeXtuwoouy TNV €xpact Twv cLVALCONUATOY TOUC Xot xUT’ EMEXTUON Vol BENTLOGOLY GUVONXE TNV
UTIOXELTIXT] TOUG IXAVOTNTA. X

2 Avayvopeion XuvacOnudtov ITpoocwnouv cto Ocatpo

H AXII ypnowonotel Texvnti Nonuoolvn (TN) yior vor avoboet xon var xortatdel avBpddmiveg
EXPEAOEL OE BLdopeg cuvaLoONuATIXEC xaTryopleg, OTWS 1 Yoed, N oTevoxeid, o Buudg xau 7
éxmanén [4, 5, 9]. Evé n AXIT egopuéletan oe toyelc dnwe n exnaldevon [24] xou 1 uyelo [11, 3], n
xenon e oty utoxpluxy| éxel ueivel aveZepetvnn [14]. Alyec andneipes €youv yivel va egopuootel
1 ouvouohnuaTxy UTONOYLOTIXY 6TOV Topéa Tou Bedtpou [25] xou autés oToyedoLV XUplng oTNY
avdAUoT TOV avTdpdoewy Tou xowol [14, 15], evéd d\kec epyaociec eotidlouv otny ouhio TV
nfortowdv [12, 13] xou otic xviAoelc Tou ompatoc [18], oAN& byl oTic EXPPAOELS TOU TEOGMOTOL.

Yo Béatpo, 6mou N napousiaot evog cuvanchfuatog eivon udictne onuasciog yior TNV Yuyarywyio
TOU X000, 1) xavoTnToL Var oviyveutel xou vo Babuoloynbel éva cuvaloOnuo uropel vo mpoc@épel
o toug Nhomololg ToNITIUN avatpo@oddtnor. H epyasia pog epeuvd to tog uropet  AXIT vo aglolo-
YhoeL exppdoclg oe €va Beatpixd TeplBdrNov, divovtag Ty duvatdtnTa oe nbonolols va BeENTidGOUY
X0l VoL TENELOTIOLACOLY TNV 06800 GUYXEXPWEVODY cuVALGONUdTOY. AVTl yiar vor oviy veDOUPE UGS
Ta cuvonoOuata, oxondg yog etvan vo fabuoroyolue to T6cO emTUYNUEVA ToRoLaLaleL Evag nbo-
TOLOC €val CUYXEXELEVO cuvalcnua p€ow TN EXPEAcTE TOU, TEOCPEPOVTIC TOU YEHOWO O ToLYEld
Yo TNV OMOTEAECUATIXOTNTA TNE andmelpag Tou. I'a va to xatopbwoouue autod, aélomoolue oly-
xpovouc axyopiBuouc unyovixic udbnone [20, 19] or omolor avakbouy v €xgpacn evdc nonotod
OF TEAYUATIXO XEOVO, TAEVOUOLY TIC EXPEACEL; O TN yopieg cuvauchnudtoy, xou tapéyouy Bab-
poloynom tou cuvauoluatog pe Bdon cuyxexpéva xplthle Omwg 1 axpifeta, 1 évtaom xou 1
EXPEAC TIXOTNTA TNE XAOE avVamaPdo TAoTC.

H mpocéyylo1| Hag EVOOUATMVEL XAl ONOXATPMVEL ToL ATOTENECUATO ATO OLUPOPETIXEG EQEUVT)-
Txée eqopuoyéc onwg (1) N aviyveuon cuvaoOnudtwv, Sn\adr o eviomiowds xar 1 xotdtaln Twv
exppdoewy ot dlaxpltd ouvouotiuata, (ii) 1 Pabuoéynon cuvauchnudtwy, dnhadh 1 alloéynon
TN TOLOTNTAC Yol TNG EVINONG VTV TwV cuvaucOnudtwy oTny €xgeacn tou nbomolod o ava-
TPOYOJGTNON Ylar TNV amdTEpa Tou, xou (iii) n naywibonomuévn extaibevon, dnhadr 1 dnuoveyia
EVOC T VOO0 UE oxoTO TNV exmaldevon xou T BeXTlworn TG ex@eacTiXOTNTAS TwV NBOTOLOY
TOUC PEOW oVaTEOPOBOTNONG OE TpayUatixd yedvo. I'a va emitdyouye Tor mopomdve a&lomoloVuE
€vo Tpo-eXTTAUdELUEVO HoVTENO Tou eedixeveton oty AXII [7, 2, 23, 6, 16, 17, 10], to dataset
Tou omolou TEQINIUPAVEL EOVES BLAPOPWY AVINUCEDY XAl TEOCKOTO OXWY TOV NALXLOY, QUNDY XoL
(PUAGDY. UXOTEVOUPE VOl ETEXTEIVOUPE oUTO TO LOVTENO exTtoudeovTog To emnAéov ot (i) mpdbowma
ot omofo efvon xa\uppéva pe pdoxes diapdpwy ewdmv (8], (ii) exgppdoeic nborowdv and didpopa Pi-
vteo xou touviee [21] xou (iii) exgppdoeic VEwv nhomoudv tou axdua extoudebovion (T.y. Qoltntéc oe
TUAUATOL EMLTENEC TIXWYV TEYVOV).

Ev xatoxheidr, n AXII elvon éva untooyduevo epyarelo yia Toug nbomololc TEOXEWEVOU VoL TOUG
Bondroel va Bertiwoouy Ty anddoon Twv cuvaolnudtov. Méow tng avéiuong xan tng Pobuo-
AOYNONS TOV EXPEACEWY, N TEXVONOYIO oUTH TaEEXEL AvaTEOPodOTNOY Tou Umopel va aglonoindet
oYL HOVO Yl TNV exTTodBELOT TOV NHOTOLWY, AANG %ol DEUTEPOYEVHV GTOV TOUEN TNG OXEdUONS
dnproxasv yoapoxthenv. ‘Oco 1 TN eleliooetar, n AXII €xel TNV TEOOTTIXT VoL UETOHOPPWOEL TOTO
10 Topadoctaxd Batpo 6G0 xou To BladEUc TG, YNn@laxd HEo APy NONS LOTOPLDY, SNULOVEYWVTAS
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mo Bobelc ouvancbnuatixoie deopoic peTalld Ty NHOTOLWY X0t TwY XovKY Tous. Evidocovtag tig
TAneogopieg mou Oo AowPdvouv and tnv AXIIL, oi nbomolol Bor Exouv ular aVTIXEWEVIXY), CUVEXWMG
Bladéouun TNy n avaTeopodoTNONS YLot VoL SOUNEPOLY ot Vo BENTIOGOUV T EXPEAC TIXA TOUS UECOL.
H moapotoa mpocaéyyion unopel va enextobel xou oe Touel extdc Tou Bedtpou, 6Twg 6T oXEdidoN
Ineraxdyv xopaxtipwy, Bextidvovtag (i) ™y éxgpacn cuvaicbnudtwy péow exgpdocnv twv ¢n-
proaxav yopoxthewv ot Prvteo mouyvidia, (i) to cuvaucbnuoatixd Bdboc xou tov peaklond PmeLoxddv
YopoxXTHEWY, oAAG xou (iii) v anotimwomn xot INANAETBpooN TOV YAUPUXTHEWY UE TOV ok Th.
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Abstract

Indoor positioning in large complex environments such as multi-hall museums, is an abiding
challenge, especially when popular low power and cost-effective technologies like Bluetooth Low
Energy (BLE) are used. This paper presents an integrated approach combining visitor behavior
modeling and machine learning (ML) classification to enhance the accuracy of indoor positioning,
based on pilot measurements at the Museum of Modern Greek Culture (MNEP), in Athens.

In the first part, a modeling framework is proposed, that simulates visitor movement in MNEP
exhibition spaces, and movement patterns are defined, with roles such as "Visitor”, "Crowd”, and
“Body”. These roles are played by actors wearing BLE beacons for the collection of RSSI
measurements from BLE gateways installed near exhibits.

In the second part, 20 RSSI datasets produced from pilot measurements in 47 MNEP halls, are
analyzed using supervised machine learning algorithms such as K-NN, C4.5, Random Forest,
SVM and MLP. Random forest produced the highest accuracy (86.83%), especially in halls with
minimal cell-ovelap. Data separation based on "Visitor” and "Crowd” roles, enabled interesting
insights on how movement behavior affects classification performance.

Overall, this study demonstrates that behavioral modeling combined with ML classifiers may offer
a robust framework for BLE-Based Indoor positioning.

BLE / RSSI Indoor Positioning, Museum visitor modeling, ML classification

1 Introduction - Problem Overview

Indoor positioning systems are becoming increasingly important in museums, as they support
dynamic management of visitor flow, improve accessibility, and enhance visitor experience
delivering location-based personalized content[1][13][18]. Moreover, visitor movement statistics
provide valuable insights to museum managers, into visitor behavior evaluating exhibits and routes
.[5][16]As visitor numbers and exhibition layout complexity increase, visitor monitoring is becoming
a key requirement for enhancing visitor experience and overall museum performance

Deploying positioning in complex, multi-hall museums poses significant technical challenges, as
high sensitivity to environmental variability (shape of rooms, showcase layout, surface
textures), signal interference, and human presence / movement, impact positioning accuracy.
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In such spaces, with heavy visitor traffic seriously impacting the ability to maintain Line-of-Sight
(LOS), Bluetooth Low Energy (BLE) technology coupled with Received Signal Strength Indicator
(RSSI) technique for proximity positioning, are widely adopted due to their low cost and ease of
deployment [1][3][8][15]. However, they suffer from low accuracy, noise and multipath fading
issues[3][11][15]. Appropriate visitor modeling and methods for increasing positioning accuracy
are thus required.[6][9]

Our work reports on the experimentation on visitor modeling and supervised machine
learning (ML) classification, in the context of the MELTOPENLAB project *. In part A of the paper,
a modeling framework is proposed to simulate visitor navigation between showcases in diverse
museum spaces. Visitor behaviors are categorized adopting popular models in relevant
literature, and experimental movement patternsandroles are proposed, that incorporate different
visitor movement dynamics, for measuring proximity accuracy. In part B, 20 RSSI datasets from
47 exhibition halls are processed using supervised ML algorithms, including K-Nearest
Neighbors (K-NN) [17], Decision Trees (C4.5) [14], Random Forest (RF) [20], Support Vector
Machine (SVM) [4], and Multi-layer Perceptron (MLP) [10]. Classifiers are trained on diverse
temporal and spatial RSSI patterns and evaluated in terms of accuracy for different sensor
densities and visitor behaviors. Visitor modeling and part of the results reported in this paper, are
analytically presented in [1].

2 Part A: Visitor Movement Modeling

2.1 Factors Affecting Visitor Movement Modeling

The exhibition spaces of the Museum of Modern Greek Culture (MNEP) [2] present a wide
range of sizes, ranging from small square / rectangular halls with an area of 9 — 10 m2, to large,
often narrow halls with an area of 55 - 70 m2, with varying openings (windows, doors), surfaces
(walls, showcases). A unique, in terms of hall characteristics, case, is the Tsisdaraki Mosque[2],
a single hall with an area of 105 m2. Characteristics of the halls under coverage, associated with
factors affecting radio coverage and sensor operation, are listed in the following:

» Surfaces & openings: Walls, doors, furniture and showcases absorb radiation power,
while reflective surfaces cause distortions with increased multipath fading.

» Line of Sight (LOS) & Shadowing: Lack of LOS (NLOS), as well as objects between
transmitter and receiver (shadowing), cause degradations in signal strength. Dynamic
shadowing from high visitor traffic was assumed.

« E/M Interference: Electronic devices of all kinds may interfere and distort signals.

Modeling of visitor movement considered factors relating to speed and direction changes,
affected by visitor density, layout, and demographics. Navigation modes were identified as[1]:

+ Nomadic movement: Visitors follow structured/free routes while spending time at exhibits.

» Continuous movement: Visitors move through cells without consistent stops.

2.2 Implementation of Visitor Modeling

Virtual cells of coverage were built using Bluetooth (BLE) sensors. With 12 m2 BLE cells
and about 2 showcases per cell, it was assumed that, during peak hours, an average of 4 visitors
per cell are accommodated. The average time spent in front of an exhibit can vary widely
depending on the type of exhibit. Commonly accepted values for average time spent in front of

1 MELTOPENLAB: Documentation and Ontology of Modern Cultural Heritage Exhibits/Objects and Methods for Restoration and

Maintenance, Behavioral Analysis and Creation of Personalized Visitor Experience in Museums and Multi-Cultural Sites/Open Labs, R&D

Project, Co-Funded by the EU Regional Development Fund (ERDF), in the context of the Hellenic ESPA Operational Programme. Available

online: https://meltopenlab.gr/ (accessed on 23/04/2025).

44



10 ot k6 Zuvedpio TTAnpo@opikng & TnAETKOVOVIGV Mavemotmuio [Tehomovviioov, TpimoAn

an exhibit in art museums, range from 21 sec. to more than 41 seconds [1]. However, given the
density of exhibits and the high expected traffic in MNEP[2], a lower threshold of 10 sec was
assumed to model the minimum time spent looking at an exhibit in a cell. If the average
distance between the centers of two adjacent (and marginally overlapping) cells is about 5m to
6m, a visitor moving at 1.2 m/s needs approximately 4.6 sec to change cells. With an average of
2 showecases per cell, a visitor would spend at least 20 seconds in the cell looking at exhibits,
and the average cell roaming rate would be 24.6 sec/s. The behavioral models of visitors, based
on movement characteristics were named after popular literature models [1] and are illustrated
in Figure 1, along with the movement parameters defining them.

Visitor Behavioral Model

Movement Parameters whAnts wButterflys wFishs

Proximity
Wisitor in cell

Vigitar in cell boundaries

Visitor out of cell

Contact (sensor—visitor)

LOS

HLOS

Cell roaming rate

Relatively slow (>24.6 5)

Relatively fast (<24.6 5)

Navigation mode

Momadic—Structured

Nomadic-Free

Continuous—Free

Figure 1: Visitor behavioral models based on movement parameters(1].

Based on the above models, and considering that speed of movement and direction changes
are critical for most movement parameters, three distinct visitor roles were defined [1]:

« Visitor: moves within the cell at low speed, changing view every 10 seconds.

« Crowd: moves continuously and at moderate speed, shadowing the Visitor.

« Body: remains mostly stationary within the cell, sometimes close to the Visitor.

©

Proximity semsor

A measurement pattern was defined, based
on the above roles: Visitor performs 90°
rotations every 10 seconds; then the Crowd
circles around, and finally two Body users
approach, all remaining still at the end.
Although, the roles were initially designed based
on MNEP specific assumptions, they actually

incorporate behaviors that are quite generic:
individual exhibit-focused movement (Visitor),
dynamic group motion (Crowd), and stationary
presence (Body). Therefore, these roles are
potentially applicable to different exhibition
layouts and museum specifics, and further
validation in other museum contexts, would
help confirm this.[1]

Movement roles — Visitor, Crowd, and Body —

are visualized in Figure 2.

2.3 Measurement Results

CROWD

-
. ((xin) 3
((~i-|)l|

'vvsn’on "

P8
BODY BODY

Figure 2: Visitor behavioral models
based on movement parameters(1].
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The proposed modelling was tested by choosing the "ant” model and conducting positioning
accuracy measurements with the 3-role measurement pattern, for a number of different position
(BLE cell) prediction methods, based on detecting the strongest signal (maximum RSSI) in a
time window of 1, 3, 6 and X seconds (maxRSS-1, 3, 6, 6¢, X) of recent signal measurements
as defined in [1]. In single spaces with high cell overlap, crowd role demonstrated a significant
performance improvement, compared to visitor role. In contrast, in tubular spaces with low cell
overlap, crowd role showed similar or deteriorated performance. The following figures depict
the different behavior of the crowd role (dotted lines), as opposed to visitor role (continuous
lines) over the temporal position prediction methods and different datasets (each line), in these
2 cases: high-cell and low-cell overlap. Vertical axis represents % prediction accuracy[1].

maxRSS accuracy trends with high cell overlap maxRSS accuracy trends with low cell overlap

Figure 3: RSSI temporal methods Figure 4: RSSI temporal methods
accuracy trends in high cell-overlap hal[1]l. accuracy trends in low cell-overlap
halls[1].

3 Part B: Machine Learning for Indoor Positioning

3.1 Machine Learning Algorithms

For the classification task, five supervised machine learning algorithms were employed: K-
Nearest Neighbors (K-NN) Decision Trees (C4.5), Random Forest (RF), Support Vector Machines
(SVM), and Multi-Layer Perceptron (MLP). These algorithms were selected for their widespread use
in classification problems. The classification problem is formulated as a multiclass prediction task
[7], where the goal is to predict the actual BLE cell (cell-ID) in which a device is located — serving
as the ground truth label. Each data sample is a feature vector consisting of RSSI values,
representing signal strength received from a specific BLE gateway installed across the museum's
rooms. These features capture the signal conditions at the time of measurement, while the label
corresponds to the actual BLE cell where the visitor was located.

3.2 Implementations and results

ML algorithms, were implemented in Python 3.12.4 using the PyCharm Integrated
Development Environment (IDE). The implementation was carried out with the Scikit-learn
library[21]. Hyperparameter tuning was applied to identify the optimal parameters. A 10-fold
cross-validation approach was also adopted, maximizing dataset utility, reducing risk of
overfitting, accounting for the variability in data patterns distribution across different subsets,
and ultimately ensuring that adequate training data is available in each iteration[7]. Results
(algorithm performance per dataset) are presented in the table below. Since the datasets vary
in size and values, the selected hyperparameters differ across datasets. Cell prediction accuracy
(% percentage), as the ratio of correct predictions to the total number of predictions per method,
was adopted as the most important performance indicator to aid evaluation.
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# | DataSet | K-NN | C4.5 | RF | SVM | MLP
1 | Tz.P2.vs | 73.00 | 82.00 | 83.00 | 73.00 | 63.00
2 | Tz.P2.cr | 66.27 | 73.95 | 71.16 | 67.44 | 67.67
3 | Tz.P3.vs | 74.73 | 76.25 | 77.59 | 71.59 | 70.37
4 | Tz.P3.cr | 83.12 | 82.30 | 83.63 | 81.35 | 78.81
5 | Tz.R1.vs | 81.45 | 79.94 | 83.46 | 72.38 | 64.69
6 | Tz.Ri.cr | 70.00 | 66.56 | 72.18 | 64.06 | 66.25
7 | Tz.R2.vs | 73.77 | 70.84 | 74.79 | 73.58 | 72.21
8 | Tz.R2.cr | 70.97 | 74.12 | 73.67 | 70.29 | 64.29
9 | AP3.vs | 87.00 | 90.00 | 91.00 | 90.00 | 86.00
10 | AP3.cr | 91.76 | 90.60 | 92.53 | 92.52 | 90.60
11 | C.P3.vs | 89.00 | 96.00 | 94.00 | 95.00 | 89.00
12 | CP3.cr | 93.53 | 94.75 | 9593 | 94.31 | 92.71
13 | D.P1vs | 84.00 | 88.00 | 89.00 | 85.00 | 84.00
14 | D.Picr | 88.47 | 88.20 | 89.19 | 86.18 | 82.72
15 | E.P3.vs | 96.00 | 97.00 | 97.00 | 97.00 | 97.00
16 | E.P3.cr | 89.43 | 89.83 | 89.51 | 86.48 | 88.23
17 | Z.P3.vs | 98.00 | 98.00 | 97.00 | 99.00 | 98.00
18 | Z.P3.cr | 94.31 | 95.93 | 95.95 | 95.18 | 90.70
19 | N.P3.vs | 92.00 | 95.00 | 95.00 | 93.00 | 92.00
20 | N.P3.cr | 93.41 | 93.66 | 93.41 | 92.38 | 94.17

Average | 84.51 | 86.1586.83| 83.99| 81.62

Table 1: MNEP Datasets [1]

Regarding the role of sensor density, accuracies improve when moving from single halls with
high sensor density and cell overlap (average 73.49% on all datasets and algorithms), to tubular-
shaped halls with lower density and larger gaps between cells (average 92.13%). This trend is
depicted in the following figure, in terms of cumulative accuracy of the 5 algorithms (K-NN,
C4.5, RF, SVM, MLP) per dataset, versus BLE sensor density (line).

ML classifiers accuracies vs BLE density
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Figure 5: ML classifiers cumulative accuracy vs BLE
sensor density[1].
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Regarding overall evaluation, ML algorithms outweigh temporal (maxRSS) methods’ accuracies
by an average of 12.67% on high cell overlap, and by 8.97% on low cell overlap halls.

Regarding ML evaluation, as shown in final row of Table 1, Random Forest (RF) had the best
average overall performance (86.83%), followed by the C4.5 (86.15%) and K-NN (84.51%)
algorithms. SVM (83.99%) and MLP (81.62%) follow. RF being an ensemble learning method,
combines the merits of both random forests and decision trees, avoiding overfitting and
performing consistently well across diverse dataset patterns. C4.5 algorithm with the second-
best performance, confirmed the suitability of decision trees-based methods for efficient
learning from our datasets. K-NN algorithm, with a much simpler and effortless philosophy, was
ranked third, providing an efficient adaptive alternative to decision trees.
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ITepiAndm

H rnapoloa epyacio Siepeuvd TNy TONUBLAC TUTY ETBEUOT TOU AOYIOUIXO) oVOLXTOU XMOXA GTNY VATTUEN
EQAPUOY Y, ECTIALOVTAS OF TEELC XVPLOUGC GEOVES: TOLOTNTOL XWOXAL, OXOVOULXO OPENOC Xou XavoToula. AVony-
OVTAC OEOOUEVA ATO UXUDNUAEHES UENETES XU TEUXTIXES EQPUPUOYES, DLATICTOVETAL OTL TO NOYLOULXS avoryTol
XOOXA TOPOVCLALEL ONUAVTIXG TAEOVEXTHUOTA. L TNV TOLOTNTA, 1] GUANOYLXY) CUVELGQOEA TNS XOLVOTNTOC ETL-
TaOVEL TOV EVIOTUOUO Xt TN OLOpBwoT CQANUATOV, EVE 1) BLPAVELL TOU KOO OLEUXONDVEL TNV Ta0TERN
AVTLIETOTLOT, eLTOBELdY acpaelag, Tapd Tov apyxd udnAoTepo aptbud toug. Owovouixd, 1 yeron avorytod
XOOXA PELWOVEL DPACTIXE TO XOCTOS AVATTUENG UECK BWEEAY EpYONElWY X0t EBENOVTIXCDY GUVEIGPORGY, EVEK
Onuoupyel euxouples yia éppeca x€pdn (m.y., dnuo@kia TEotévTwY, Tpbdofacy oe TaNéVTa). LNy xouvotopla, 1
exelBepn mpdoPoom xon 1 Bapdvelor XoAAEEYOUY €val TERBAANOY BNULOURYIXOTNTAS, ETUTEETOVTAS TN YRV YoPe
utoBétnon TpwtéTLTIWY NVoEWY Xou TN dnuoxpatoroinon tne texvoroyiag. Ilupd tic Tpoxioewc (1.x., dayelpton
euUTELDY, TLOTOTOMOT GUVEIGPOPWY), Tt TAEOVEXTAUATA TOU avoryTol xdxo 6Tnv oflomotia, oixovouio oL
duvopxy) avdmtugn Tov xabloToly xplowo spyakelo yio T abyyeovn Pounyoavia Noyiowxol. H yeNétn uno-
Yeouullel tn onupacia TS VIOBETNONS XANDY TEAXTIXWDY XU TNG EVIGYUONS TNG XOWOTIXAC CUVERYACTAC YLot TNV
HEYLOTOTOINOT TV OQENGDYV.

AgZerg xhewdid: Avorytoc Kaduae, Alomiotio, Acgpdhen, Kéotog Avintuéne, Kawvotopia, Kowvotixh Yu-
VELGPORA

1 Ewooyoyn

H noapotoa epyacio e€etdlel v enldpaon Tou NOYIoUXOD ovoLXTOU XMBXO GTNV avanTUEn EQPUEUOY®Y,
e0TLdlOVTOC G TNV TOLOTNTA, TO XOGTOC Xai TNV xawvotopio. EEetdletan e 1 xprion Noylouxdy étog To Linux,
7o Android, o Apache xou to Git €xel SloaoppOoeL ToV ToYEa TNG TANEOPOEIXNS, UE OTOXO Vo avanubel 1 oxéon
peTol avorytol xdoixa xan a&lomoTiog, ACPANELNS, XOCTOUC Xal ONUIOVEYIXOTNTIC. LUYXEXPWEVA, UENETATOL
1 TOLOTNTA HECK TNG OTAPEREOTNTOC XOU TV CQPUNUATWY, N ACPANELL PECW TNG ToOTNTAC AViYVEUONS Xl TV
EVNUEPOOEMY, TO XOOTOC UECK TNS YENONS DOPEAY EQYANEIDV XAl TWV XEUPOY £EO6BWY, XaL 1) xawvoToula Uéoo
a6 TN GUVELCQORA TNE XOWVOTNTAC Xou TN Blapdivela Tou xwdxa. Téhog, agloloyeiton 1 cUGYETION TWY TAPATAVK
TOEUUETEWY PETAED TOUC, XaBdS xaL To TS IANANNoETTNEEALOVTOL.

2 H mowoTtixr] enidpaon Tou AoYLoWULX0D AVOLYTOU XWOLXX

Y olyyeovn emoyy, oL texvoloyieg eehioocovton cuveymg xal BlEledUoUY o ToOANOUS Topelc—and Ty
tatewer] uéxpl TV Yuyorywylo—xabde ov avdyxec axNdlouy xou 1 TEYVONOYIXN Tpdodog emitayUveton. [l TN
aVATTUET TILO ATOBOTIXWY ADCEWY, TapaTNEELTAL AUEAVOUEVT TEOTIUNCT) OTO AOYLOUIXS avoLTo0 XWdxa, e€outiog
TV TAEOVEXTNUGTOV TIOL avapépovTol GToV Voud oplopd tou oty Evétnra [1]. Qotédoo, tibevton epwtAuata
600V aopd TNV oELOTLO T, TNV ACPANELN X0 T1) SUVATOTNTA CUYXELONG UE XAELOTEC NDOELC UEYIAWY ETOURELDV:
«Efvon ot avouytd Noyiouxd emopxdg adiomiota; Ilowo elvon to eninedo acpdieids toug; Aviaywvilovian 1
UTIEPTEROUV TWV XAELTTMV AUGEWV;»
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2.1 Emnidpaocrn otnyv agionictio

AZomotio Aoyouixou, xotd to ISO/IEC/IEEE, opileton ¢ 1 «mbovdTtnta 1o Noyiopixd vor unv Tpoxaréoel
amoTLy o EVOC CUGTAUATOC VLol CUYXEXPLEVO YEOoVIXd BLdo TN UG oUyXEXPLUEVES ouvBixec» [2]. Xto mhaioclo
TOU oVOLYTOU KOO, 1 Blapdvetar Tou %W (KavouyTd pdty) EMTEENEL OE TOANOUS TEOYEOUUATIOTES Val
evtomilouv xau va dlopbdyvouv apdiuata dueoca. ‘Epyo étog o nuprvag Linux, to Kubernetes xau 1 PostgreSQL
dlatneoLY LYMAY oTalepdTnTa, xoBng YAEdeg contributors cupfdihouv oe cuveyy| embedenomn xou Bertinon
[3]. Avtifeta, oe xhelo 00 %O NoELS, 0 aplBUdS TOV TEOYPUUUATIOTAOV Elval TEPLOPLOUEVOS Xa 1) dladuxaoia
AVOLPOEBS TYUNUATWY THO Y.

Sopgwva e to dedopéva tne peNéTne [3], eved n MongoDB napousiale apyxd nepiocdtepa bugs oe ol-
vxeton ye tn Microsoft, autd evtonilovtay xou emAbovTay eviog AMywv Nuep®y, odnywvtag ot toydtepn Oid-
feom Suvatothtov (shipped features) xou owEnuévn mopaywyxdtnTa. Avtifeta, oplopéves xAelotég NooES TG
Microsoft anaitobooav eBdouddes yio BLopBwom xplowmy cPoNUdTWY. XUVONIXA, 1 TodTNTO EVIOTOUOD ol
eNIAUONG CPONUATWY GE OVOLYTOU X0 0V HELWVEL ONUAVTLIXA TNV TWhovOTNTa 0o TAELC GUC THUATOC.

2.2 Emnidpaocn otnyv acpdieia

H aogdieio Noyiouxol, xatd to ISO/IEC/IEEE, opiletan w¢ «n mtpoctascio Tou UNXo) ¥ Noyiomxol ond
Tuyaio 1 xox6Poun tpdofaocm, xerion, Tpononoinoy, xatacTeoh # anoxd\udny [2]. Av xa Bdoet tou CVE
dataset (2018-2019) o avoiytdéc xdAOxac eu@dvile TEPLOGOTEPES XATAYEYPUUUEVES EUNdbELEC O GlyXELON UE
TIONNGL XAELOTE TEOYEAUUATAL, AUTO EMNEEACTAXE ANO TOPAYOVIES OTWG:

o YuyvA mpoohixn véwv yapaxtneloTix@y (m.y. oto Docker, oto Kubernetes) nou uropel va eiodyouv
NOYIXE CGQANUTOL.

o Ileplopiopéva 1o TopLxd BEBOUEVA YLol TONUMOTERES EXDOCELS, XADICTOVTAS TN OUYXELOT ATENT.

o AlopeTinég mpoxTixég Sl elplong: T.y. ot €pyo avoLyTo) XD TUEEXOVTAL AVOLY TOL ENEYYOL ACPINEL-
g, EVE OE XNELOTOV XWOIXa evBEyeTan Vo xafuatepel 1 amoxdhun suntabelddyv.

Yy mpdén, eundbeiec 6nwe 1 LogdShell (CVE-2021-44228) oto Apache Log4j evtoniotnxoy xou dtopBiddnxoy
péoo oe 48 hpec and v xowotnta [3], eved aviictoiyee gundbelec oe xhewwtd cuothwata (t.y. Windows
PrintNightmare) mopéuewvav xpupéc yio pfvec. Emnhéov, uekétn oe 50.628 xpiowo épya oto GitHub [4]
avédelle:

o Eupeioe Eundbeio péow petadedopévov Git: To 85,9% tov épywv Hrav euddwta ot embéoelc
TA0C TOYEAPNoNG email, emTEénovTag xoxOBOUNOUE YPNOTES VO EVOWUATOOOUY Peudelc cuvelopopéc.

o Xoun\h Ywobétnon ¥ngiaxdyv Yroypapdv: Mévo 10 2% tov xenotdv utéypape mdvTo ta
commits xou t0 0,2% TV épyov elye TAEN LTOYEUPY, XABIG TOVTIC SBVOXONO TOV ENEYYO TNG TPOENEUOTC
OANCLY V.

e Kevd otic O8nyieg Aocpaeiog: Iupdtt ol teplocdtepes 0dnyles avapépouy xvdiVoUS TAXG TOY pdPNoNg,
ENGYLOTEG xoNUTTOLY TNV enanrifevon email oto GitHub, agrvovtag xevd otnv xatovonon oaoQoroy
TEAUXTIXV.

Yuvenae, ol eundbeteg anodidovron xuplng oe avbpdnvo mapdyovta (avenopxhc code review, éXkewpm CI/CD
BLadixaolny, adpavelc unoypapéc commits) mopd otn @OoN Tou avoxtol xMdWwo. H ulobétnom epyoeinv
aviyvevone eunabeldv (.. Dependabot, Snyk), auotner tolitid code review xaw cuveyeic avtopatonomuéveg
OOXWIES HELWDVOLY CUAVTIXG TOV XIVOUVO OTIC TEPLIOOOTERES TMEQINTWOELS.

2.3 H owovoulxr enidpacn Tou Aoyiouixol avolyTol xwdixa - Melwon xé6cTtoug
AVATTLUENG KU AVAALOTY OLXOVOULXOU OPENOUG

H yeXétn [5] édeile 6t 10 90% twv etanpehv mou uobetoldv Noyouixd avorytol xOOXA TETUYEVOUY
onuavTix owovouxr e€owovounaor. LuvornTtixd, To fooixd ogéNT eivon:

® ALUPNULO TIXH ATOTEAECUATIXNOTN TR XpH o™ TAXTPopu®Y 6Twg To GitHub xou to GitLab emtpénel
oe véa mpotovta (m.y. Next.js, Electron) vo dwdobolv yehyopa péon tne xowdtnroc. XeHoTtes nou
wavonoloLvTon potpdlovtar blog posts, tutorials xou social media ovogopéc, pewdvovtag dpacTxd Ta
€€000L UGPXETIVYX.
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e Ogéln and envxeiprioelc ntou Pacilovtow o OSS: Etopeiec énog n Red Hat (OpenShift),
n Elastic (Elastic Stack) xo n, MongoDB (MongoDB Atlas) Siafétouv dwpedv Pooixéc exdboelc, v
%epdilouy amd unneeoieg untoo el Ng 1 enterprise modules. Hopdderypa arotehel  GitLab, mou npoc@épel
to Community Edition dwpedv xou é60do and to Ultimate yio CI/CD xou compliant Aettoupryiec.

e Anoxtnom nelatwv: Xounké x60To¢ elc6d0u ot epyaneio 6nwg to TensorFlow, to PyTorch ¥ to
Kubernetes emtpénel oe startups vo doxwudoouv Nooeig dueoca. H euneiplo xeriong odnyel moANd péin
e xowdTnTog vo enevdlouy oe emmiéov unneeoies (cloud hosting, managed databases), yetatpénovtog
ebehovTéc oe TENATES.

e Mceiwon touv xéoToug: H ypron dwpedv epyoareiwv avdntuing, m.x. VS Code, Docker, Kubernetes,
X0l AUTOPATOTOMNUEVOY GUOTNUATOY evooudtwone (Jenkins, GitHub Actions) yeuwdver téoo tic ddeteg
660 xou Tic anouthoELS Yot ecwTepr] utodoun. IIoNéc etanpeiec (.. VEOPUEIC ETUYEIPTOELS OTO Y WO
tou JoT pe Raspberry Pi) neplopifouv to Nettovpyind é€oda eqapudlovtag open source AOGELC.

o ITpboPBoom otnv ayoped: Oehaotixéc ddetec (MIT, Apache 2.0) enitpénouy ot etoupelec TEPLOPIOPEVOL
xeanaiou var avantiEouv xouvotopa npoidvta (t.y. Django, Flask, Node.js eqopuoyéc) xoplc ypopeloxpatixd
eunodia. Autd xabiotd equxth TN yeryoen eloodo oe topelc émwg AI/ML, blockchain xou IoT, émou n
Tar)OTNTAL AVATTUENG %o 1) KON ETEVOLOT elvan xplotua.

H cuvduao tixn aglomoinom open source xot EUTOQXOY LOVTEN®Y UEYLO TOTIOLEL TO OLXOVOULXE OPENT], EVIOYLOVTOG
TOEAANTIAOL TNV XoUVOTOMIO X0l TN BLwCLLOTNTA TV ETOUPELWV.

2.4 H ernidpaor TOL AOYLOWUIXOU AVOLYTOV XWOLXA TNV XAVOTOWUI

H xouvotoplo amotedel xivntriplo dUvaun otnv tAneogopr. To Noyiopxd avoiytol xmdixa, xden oTtny
exellepn BladecuoTNTE TOou XU GTNV Avoly T Tou QUOT, BLEUXONUVEL TN YEVVNoT xou Ypriyoen Oiddoon VEwv
LOEWYV, PELDVOVTAC TA EUTODLAL ELGOOOU Xa EMLTAYOVOVTAC TY) CUVERYIGSIAL.

2.4.1 MeXétn Tou POXOU TNG XOWOTNTAG CINY AVATTUEY VEOV AELTOLEYLOY
H evepyn x0woTnTol TV avol) TV NOYIOUXOY EVIGYLEL TNV xawvotouia Hécw:

e AvowytoU nepapatiopnoD: Onoocdnrote unopel va oXIUACEL TOOTOTONTELS OE DNUOPINT Ry OTIWG
to Hugging Face Transformers, 6mou yi\iddec ouvelopépovtes Bexturvouy povtéra BERT, GPT-2/3/4,
npocBétoviac fine-tuning teyvixée xou véec Aettovpyleg [7].

o Audyvong yvwong: To Visual Studio Code Eexivnoe we avouyté €pyo tne Microsoft xou, péow
eCwTepny extensions, augdvel cuvey g TN AelToupYIXdTNTA Tou, ue contributions and aveZdptnToug
TEOY POUUATIO TES.

e Etaupuxwyv ocuvepyeiwv: Epya 6nwg to Docker xou 1o Kubernetes avantiocovtan pe contribu-
tions and etoupeiec (m.y. Spotify, Shopify) xou and v xowdtnra (.. K3s), emtpérovtac v yeryoen
EVOOUATOOT BEXTIOOEDY ot containers xou orchestration [6].

ot tor peydha YAwoowd povténa, 1 pexétn [7] deiyver ypopux adénon twv contributors oe repos 6mwe
“transformers”, evé n épeuva [8] emonuoiver Ty avdyxn auotneol code review Xoyw Tou uPnrol aplbuos
eunofeldy oe eCwtepés Pifiobrxec.

2.4.2 Emnidpaocmn tTng SLoPAVELLG TOU XWBIXA TN dNLoLEYidt TEETOTUTOY AVCEWY

H Siopdveror tou x@dixa cupPaAier oty xouvotopia mépav tne TAnpogophc [9]:

e Web Frameworks: To Next.js, avoryto0 x@duxo mhaicto React and to Vercel, evowpotovel Aettoupyleg
6noc ISR (Incremental Static Regeneration) péoo contributions, xou ypnowwonoteiton and etoupelec 6mwe
7o Netflix yio high-performance frontends.

e IoT and Smart Home: To Home Assistant mapéyet ohoxinpouévo owxociotnua yio é€umva onitia,
ue y\iddec integrations (m.y. Philips Hue, Sonos) nou avartiocovion and tnv xowvétnta, emTeénoviag
TAen e€atouixeucn ywelc cuvdpounTd x6c .

e Real-time Data Streaming: To Apache Kafka eZehicoeton péow contributions oe connectors (m.y.
MongoDB Sink Connector) xau client libraries og yYA®ooeg énoc Rust xau Go, unoo tnpilovtoc entyelprioelc
6nwe Uber xou LinkedIn yio enegepyacio ugniot throughput.
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H ehelbepn npdoBaon 6tov xowa eVioy el TNV EUTLOTOGUVT, xa0NOC (INADES Yo TEG ENEYYOLY Yia eUTdDELES 1
xax6POLVAES AelTovpyleg, eV epyanelo 6Twg To Dependabot xou to Snyk autopatonowoiy tov Exeyyo e€apthocwy.
Avtd cupfdihouv otn Bidyuom xouvotoudy oto Atadixtuo tov Hpayudtwy, Tic web egapuoyés, Tnv TEXVNTA
VONUoo VN Xl dANOUS TopElg, EmTayUVOVTAS TN dnuoupyio TewTdTUTOY NOGEWY.

2.5 Xvunepdopato

H épeuva €deie 6Tl TO NOYIOUIXO ovolXTOU XmOxa, TapdTL evdéyeton va eppoavilel eundbeiec Noyw e
exellepng dudbechc Tou, wgelelton and TN cUANOYLXY eTBAedn xou CLUVEIGPOEA TNG XOWVOTNTAS, EMTEETOVTIC
TarOTATN vl veuon xan BLopbwom GPUNUATWY, xaBMOS xou YETYoen EVOLUATWOY xowvoToulmy. Owovouixd, 7
€0ENOVTIXT) CUUUETOYY UELDOVEL ONUAVTIXE TO XOCTOG TOROYWYNHS YLl TG ETAUPELES, EVE TapdANTA dnutovpyel
véeg euxaupleg xepdopopiag, apol oL evepyol GUVELTPEROVTES XaBloTavTon CUYVE TENSTES 1) axOUT| Xou UENT) TOU
TEOCHTIXOV TV avTioTorwy emiyelerioewy. Kowvwvixd, 1 dwapdveia xou 1 Beouxt| eumiotocivn tou npowbel to
avoLXTO UOVTENO eVIOYVEL TN CUVERYUGSIO Xal OLIUOT TN TEXVOYVWOIAS, ODNYWOVTAS G EVaV OLapXr XUXNO
BeATIOOE®Y. LUVOAIXE, 1) SUVOULXT TOU NOYLOULXOU AVOLXTOU XMOXA UTOPEL VO avoldlopop@maotet BeTixd
Brounyavior Tng teyvoroyiag xan v emupépel eupltepa 0PENT oY xaldnuepwr wog Coy.
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ITepiXndn/Abstract

O oxomdc e nopoloug epyaciog elvar 1 oyedlaon, LENETN xou avdAuoT EVOS PnpLoxol
CcLC THUNTOS ETOWVLViaG Tou Paciletar 6NV TETEAYWVIXY BLapde@woY TA&TOLG
(M-QAM — M-ary Quadrature Amplitude Modulation), pe éugpoon oToV UTONOYLOUO TOU
pLBoV cpdipatog avd bit (BER — Bit Error Rate) uéow olyopifuou emBenduevng
pmevixic pdbnone tomou unyavey Slavuopdtey othielEne (SVM — Support Vector Machine). H
M-QAM oamotekel Baoixr| texvixs) oe TANODEA CUYYEOVOY TNAETUXOVOVIAXDY EQUQUOYOY, OTOG
ota tpotunae WiFi (n.y. IEEE 802.11x), ota xudelntd dixtua 4G/5G, xabne xou ot
AVONOY XA CLUCTARATA EYYEPOUNG TNAEOpaoTG. To yopoxtneloTind mou Ty xablotd
Wlodtepa xenowdy), etval 1 XavoTnTo UETABOOTC UEYAAOU OYXOU OEOOUEVWY OF TEQLOPLOUEVO PAOUL,
veyovog xplowo v ™ BeATioTonoinon tne arédoonc TOU CUCTAUATOS UTO TEAYUATIXES
ouvbrixec. H dudixaoio extounhc tou ofjuotog and tov nound nepthopfdvel tor €€ otéddior Ty
Tapay Y1 TOU MULiTovoelbols, T Serypatorndla, xPfoavtomoinon xou duadxr xwdxonolncy| Tou,
xaBde xou N Sraudppwon ue tetpaywvixri M-QAM. Ytn cuvéxela, HETE TNV eloaywy”) AeuxoU
npoobetixol I'vaovoiavol fopfou (AWGN — Additive White Gaussian Noise), o déxtne
exteNel TNV avtioTpogn dadixacia, N onola tepNoPAVEL TNV ATOBLIUORPWOT) XAl
ATOXWOLXOTOLNCT TOU GHUATOS, UE OTOYO TNV OCO TO BLUVATOV axpelBEcTEET AVAXTNON
Tou. Ytny mapoloa epyacia, TtapoucidleTton xau cuyxeiveta 1 BswenTixy BER, n onola
vToloyileTo KECKH TOL MEOCEYYLCTIXOV TUTOU, UE TNV TELEAAXTIXY], TOU
e&dyoupe and v mpocopoinon. A&ilel va onueinbdel, 6Tt XoYo LYNADOY UTONOYIO TIXWY
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ATAUTHOEWY, N AENTOUEPNG avaALOoTY neplopileton otnyv nepintwon tng 4-QAM. H
oLOoYETION Toug anooxonel oty emPefaivon tne axpifelac tne Bewentric uovieoroinone,
avadEYVOVTOS TOUTOY POV TN oNuaciar XL A€o Tlol TG CUYXEXPLIEVNE BLOEPOCT.

Ag&elg xahedrd: M-QAM, BER, Mnyovixry Mdabnor, SVM, Unguoxy Encéepyocia Xruatog

1 Ewaywyr/Introduction

IBaitepa Tic TENEUTAlES DEXVETIES, OTOV XWPO TNG EMC THUNG XA CUYXEXQUIEVA TV TNNETULXOWVG-
VIV, OL OTOUTHOELS Y1t anodoTxdtepn petddoon dedopévov auidvovton paydaio [5]. H tetporywwixi
Stoudppwon thdrouvs (QAM) amoteel pio and Tic TAéOY onuavTixdTepes TEXVIXES UETEBOOTG, XaBhg
adiomolel aroteAeouaTixd To diabdéoiuo pdoua PEGW TNS TAVTOYEOVNS SLoudePwong 600 ophoyhviny
ouvioTeo®v: ¢ In-phase (I) xoau g Quadrature (Q) [3]. H texvinh awth ypnoponoteiton eupéne
oe npétunae Wi-Fi (n.y. IEEE 802.11x [4]), ota xudhelwtd dixtua 4G/5G [6], xabdc o
0E TOAGUOTEPA AVUAOYLXE CLUCTHRATA EYXEOUNS TNAedpaonc [1]. Tupd tn goacpo-
TIXH TNG AMOBOTIXOTNTA, ONAADY TNV LXAVOTNTE TNG VO UETAPEREL PEYANO OYXO TATPOQOpElaG O
TepLoplouévo evpog cuyvothtwy, N M-QAM noapoucidlel Wiaitepn euanadnota otov B6pufo xou oTig
TOROUOPPACELS TOLU XOVONLOY, xabioTidvtag xplown ) weXétn xou atondynon tng anddoonis g
und mparypatixée ouvbnxee [2]. Baowé epyokeio yio ) pétenon tne enidoong tou diopoppuuévou
ouvoTAUATOS, AnoTENEl 1) UEAETH ToU PLBKOY c@dApatog avd bit (BER). Ytn cuyxexpiuévn
gpyaota o emixevtpnbolue o TNy LAoTonoT Ve, 660 To Buvatdy, TAHEOVG YNPLaxod CUC TNH-
patog enmuxowoviog we M-QAM, xou cuyxexpiuévo 4-QAM, oe nepifddhov MATLAB(©),
ue oTox0 TN BewenTixny xou tetpapotix? ueAéTn Tou BER. Idwitepn éugaon diveton enlong ot yerion
Tou a\yoplbuou emPrenduevne uabnone SVM vy v tovéuncn tov Angbéviov onudtoyv.

1.1 EMpavIixEg ToeaTNeNoELS

Etvow onpavtixd va avagepbel 611, 610 mhalolo tne mapovoac epyactiog, uobetodvtan opioué-
VEG TopaBOYES YLt AOYoug amhonoinong. Hpwrtov, fewpelton 6TL 6T0 UG PENETN TNAETUXOLVOVLOXO
UG TNUOL UTGEYEL LOAVIXOS OUYXPOVIOUOS UETAEY ToUTol xon 0€xTn, dniadr de howPdvovtar uTodn
opdapaTa yeoviouol 1 @donc. Acbtepov, tietow 1 undbeon o6tL N mAeupd Tou 0€xTn O CUVTE-
Al apYNTIXd OTNV AVAXTNOT TOU ONUATOS, TURAUPBNETOVINS PUVOUEVO OTIWE OL AMOXPICELS TWV UN
WBAVIXOY QINTEOV, 1) Ol ATEXEIEC TWV NAEXTEOVIXGV XUXA0UdToV. Toltov, To xovdhl peTtapopds
povteNonoleltan P Yo Tou AeuxoV TpocheTixod I'kaouoiavol Boplfouv (AWGN -
Additive White Gaussian Noise), mou Bewpeiton enopxric TEOGEYYLON VLol ATAOTONUEVES TPOGO-
HOLWOELS, OTOG OTIC DOPUPOPKES 1| XUNWOLIXES CUVBETELS, OYVOOVTOS TLO TONUTNOXES GLVOTXES
duddoone OTwe 1 TONLBLIBEOWULXY) BIAB0OT Xak 1 HETABANTOTNTA TOU XAVUALOU OE eniyeleg CUVOE-
oeic. Tétaptov, 600V agopd TN dnuovpyio TV SedoPéVLY TEOS UETAd0oT), anaitelton OTL Tar bits
elvau toomibava xar Tuyada, ye anotéreoyo to cOUPola Tou Blaoppn T va eugoavilovion pe oedoV
ouolopop@ xatovour|. ‘Onwg avapépdnxe xon Tapandvw, 1 UAOTOINOT TOU GUC TAUATOS €XEL TEAY-
potorombel oe nepBddhov MATLAB(C), npdryua mou ornuaiver dTL éxouv emheyel epyahetofixec
oL omoleg elte Oev maEE OVTAL ATO TNV ATAY| QOLTNTIXY €XDOCT, TOU NoYlouxo, elte BeV €Y0UV LNO-
roPel €€ oNox\fpou ta avtioToya naxéta oty Octave(©). Emmhéov, i v anexdvion tov
UG TEPLOUY, éxel emheel 1) o Talepr Brolpavon BoplBou (02), pe Twéc oTo ddotnua [1076,1072).
H evépyeio oupforou (Es), dnhadi n tocodtnto eVEpyeLas Tou UETOPEREL X3P ohjua xortd Tn SidpxeLa
evog auuforou, mopopével otabepr) xou Sev mpooapudleton duvauxd Bdoel Tou onuatobopufixo
Noyou (SNR4p), o onoloc exgpdler 0 néoo "xabopd” elvar 1o ohjpo oe oyéon e tov B6pufo,
yenoomolvTag Aoyoetbux xhipaxa uétenonc. Téhog, n duvauxr) napauetpoToinon yLo TNV EmL-
Nov1 emapxole uixoug bitstream, eCocpolilel 6Tt o1 utoloyiouol tou BER xau 1 alyxplon twv
XUUTUNGY Bat elvol oTaTio Tnd €yxupot.

55



lo ®ornuxd Luvédpto IMnpogopiniic & Tniemxowovidy Iovemo thuo Ilehonovvicou, Teinokn

1.2 Mofnpotixd
AlvovTon €x TOV TEOTERWY Ol TUEAXETW TUEHUETEOL, Yial TNV TAYEN XaTovonoT Twv Bewpnudtoy:
1. M: td&€n dioapdpponong

2. Evépyeia avd bit: E, = logfﬁ

3. AwaxOpoavorn 8optfou: Ny = 02 = 1070
ITpooeyyotinr mbavotTn T opdiuotos yioo M-QAM (BNéne xdduxar)

1. H npooeyyiotuh mbavétnta ogpdrpatog yioo M-QAM oplleton wg:

N 4 1 3-logy(M) E
R e

OTOL:

Qz) = \/12—%/:0 =) du

m_\/S-logz(M).Eb
V2 (M—-1) N

nou:

2. Ta M = 4, dnhady) otny mepintoon tne dlapopponons 4-QAM, o yevixdg tinog yia t0 Bew-
entixd BER mpooeyyiletan we:

4 1 3-logy(4) E
B o A W 2 -1 N

o omoloc povo vy tny 4-QAM amhonoteitoan wg:

1 6 Ep

Pb%2'(1_§)'Q( E'FO)%Q(\/E’)

1.3 AX\yéeBuor

H tagvounon tov Angbévimv onudtov npaypatonoeiton ue 1 xeHon VoS ETUPNETOUEVOU G\~
yopiBuou pmyovixic pdbnone tomou unyavév dvuoudtev othene (SVM — Support Vector
Machine). Apyxd, 10 OVTENO exmoudeVETol VD GTO 0PYIXE GUVONO OO TEQLOUWY, TEOTOU ELO0-
x0el o B6puPoc, dmou xdbe clufolo avtiotowyileton oe pio ovadxr eTixéta. 3TN CUVEXELW, TO
HovTélo yenoulomoteltar yior TNV TeoPredn authc TN etixétoc (index) twv An@Béviov cuufolwy,
ONNa0Y) ATV UETA TNV EloarywyY) Tou BoplBou. H uhonolnon nparyuoatomoleiton Y€ow TNg EVOWHATO-
wévne ouvdptnone fitcecoc () e MATLAB(C), n onola egoapudler roXuxotnyopixh Todvéunon
uéow exnaidevong duadixwmy SVM ta€ivountdy, dnng Qaivetor 6Tov X)oLXa.

1.3.1 Kwdixoc

1. Hopaxdtw, Qolveton 0 XOOXASC VLo TOV UTONOYIOUO Tou Bewpntuixol pubuol cpdiuatog avd
bit (BER), yenowonowdvtag v npoceyylotiny uébodo:

1 |[M = 4; % Modulation order
> | SNR_dB range theoretical = 0 : 0.1 : max SNR dB; % Let 'max SNR dB =
20"

I |Eb_NO _dB = zeros(size(SNR _dB range theoretical));
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ber theoretical = zeros(size (SNR dB range theoretical));

7 |for 1 = l:length(SNR dB range theoretical)
8 SNR _dB = SNR _dB range_ theoretical(i);

10 Es = sigma w2 * 10" (SNR dB / 10);
11 Eb = Es / bits per symbol;
12 Eb NO = Eb / sigma w2;

s | Eb NO dB(i) = 10 * 1loglO(Eb NO);

15 Qarg = sqrt((3 * bits per symbol / (2 * (M - 1))) * (Eb _NO));
16 Pe = (4 / bits per symbol) * (1 - 1/sqgrt(M)) * gfunc(Qarg);

18 ber theoretical (i) = Pe;

19 |end

2. Kou €8 0 x@dwxag yioe TNy expddnon tou poviéhou SVM:

[o)

1 |% Train an SVM model using the ideal constellation

> | labels = (l:size(symbol map 2D, 1))'; % Index per symbol
3 |SVM model = fitcecoc(symbol map 2D, labels);

5 | % Predict classes of received signal

i |detected indices = predict(SVM model, received signal 2D);

O undlotnog xMOWXAC ToU project TUPUNEITETAL YLt OLXOVOuid YWOEOU.

2 ITepvypapr IlpoPArpatog/Problem Description

To npéfAnua mou peketdton o TNV Towoloa epyasia apopd TNV a&LONGYNON NS ATOB0ONS EVOS
dnpraxol cuotThpatog emowmviag mou Pacileton oy Sowodpponon M-QAM, ue otdyo v mpo-
oeyyioux extiunomn tou pubuol o@diuatoc avéd bit (BER) oe mepifdihov Bopufirdous xovohol.
‘Onog avohbbnxe oTic mponyolueveg evotnteg, WLaiteprn ugaor divetow oTny meplntwon g 4-
QAM, Xoyo vdnidv utohoyloTixky anathoeny. H obyxpion e Beopntinic xauniine BER pe
TNV TERUUITIXY, TapouctdleTton 6To Lyhua 1.

Eyhua 1: Xoyxeion Bewentinhc xou nepapoatixrc BER vy 4-QAM
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Abstract: 5G networks are expected to play a pivotal role in enabling autonomous driving. Recently,
various use cases (UCs) have been identified, and several standardized solutions have been developed.
Although significant advancements have been made, research is ongoing to determine whether current
solutions can fully meet all the requirements for every level of autonomous driving automation. This
paper outlines the requirements for the latest and most advanced autonomous driving UCs and examines
the extent to which 5G networks can support these applications in terms of delay and spectrum
utilization.

Key Words: V2X, V2X Use Cases, Delay Analysis, Spectrum Analysis.

1 Introduction

Cellular Vehicle-to-Everything (C-V2X) is an innovative connected mobility platform that enables
vehicles to communicate with their environment, including other vehicles, cyclists, pedestrians, road
infrastructure, and mobile networks. C-V2X provides a comprehensive solution for vehicle-to-vehicle
(V2V), vehicle-to-infrastructure (V2I), vehicle-to-pedestrian (V2P), and vehicle-to-network (V2N)
communications, leveraging the existing cellular network infrastructure.

In [1] and [2], the 3rd Generation Partnership Project (3GPP) has defined a wide range of services
that require vehicle communication. The data exchange among vehicles includes the transmission of
simple Cooperative Awareness Messages (CAM) and Decentralized Environmental Notification
Messages (DENM), as well as specific trajectory information and sensor data. The end-to-end delay for
this information exchange typically ranges from 100 ms down to 3 ms for some extreme cases.
Throughput ranges from a few kbps up to 1 Gbps, and reliability varies from 90% to 99,999%.
Additionally, the 5G Automotive Association (SGAA) has developed a comprehensive set of UCs and
requirements, addressing methodological aspects as envisioned by the automotive industry. [3] provides
a first analysis of delay for V2X UCs for Long Term Evolution Advanced (LTE-A) based systems.
5GAA in [[4] provides the spectrum needs of UCs for intelligent transport systems (ITS) and advanced
driving as implemented by C-V2X technologies.

Our paper outlines the requirements for the most advanced UCs as described by SGAA and 3GPP,
the extent of support that existing 5G networks provide in terms of delay and capacity, and a brief
discussion of potential solutions and technological trends that address existing shortcomings. The rest
of the paper is organized as follows: Section 2 presents the UCs' definitions and performance
requirements by SGAA and 3GPP. Sections 3 and 4 provide a delay and spectrum analysis, respectively,
for 5G networks and compare the findings to the UCs’ requirements. Section 5 discusses open issues
and research directions, concluding the paper.

2 V2X Services

V2X UCs are typically characterized by requirements in terms of throughput, latency, and reliability.
We focus on the most advanced UCs, defined by SGAA as autonomous driving and advanced driving
assistance. 3GPP defines UCs as: a) Non-safety V2X services, b) Safety-related V2X services, and c)
V2X services in multiple 3GPP Radio Access Technologies (RATSs) and network environments.

Network-related requirements of the considered UCs are summarized in X@dipa! To apysio
TPOEAELONG TG avapopag dev Bpédnke.. In some cases, delay, reliability, and throughput are reported
in range values, considering different levels of autonomous driving. 3GPP in 0 has specified more
stringent requirements for several UCs to prepare the networks for the highest level of automation.
Aims for <5 ms end-to-end delay for ultra-reliable low latency communications (URLLC), as a 10 ms
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value is more aligned to LTE-V2X targets. At 100 km/h (~28 m/s), a 3 ms delay is ~8.4 cm travel before
the signal is processed, while 10 ms is ~28 cm travel distance. This difference can significantly impact
split-second decisions in delay-critical autonomous driving UCs. The Remote Driving throughput
requirement of 16 Mbps is based on a minimum of ~4 HD video streams.

UC# Title Delay Reliability [Throughput
5SGAA 3GPP SGAA [3GPP SGAA 3GPP

1 Platooning (Vehicles driving in Delay 10-25 ms |- 90 % 48 kbps (SL) -
cooperation) Sensitive

2 Sensor and State Map Sharing (Sharing of |- 10 ms - 90 % 16 Mbps (DL) |25 Mbps
sensor data to build a shared map) 12 Mbps (UL)

3 Remote Driving (Remote control of a Delay 5 ms - - 400 kbps (DL)  [1-20
vehicle) Sensitive 36 Mbps (UL)  [Mbps

4 ILane Change (Cooperative Lane change or |- 10-25 ms | 90- 120 kbps (SL) |
lane merging) 99.99%

5 Infrastructure-Based Perception of - 3-100 ms | - 4 Mbps (DL) 50 Mbps
[Environment (Information about objects) 110 Mbps (UL)

6 Collision Avoidance (Enable collision - <10ms |- 99.99% 80 kbps (SL) -
avoidance)

7 Collective Information Sharing (Sharing of (10 ms 100 ms | (high) 520 kbps (SL) 520 kbps
high-resolution data)

8 See Through for Passing (Transmission of |50 ms 10-50 ms 99%  |90- 8 Mbps (SL) 10-700
video during car overtaking) 99.99% Mbps

9 Emergency Trajectory Alignment - 3 ms - 99.999% @8 kbps (SL) 30 Mbps
(Trajectory information exchange)

10  [Intersection Crossing (Cooperative - - - - 25 kbps (SL) 50 Mbps
automated driving information exchange)

11 |Cooperative Driving (Exchange of - <5 ms - 99.99% |- 384 kbps
information to coordinate vehicles)

Table 1: UCs’ requirements

3 Delay Analysis for V2X Communications

Latency is of pivotal importance for V2X given its relevance to very fast reactions to potential
hazards. The following subsections analyze both control and user plane latency.

3.1 Control Plane Latency

Control plane latency is related to the network Radio Resource Control (RRC) connection
establishment, paging, and handover (HO). The delay during these control functions can significantly
impact the performance of autonomous driving applications. For the initial establishment of an RRC
connection, 5G specifications are observed to reduce the latency from 50 ms in LTE-A to 20 ms [[5].
To eliminate the need for repeated user equipment (UE) context retrieval from the network when
switching from an IDLE to a CONNECTED state, a new state called RRC INACTIVE has been
introduced. This is accomplished by maintaining information about the UE within the Radio Access
Network (RAN). The delay introduced when switching from this state to a CONNECTED one ranges
from 11.3 to 17 ms, depending on the physical layer numerology. The paging procedure is performed
by the network to access a UE when the latter is in IDLE or INACTIVE states. In 5G networks, the
paging cycle is significantly more flexible compared to LTE’s, with its lowest value around 10 ms [[5].
Additional transmission and processing time typically ranges from 1 to 2 ms. Upon receipt of a paging
message, a UE must perform an RRC connection. Such delays suggest that servicing V2X UCs will be
challenging if a vehicle is in an IDLE state. Conversely, having all vehicles in CONNECTED mode
will require a significant amount of radio resources to be allocated to them. Regarding HO, dual
connectivity is supported. This allows the usage of make-before-break HOs that minimize the disruption
time to 0 ms. The penalty is the obvious consumption of additional radio resources.

3.2 User Plane Latency

User plane latency depends on whether the communication is taking place through the Uu interface
(i.e., UE-gNB) or the sidelink. The delay also depends on the type of data exchange (i.e., unicast,
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multicast, or broadcast) and on the use of local data routing (i.e., the data path is completed just above
the RAN). We focus on the communication through the Uu interface, as for the sidelink there is no
detailed standardized information. In the UL direction, grant-free transmissions can be utilized to reduce
the delay [6].

To have an estimate for the end-to-end latency in the user plane, we have adopted the numerology
from [7], which is highly applicable for V2X communications. We have also used the assumption from
[3] that a packet faces a 3 ms delay each time it crosses a network interface (e.g., gNB to UPF to V2X
AS). Our analysis also includes delays related to multicast communication and the link to the V2X
application server (V2X AS).

Table 2 illustrates the expected delay in the cases of: a) end-to-end unicast communication (packets
are crossing two UPFs), b) only one UPF is used, c) multicast through the Multimedia Broadcast
Multicast Services (MBMS), and d) multicast through Single Cell Point-To-Multipoint (SC-PTM). The
results are compared against the UCs' requirements. While the communication delay between UE and
gNB is rather small (i.e., in the range of 0.23 to 2.45 ms depending on the numerology [6]), the delay
introduced in the core network (CN) could seriously affect the support of several delay-critical V2X
UCs in 5G networks.

UCs Uu Interface
Unicast Unicast Multicast Multicast (SC-
(Localized) | (MBSFN) PTM)
Delay (ms) 18.59 12.59 35.8 16.8
Platooning v v X v
Sensor and State Map Sharing X X X X
Remote Driving X X X X
Lane Change v v X \Y%
Infrastructure-Based Perception of Environment v v v v
Collision Avoidance X X X X
Collective Information Sharing v v v v
See Through for Passing Vv v v v
Emergency Trajectory Alignment X X X X
Cooperative Driving X X X X
v Fulfils X Cannot fulfil V Fulfil only the lower levels of automation

Table 2: User plane latency

4 5G Spectrum Analysis for V2X Communications

This section evaluates the needed spectrum to support the V2X UCs of Table 1. The framework
provided by SGAA in [4] is adopted for an urban intersection with six lanes on the vertical and

horizontal axes. Following the analysis, we distinguish the following categories. The needed bandwidth
Mx*Txa

B for V2V messages is given by: B = (1) where, M is the number of vehicles, T is the

throughput of the service, a is the activity factor, e is the spectral efficiency, assumed to be 1.2 for the
uplink 4 for the downlink and 0.6 for the sidelink, and u is the channel utilization factor equal to 0.336
for all UCs. This formula is applied to all UCs apart from UCs # 2, 3, and 5 of Table 1. Regarding the
activity factor, we have assumed a value of 1 for all UCs (as they are considered to be in a fully

communicating state), apart from “Platooning”, “Lane Merging” (0.1), and “Collective Information

T*Mp*A

—
e

where T is the required data rate per link in bit/s, Mp is the density of (transmitting or receiving) vehicles

Sharing” (0.8), as also assumed in 0. The spectrum needs for V2N UCs are given by: B =

served per unit area in km™, e is the sector spectral efficiency in bits/s/Hz, and A = 2—\/?_’15D2 =

0.072km? is the area of the serving sector in a cell. The 5G macro cell inter-site distance (ISD) is 500m.
The estimated spectrum needs of one (blue line) and two (orange line) intersections regarding the
examined UCs are illustrated in Xeaipa! To apyeio mpoérevong g avagopds oev Ppédnke.-3.
Some of the examined UCs have limited bandwidth requirements. However, applications such as
“Remote Driving,” “Infrastructure-Based Perception of Environment,” “Collective Information
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Sharing,” and “See Through for Passing” demand a significant amount of spectrum. This is due to the
low spectral efficiency of uplink (UL) and sidelink (SL) transmissions.

180 400
’IN‘ 160 e —— 350
z \ 140 300
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2 100
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Vehicle Speed (km/h)
Figure 1. DL spectrum needs Figure 2. UL spectrum needs Figure 3. SL spectrum needs

5 Open Issues and Research Directions
The analysis presented identifies several open issues.

e Delay is a critical factor in wireless communications as it significantly impacts the performance
and reliability of various applications. Communication through the Uu interface will experience
considerable delays, particularly within the CN.

e Spectrum requirements depend on the needs and implementation of V2X UCs. Most have
modest needs. However, some rely on transmitting HD video and maps, creating significant
challenges due to the low spectral efficiency of the UL and SL.

e The ultra-densification of the network is a solution to support advanced V2X UCs. However,
this approach will lead to a significant number of HOs and a dramatic increase in associated
signaling.

The open issues mentioned present interesting opportunities for further research.

e 5G CN architecture optimization through the network functions placement (e.g., AMF, SMF,
UPF) to reduce delay between the RAN and the data plane.

e Leveraging Multi-Access Edge Computing (MEC) [[10] to reduce CN delay by localizing
traffic breakout to edge data centers.

e Maximizing the advantages of Multiple Input - Multiple Output (MIMO) systems.

e Combining several V2X UCs to enhance the vehicle's perception of the environment through
multicasting and geo-casting techniques.

e Predictive (AI/ML-based) mobility management to pre-provision paths and reduce latency
during HOs.
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epiinyn

H epyooia avtn egetdlet v emidpaon g 0£omG ToL YPNOTH EVIOS ECOTEPIKADV YDPMV GTNV 1YV TOV
onpatog Kivntg miepmviag. [paypatomombnkay petpioelg ekmeumopevns Kot Aapfavopuevng 1oyvog
o€ tpio onueio dopopeTIKNg amdoTacng omd Topabvpo, e xpnon Tpiov kivntov Echo One kot yia
TPELG O10POoPeTIKOVG TTapdyovs. Ta amoteréopata deiyvouv 6t 660 av&dvetor 1 amdoTAc Amd TO
napdBopo, peidvetar 1 AouPoavouevn oy Kot oEAVETOL 1 EKTEUTOUEVN 10YXDC TOL KIVNTOUL,
emnpedloviog SLVNTIKG TNV TOWOTNTA TNG OVVOECNG Kol TNV Katavaimor evépyewg. Emiong,
TOPOTNPOVVTAL OLUPOPOTOCELS HETOED TapdY®V ®C TPOg TNV KdAvym, tn otabepdtnra Kot Ta
106001l anmiewog dedopévav. Ta evpruato exiPefordvovv T onuacio e yopkng B€ong yio v
a&lomiotio TG cHVOESTG OE ECMTEPIKOVG YDPOVG,.

Aé&Earg khewona: Exmepmopevn / Aapfavopevn 1oydc, GLOTAIOTE KIVNTHG TNAEP®VING, KIvNTd
TNAEP@VO, SIKTVO KIVNTAG, TOLOTNTA GNUOTOG

1 Ewcaymyn

Yy olyypovn emoyn, ta Kwntd &govv evoopatwbdel oty kobnuepwvn Lon. Ot dvBpomnor ta
YPNOUYLOTOLOVV Y10, OAEG TOVG TIG OVAYKES OTMG EMKOWV@Via, online TANPOUES, TAOTYNGN CALA KO Y10
VO TEPACOVY  OMUIOVPYIKA Tov ¥povo Tovug. Oleg ol Topamdve AeLtovpyieg UTOPOLV v
TPOyUaToToInBovy 6g 0TO100NTOTE ¥MPO OpKel va £xovv TPOSPacn o€ dedOUEVA KIVIITNG TNAEP®VIOG
N Wi-Fi. ITapora avtd, TOAAES POPES KATA TNV YPTIOT] TOV KIVNTOV TOpOTNPOVVTOL OAAIYEG GTO GTULO.
Mo mapadetypa, Katd v didpkelo pio KAGNG otV omoia 0 ¥pHoTNg KIVETOl LEGH GE Evav YDPO
umopel vo mapotnpnBodv d1oKkoméG N aVEOUEIDNCELS TOV GNUOTOC TOL 00NYOUV GE GAAOIGCN NG
TOLOTNTOG TV KAGEWV.

IMa tov Aoyo avtdv, 6TV mapohoa Epyocic, LEAETATOL 1 1O0YVG CIUATOG TOV AaUPAvel To Kivntd arnd
ToV 6Tafpd Paong aALG Kot 1) 16Y0C GNUOATOG TOVL EKTEUTEL TO KIvNTO TPog ToV 6tabud Baonc. I'a v
peAémn avt) ypnowomomdnkav tpio ktvntd Echo One [2] mov kataypdpovv Kot amofnkedouv v
AOUUPOVOLEVT KOl EKTEUTOUEVT] 10YVG TOV TEPLYPAPETOL TAPATAVCD.

Ot petpnoelg mov moPovClalovTal GTNV TOPOVCH EPYACIO TPUyUATOTOMONKAY GTO TANIGIO TOV
pobnuotoc «Metproeig o TnAemikoveviokd TVGTHUATO TOL TPOTTLYLUKOD TPOYPELLOTOS GTOVOMY
tov Tuguatog ITAnpogopikic kor TnAemkowovidv. [o v vAomoinon TV UETPHCE®V
ypnowomotdnke to petpntikd ocvotnua Echo One, to omoio mapéyetar and 1o Epyoaoctpilo
Acvpudtov kol Kivntov Enikowveoviov ko £xet amoktnei péom tov gpguvntikon Epyov [TANAQPA

[1].
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2 Ileprypaon Metpncewmv

Mo mv Ay tev petprioeny ypnoiportomdnkoy tpia kivntd tepuatikd Echo One (Ewova 1&2) [2] .
Ta ktvnTd avTd eivor eEEIOIKEVIEVEG GUGKEVEG LETPTIONG TOV YPTGLULOTOIOVVTOL GE THAETIKOIVMVIOKA
GULOTILLOTO KOt EIVOL GYESIAGUEVA Y10, TNV A&LOAOYNOT) TNG AOS06NG SIKTVMV KIVIITNG TNAEQPOVING.

s
Ewova 1: Kivnto Echo One

2.1 Awdwooio

Yy peAétn avtn, o Kivntd mpoayuotoroincay tpeic LeTpioelg oe Tpia onueio, amdotacng 0.5m
(Ewova 3), 3.5m (Ewodva 4) kot 6m (Ewodva 5) and 1o mopdbvpo kot and tpeic dapopetikon
napdyovs. Ot anootacels emAéydnkay yio va petpnfei n enidopaom e amdGTaoTG 0o TO KOVIVOTEPO
onueio €16660v PLOKOD POTOG (TapPdOLPO) £mC TO T HoKPVO (KEVTPO TOV KTipiov). H kdbe pétpnon
elye duaprela téocepa Aemtd ota onoio onuetmOnKkay tepimov 508 Tég wyvoc pe pa T kabe 500
msec TEPITov.

4

AW ? A
Ewodva 3: Znueio A Ewodva 4: Znueio B Ewodva 5: Znueio I'

3 Amoteléopata

Katomy tov mapordveo petpiioemv, Aednkav ot Tiuég ekmepundpevns Kot Aapfavopevng 1oy0og e
oKOTo TNV €E0YMYN CLUTEPACUATMV.

Y10 odypappe g Ewodvag 6, mapatnpeitor 6tL ot [Idpoyol 1 kot 3 dev mapovoidlovv amOTOUES
oAhayég oty Aapupavopevn oy dtnpovtog Tipég mepinov amd -100 éwnc -105 dBm kot -90 €wg -95
dBm avtictoyya. Avtifeta o [Tépoyog 2 sppavilel andtoun aiiayn and -97 ota -92 dBm.

Y10 ddypoppa g Ewdvog 7, paiveror 0Tt 6Aot ot mhpoyot epeavilovy amdToUEG OAAAYES OTIC TUUEG
NG EKTEUTOUEVTG LOYVG KOTA TNV TAP0d0 TOL ¥povou pe tov [Tapoyo 2 va &xet Tic AyoTepec.

Yty Ewova 8, mapatnpeitor 611  péomn Aapfavopevn 1oydc, og OAOVG TOVG TOPOYOVS, LELDVETOL OGO
avEAVETOL 1 ATOGTACT) OO TO TOPABVPO.
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NapBavopevn loxig ouvapTioEL TO xpOvou

m

loxog floeL Tou Xpovou
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Ewova 8: Méon Aapfavopevn woydg Ewova 9: Méon ekmepmdpevn 1oy0g

Kobng amopaxpouvopacte and to mapdbupo, n Aapfavopevn 16yx0¢ ToL GNUATOG HELDVETAL ENELDN TO
onNua oo Tov 6Tadud fdong uraivel 6Tov ympo o 0KOAN amd TO avolypaTa, OTTmg ta Tapddvpa. Oco
O HOKPLA Eivor TO KvnTo amd Ty Anyn £16660V TOV GNUATOG, TOGO TEPIGGOTEPO TO onua e&ocbevel,
YTl cLUVOVTA EUTOSL0. OTTMG TOLYOLE, EMUTAN KO GAAL CVTIKEILEVO, TTOV TPOKOAOLV AIOPPOPN O Kot
OVOKAGGELS. AVTO €YEL OC OMOTELEGUO VO PTAVEL GTO KIvNTO AyOTEPT) EVEPYELD, APO KOl HIKPOTEPN
oyvs. Avtibeta oty Ewova 9, mapatnpeiton 0T 1 péomn ekmeumopevn 1oydg amd to KvnTd avEavetan
Y OAOVG TOLG TAPOYOLS, HE TNV OmOcTOOoT amd To Tapdbvpo. Avtd cvufaivel yiati to Kvntod
«mpoonafed» va kpatoel eraen pe to otafud Pdonc. Ewdwotepa, 6tav 1o kivntd Ppioketon pokpid
amd T0 wapdbvpo, To oNUA TOL AcuPdvel omd Tov otabud Pdong eivar wo adVvvapo, ETEWN EYEL
e€acbevnoel Tepvavtog pésa amd tolyovg Kot dAla umodia. ['a vo, propécetl To Kivntd va dloTnphoet
KOAN emukovovia, ov&avel outopoTa TV 100 HE TV OToln EKTEUTEL, MOTE VO PTAVEL KOADTEPU TO
OO TOV 6TOV 6TaOUO Paonc. Avto yivetal HEc® €VOG UNYavIGUoD Tov Aéyetal "power control"”, ko
VILAPYEL OTO TEPLIGGOTEPD, GLGTILOTO KIVITHG TNAEPOVIOC.

Tumki AnéxAion (AapBavépevn loxoc) Tunur Antékhuon (Exreeinoplevn loxic)
5 10
as 9
4 8
35 7
3 6
525 35
2 4
15 3
1 2
B . . . ' l
0 o
MNapoyoc1 mMdpoxoc1 mMapoxoc1 mMdpoxoc? mMdpoxoc2 mMdpoxoc2 mMapoxoc3 mMapoxoc3 mMdpoxocd mMdpoxoc1 mMdpoxocl mMapoyocl mMapoxoc? mMdpoxoc? mIlapoxoc? mMdpoxoc3 mMlpoxoc3 mMdpoxosd
Ewéva 10: Tomkn andkiion g Aapfavopevng ioyvog Ewéva 11: Tomikn omdKAon TNG EKTEUTOUEVNS 1GYVOG

Emutiéov, oto ddypappo e Ewovag 10 @aivetor 1 Tomikn amokAion g AapBavOouevng 16y0¢ Tov
onuarog. O IMapoyoc 1 €yxel Tig pikpodTepeg amokiioelg ota onpeio A kat B. O I[époyog 2 mapovoialet
TN HEYOADTEPT] 0mOKALoT oV petpnonke ota 4.5 dB oto Enueio B.

Ymv Ewova 11 @aivetor n Tomikn amodKAon TG EKTEUTOUEVNG 1OYVG, KOl 0D 1 UEYOADTEPT TIUN
eppavieton otig petpnoetg tov [apdyov 2, ptavovrag ta 9 dB oto Enueio I', dtav n péon ekneunoduevn
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Vg oto idto onueio givarl ota 14 dBm. To xivntd avePfoxatePdlel v 1oy ekmoumig Tov évrova,
YEYOVOG OV UTTOPEL VoL EXNPEACEL TNV TOLOTNTO TNG CVVOESTG, T.Y. O POVNTIKEG KANGELS 1] GE Yp1on
OEJOUEVV.

Missing data ava napoyo, avd tapapetpo pétpnong
000% 9.43%
2.00%
8.00%
7.00%
6.00%
5.00%

4.00%
3.14%

3.00%
2.00%
1.00%
0.07% 0.00% 0.13% 0.07%
0.00% —

MMdpoxoc LRSRP  MMApoxXoc1PTX  MIdpoyoc2RSRP MMAPOXoq2PTX  MMdpoxoc 3RSRP  MIIapoxoq3 PTX

Ewéova 12: Missing data avd mtdpoyo, avd mapapetpo pETpnong

To dudypappo e Ewkovag 12 deiyvel o mocootd anmdielag oedopuévav. Tapatnpodue 0Tt andieia
dedopévev gppaviletor mpoktikd povo oty ekmepndpevn oy (9.43% yw tov [dpoyo 1, 0.13% v
tov I1dpoyo 2 kot 3.14% vy tov 3). Ta missing data otnv exnepmdpevn o0 mBavov opeilovial 6To
OTL TO KIyNTO JEV EKTEUTEL GUVEYDGC, EOIKA AV OEV VTTAPYEL Kivnor dedopévav exeivn ) otryur]. Onote
dev vanpye pétpnomn va katoypopel. Avtifeta, to Kivntd AapPdvel cuveymg onfua omd Tov 6Taud
Baong, omdte N Aapfovouevn woydg umopel va Katoypdeetatl otadepd.

4 Xvumepdoupoto

Apywcd, mopatnpeitor 0Tt M Adpfoavopevn 1ox0¢ pewmveTal, Kobdg ovEavetal 1 omOoTOOT TOL
TEPUATIKOD a0 TO TOPABUPO VA, 1 EKTEUTOUEVT 10YVG avEdveTat, Yo va dtatnpnBei n cdvdeon pe
tov oTafpo Paong. Evdeiktikd, n péon exmeundpevn woydg tov [apoyov 1, av petaxivnbovue 6 pétpa
pokpld omd 1o mapdBvpo, avéavetar and 7.5 dBm ota 16.5 dBm (av0Enon wepinov 9 dB), evd n péon
Aappavopevn woyvg pewdverot amd -103 dBm ota -110 dBm (peioon 7 dB).

AvT0 dglyvel 0TL 08 E0MTEPIKOVS YDPOVG 1| OTOGTACT] ard TO avoiypaTo (OTmg To Topdabupa)
emnpedlel CNUOVTIKA TV TOWOTNTA TOL oNpatog. EmmAéov, 6tav 1o Kivntd ypeldletol vo EKTEUTEL LE
UEYOADTEPT 10D, KATOVOADVEL TEPICCOTEPT] EVEPYELD, KATL TOV UTOPEL VOL EMNPEACEL KOt T SLPKELD
{ong ™¢ umotapiag. Apa, 6€ YOPOVE UE YUUNAT KGAVYM, dev emnpedletar povo 1 cOVOEST), OAAG Kot
1 OVTOVOLUN TNG CLGKELNC.

g 0,11 0popd TOVG TAPIYOLG:
o O Ilapoyog 2 mapovoiace T peyolvtepn Aopfovouevn 1oyd (kaAvtepn kdioyn),

e &vo o [1apoyog 1 eppdvice ™ otabepdtepn coumepipopd, TOGO M TPOG TN AYN OGO Kol (G
TPOC TNV EKTOUT).

To 10600TA amdAELNG dEdOUEVOV NNTAV YEVIKA younAd, ue e&aipeon tov I1dpoyo 1, o omoiog epupdvice
ONUAVTIKEG OTDOAEIEC OTIG LETPNOELS EKTELTOUEVTG 10YVOC.

5 Avoagpopég

1] PANDORA | Wireless and Mobile Comminications Lab, “Epevvntico Epyo [IANAQPA,”

[
[Online]. Available: https://wmclab.uop.gr/pandora.php. [Accessed: 3-Jun-2025].

[2] WMCLab, “Ilaporapr eEomhopon épyov [TANAQPA,” [Online]. Available:
https://wmclab.uop.gr/pandora/items/2022.07.20 paralavi_exoplismou.html. [Accessed: 3-Jun-2025].
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Iepoapotiky) o1atosn GVGTNUATOS KIVI|TOV
EMKOLVOVIMOV SNG YEVIAS

Eppavouii-Zaoesipiog Mrnolng, Tuqua IIAnpoeopiknig kot Tniemucovoviov, avemomuo
[Tehomovvncov, TpimoAn, mbozis@go.uop.gr

11 Iovviov 2025

Iepiinyn

Ta TNAETIKOWVOVIOKA GLGTHLOTO EAEYYOUEVO 0O Aoyloutko (Software defined Radio) anotehovv éva
Bacikd oToryeio TV mEWPAPATIK®OV dlaTdéemv Yoo TNV épevva og acvpuata diktva Iéumme Tevidg
(5G) wvpiog AOYy® G eveM&log Kol TNG SLVOTOTNTOG TPOYPUUUOATIGUOD TOLG UEC® AOYIGLKOD.
Tavtoéypova, M TOALVTAOKOTNTA TV TPOTOTOV Tov kabopilovv v Asttovpyia TtV diktdwv 5G
avéavetal Aoy g avénong tov epapuoydv mwov Pacilovior oe avtd. Ta véa Peitiopéva
YOPAKTNPLOTIKE o€ OAOL T EMITEGOL TNG OTOIPOG TPOTOKOAAWDY GE GYECT LE TNV TPOTYOVUEVT] YEVIA
KIVITOV ETIKOWVOVI®DY, GLYKEVIPOVOLV TO &VOLUPEPOV TNG EPEVVNTIKNG KOWOTNTOG TOGO OTNV
avamtuén Aoyiouikoy, 0G0 Kol GTOV TOUEN TMV UETPNCEDV Kal TG a&loAdynong ¢ amddoone. H
Tapovoa. epyacio TpotTeivel o VEAKTN TAUTPOPUL cuoTtHuatog SG amd dkpo oe dxpo (E2E) mov
€xel TG OLVOTOTNTES EMAVOTPOYPOLLUOTICUOD KOl EMEKTOCONG OF OPOPETIKA media Epevuvag,.
ITapovcialovtal ot KOpileg SLVATOTNTEC KOl Ol TEPITTMOGELS YPNONG TOL GUOTHHOTOC Kol e&dyovTat
ocvumepdopata Pe Paor Tig SOKIUES Kal LETPNGELS TOV £xovv de&uyBel oTo epyactniplo.

AEEaIg KAEO1A | ZuoTNUATA KIVITAV EMIKOVOVIDY TEUTTNG YEVIAS, AvolkTo Aoyiopiko, Linux, Open
Air Interface

1 Ewaywyn

H viomoinon tov Awtoov [pdoPacng (Radio Access Network 1 RAN) kot tov Awktvov Koppov
(Core Network 11 CN) pe Aoyiopiko kot cuokevég SDR dievkoivve v avantuén 1010TIKGOV SIKTHOV
5G otov topéa TG £peuvag Kot TV Blopnyavik®v epapuoymv. To Aoyiopkd oe apketés and avTés
TIC VAOTOMOGELS €ival avoryTtol KddKe, CLUUPAAAOVTOC ONUOVTIKE oTn Heimon Tov KOGTOLG GE
ouvovacud pe T xpnom VAo dabéciov oto gundplo (Commercial off-the-self ). tig vhiomomoelg
pe Aoytopiko Tov diktvov SG RAN zmepihapfdvovtor to srsRAN [1] kot to Open Air Interface (OAI)
[2]. M 6AAN vAiomoinon ocvotiuatog 5SG givor 1 Amarisoft [3], aAAd sivar KAEGTOD KOO, Ko
TPOCPEPETOL (OC GLUVOLOOTIKT ADGN AoylopkoV-VAKov. o 10 diktvo koppod 5G, ot kdpleg
VAOTOMGELS avoLyTov Kddika givar o OpenSGS [4] kot to OAI CN5G [5].

Meta&d Tov Aoemv avoytov kddika, To OAl €yel v Mo ypriyopn Kol GLUGTNUOTIKY OvATTLED,
GUYKEVTIPMVOVTOG TO EVOAPEPOV YLl TNV VAOTOINGM NG 6Toifag mpoToKOAA®Y Tov 5G 0md TOLg
TapdYoLS JSIKTVWV KWWNTNAG TNAEQ®Viag, Tovg mpoundevtég viAkov RF, 1o mavemotio kot to
gpeuvnTikd kévipo. H apyrtextovikn kou ta xkoplo yopaxtnpiotikd tov OAl mapovcialovror oTig
dnpootevoelg [6] ko [7]. To OAIL o avtifeon pe T eVOAAOKTIKEG AVOELS, TPOGPEPEL VAOTOINOT)
ovotnuotog 5G amd dkpo Ge AKPO, CUUTEPIAOUPOVOUEVOD OKOUN KOl TOL AOYICUIKOD Y0 TOV
gEomhioud ypnotn (new radio User Equipment 1| nrUE), to diktvo xoppod kot tov otaduod Baong 5SG
(gNB), éxovtog ) péyrot gveléio kKo Tpocappootikotnto. H eveM&io auti dpmg enttuyydvetot e
tipnuo v avénuévn duokoAia otnv ekpudOnorn Kot TOPOUETPOTMOINCN TOL Guotiuatog. Ta
npoypdppata mov viomolovv 10 UE kou to gNB givon ekteléoipa 010 Asttovpykd cvotnpo Linux,
EVD 01 GVVAPTNGELG TOL dikTvov Koppov (Network Functions 1 NF), umopolv va ektelectolv gite g
dlepyoocieg ToL AEITOLPYIKOD GCLOTHUOTOS €ite péco o€ kovtéwvep (containers). Extog amd
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duvatdtnTa PETAd0oNS Kot ANyng kopatopopemv 5G ypnoponowmvtag cvokevés SDR, to OAI
dtaBétel moALd epyoieio Aoyiouikov yvmotd o¢ Phy Simulators , mov pmopovv va ypnoiyonombovv
v TNV avamtuén pag TAateopuag eopoinong cvotiuartog 5SG. ‘Etot, n e€opoimon oAdkAnpov tov
ovotnuoatos 5SG omd to OikTLO KOPHOD MEXYPL TNV ovokevr] xpnotn pmopel vo  SieEaybel
ypnopomoldvtag Koviévep docker mov €xovv avomtuyBel oe Evav pdvo Kevtpikd voloytot [8].

Xe autnV TNV €pyacia, oTOXEVOVUE OTNV OvATTLEN €vag avtdvouov (standalone) cvotiuatog 5G
Boac1opevo 6g AOYIGUIKO OVOLYTOV KOOKO KoL VAIKOD S1afEGILOV GTO eUmOPLo, TOV S1EVKOADVEL TOV
YPNOTI VO SOKIUAGEL SIOPOPETIKA GEVAPLO, GUVOEGIUOTNTOG Kol EPapUoYEG. o v vAomoinon g
otoifog tpmtokdAlwv S5G, emdéEape va ypnopomomaoovpe 1o OAIL yio 6Aa ta eni uépovg TupOTA
Tov dikTOov 5G, cvumeprapPavopévov twv gNB, CN kot ntUE. A&lomomcape 10 01KosuoTNLLO
Linux pe v ainbopa dobéoiumv epyoleiov avolytod KOOIKO Kol SLVATOTNTO TPOYPOUUATICHOD
tov keAOEovg (bash shell), mpokeévov va LAOTOMGOVUE TO GEVAPLOL GUVOECIUOTNTOG KOl VO
OVTOLOTOTTOLCOVLE TN SLUdIKAGIN EKKIVNIoNG TV dlEPYACIDV.

2 Ileprypaoen IpoPAnuatog

Evad n ypnon eredBepov Aoyiopukod yia tnv vAomoinon g 6toifog TpoTokOAA®Y Tov 5SG TPocEEPEL
peyaAn eveM&la oty S10HOPPMOT] TOV GLGTNLOTOG, 1| EKKIVIOT] TOV VTOGVOTNUATOV Kot 1] EVOAAAY
HETAED TV JaPOPETIKOV pubuicewv eivar g moAd dvokoAn owdikacio. H dvckoiio avth| og
peyoro Babud opeiretal 6TV TOAVTAOKOTNTA TOV 1010V TOV TPOTOKOAA®Y, ®GTOGO eVIEivETUL OO
T0 yeyovog 0Tt to Open Air Interface dev mpoopépel pia edypnotn Semapr| kot 1 pvduon TV
TOPALETP®V TOV YiveTon péco amd v enelepyacia apysiov pvbuicemv. Emmpocsbétwg ta apysio
puOuicewv mpémet vo Kahovvtal kKaBe opd amd To KOPLo TPOYPOLULLE TOL EKKIVEL TOV 6TAOO Baong N
Vv cvokeun ypnotn. To kevd avtd Epyoviarl va kaAdvyouv Avcelg omwg T0 OAIBOX [9] 1o omoio
oamevBovetal oty gpevvnTikny kowodtnto kot to Firecell [10] mwov eivor mpocovatoMcouévo ota
WOTIKA diktva Kvntav emkovoviov 5G o Propunyovikéc epoppoyés. To cvuoTiUOTO QLT
OmOTELODV  GLVOVOOTIKEG AVGEIC VAIKOD KOU AOYIGUIKOD KOl TOPEYOLV OTOV YPNOTNH Ui
0AOKANPOUEVT SlEMOPN HUECH GO TNV OTOi0 UTOPEL VO TOPAUETPOTONGEL KOl VO TOLPAKOAOVONGEL
toug Paocwkotg deiktec amddoong (Key Performance Indicators 1§ KPIs) tov dwctdov. Qotdéc0 10
KOGTOG OTOKTNOTG TETOLMV GUOTNUATOV UTOPEL Vo EIVOL OTOTPETTIKO Y10 VO LIKPO EKTOUOEVTIKO 1|
gpeuvnTikd Qopéa. To kevd avTd KAADTTEL TO TPOTEWOUEVO GVOTNLLA TOL avoAvETOL 6To Kepdiato 3.

3 Ilpotewvouevn Avon

To AertovpyiKd S1AyPOLLLLE. TOV TPOTEIVOUEVOL GUGTHLATOC OOKIU®Y Tapovotdletol otnv Ewova 1. Xe
avtd 0 ypnotng umopel va dtucuvoécsel to UE otov otabud Pdong pe tpelg dopopetikods Tpomovg:
(A) efoupordvovtag 10 aocvpuato kavdAlr pe ypnon tov epyaieiov RF simulator tng OAIL (B)
ypnoomoldvtag cuokevég SDR yio v ekmoun Ko Ay tov ofjuatog 5G péow kalmdiov RF kot
(C) pe aovppatn chvdeoT TG KvnTHG cLOKEVNG. Me Bdon v apyikn 10€a, T0 GVGTNUO UTOPEL Vo
emektafel ko vo avaPabuiotel ypnoLonToOdVTAS EMMAEOV DMKO Kol £pydieios AOYIGHIKOV Yol Vol
KOAOWEL SLopOopeTIKEG epevVvNTIKEG avdykes. Ot Pacikéc TApAUETPOL TOV GLOTHHOTOG (cLYVITNHTO
eépovtog, Tunua Evpovg Zavng (BWPs), dwopdppwon tov ypovobupidwv Time Division Duplex
(TDD), ap1Buog kepoidv, K.Am.) pmnopel vo, SOKLUAOGTEL OpyIKE YP1OYLOTOIOVTOS TNV Tpocopoinorn RF
TP oo pia acvppatn petddoon pe cuokevég SDR, dtevkoihvovtag €101l TOV YP1YOPO TEPAUOTIGHO
KaOdC Kot ToV eVIOmIGUO ceaipdtov. H dadikacio vAomoinong evog cuykekpiuévov cevapiov, M
EKKIVNON TOV GTOYEI®V AOYIGHIKOV, 1 dnutovpyio SIKTLAKNG Kiviong Kot 1 Sie&aymyn LUETPHoEDV
OVTOMOTOTOLEITOL e TOL Scripts oTo PAO1d bash mov avartHEape evompatdvovtag epyorein avoryTon
KOO Yo 1o Aettovpyikd cvotnua Linux [11-12]. To k66T0¢ TOL GLGTANATOS Eival TO YOUNAOTEPO
duvatdv kot e&aptator povo amd To koaTog Tov hardware, apol 10 AOYIGUIKO ival AVOIKTOD KMOIKA.
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O ITivaxog 1 meprrapfaver ta oevapla puvbuicewv mov viomomdnkav pe v dtdtoén avtn Kabhg Kot
Tov péyloto pubpd dedopévmv mov emitevydnke otnv Aqyn g ovokevn ypnot (UE) ywa kdéBe
GEVAPLO KoL TOTO GLOKEVNG XPNoTN. Ol HETPNOELS TPAYLOTOTOONKOV LE XPNOT| TG VAOTOINGNG TOV
UE pe to doyiopukd g OAI kaBog kot pe v kivnr) ocvokev] Huawei P40. v Ewdvo 2
amewovileton to ovotnua pe Tic ovokevég SDR pali pe tov e€omiiopd dacvvdeong mov PpiokeTon
ot0 gpyaotiplo Pnowkov Emxowoviov kot Zvotnpdtov g ZyoAng IIAnpogopikng kot
Tniemkowvavidov tov [Havemotpiov [Tehomovvicov.

Yevaplo | EbpocZwvng | apBuog elcO0wmv — Méyiotog puOpog YVoKELT ¥PNOTN
(MHz) e€odwv (SISO- dgdopévav oto DL | (UE)
MIMO) (Mbps)

1 10 SISO 20 OAIUE

2 20 SISO 40/ 60 OAI UE/ Huawei P40
3 40 SISO 70/ 100 OAI UE/ Huawei P40
4 100 SISO 290 Huawei P40

5 40 MIMO 2x2 250 Huawei P40

6 100 MIMO 2x2 >500 Huawei P40

ivakag 1. Zevapra d1a@opetikod evpovg Lavig Kot péyietog pudpog dedopévav oto Downlink

@ AcUppatn oOVEEan He
Kwnto
~ RX1 TX1 Rx2 TX2

Af\hf\

ApopipoNoyN TG
USRP N310 ' T T epyactnplou

ouvdeon 10Gbps ethernet

ouvéeon
1Gbps
ethernet

YTOAOYLOTI|G CUOKEURG
Xxpfiotn (UE) YTtoAoyLotrig Siktvou npéopacng

KatL Koppou

Ewova 2. ®oT0oypa@ia TOV GLOTIHHATOS 6TO £pYacTi|plo ¥Nnookdv ETmkoivoviov ko
XvotnpdTov
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4 Xvumepdopoto

Amo v Aettovpyia Tov cvotnHoTog SG HE avolkTd AoYIGHUKO Kol cuokevéc SDR kot v cvveyn
nwpoonadeia avafaduiong Kol EmTIALONG TOV TPOPANUATOV TOV TAPOLGIACTNKAV KEPSIGOUE TOAD
ONUOVTIKY gumelpio. Av Kol 1 AEITOLPYIO TOL GUGTHLOTOG CLTOV OTOLTEL PEYAAN TPOoTADELD Kot
YVAOOT OVTIKEWWEVOV amd OlOPOPETIKA TeEdia, vePEYEL otV gveMélo Kot 6TO YOUNAOTEPO KOGTOG G
oxéon He TG ovToyoVIoTikEg étoluec Avoelg [3],[9-10]. Zto peldoviikd oyédid pog sivor 1M
avafdfuion Tov GVoTNUATOG HE OdTAEN CLYYXPOVIGUOD TOV VTOAOYISTOV KOl TOV OIKTVOV
TPOGPacNG, MOTE VO UTOPEGOVHE VO TPOYLOTOTO|GOVUE TEPICCOTEPES UETPNOES OTO (PLGLKO
EMIMESO KAl PE OLOPOPETIKEG APYLTEKTOVIKEG OTMC €lval 0 SOYMPIGUOC TOV JIKTOHOL TPOGPUCNG GE
KEVTPIKT Kot omokevTpopuévn povada (CU-DU split).
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11 Iovviov 2025

Hepiinyn

H evoopdtoon tov Awdiktoov tov Ipaypdtov (Internet of Things - IoT) ot Propnyovia tov
alevpdrov, aflomolel oOyypoveg teyvohoyieg aryung Omwg M €Evmvn mopakoAovdnomn, n Afym
amopdoemy PAcel SEOOUEVOV KOl TO OTOLOTOTOMMEVE cuoTiuato eAéyyov. H mapovoa epyacio
OlEPELVA TOV avTIKTVTTO NG Ypnong g texvoroyiag IoT oe téooepic Paoikovg Toueis: ™V
VOUTOKOAALEPYELD, TIG OMEVTIKEG OpPACTNPLOTNTES, TN LETAMOINON Kol TOV TOWOTIKO €AEYYXO TMV
aMevpdtov. E&etaletoan o Tpdmog pe tov omoio o diktva asOntip@v, ot TAATPOPUES VITOAOYIGTIKOD
VEQPOUG KOl Ol OVOADCELS GE TPAYUOTIKO ¥POVO UTOPOVV Vo GUUBAAAOVY ot PeAtioTonoinoT TtV
OLOTKOCUDY TOPAYM®YNG, 0T SIUCOAALCT) TNG TOLOTNTOS TOL TPOIOVTOG, EVA TAVTOYPOVA EVIGYDOVY TNV
yvniooidtta Kot otnpifovv Toug 6TdYovg TS Procipuotntag. [apovsidlovtat eniong ot TPoKANGELS
KoLl Ol HEAAOVTIKEG KOTELOVVOELS Y100 TN GLVEYN KOWVOTOMIO, Kol TNV VIOOETNGN TOV VEQV oVT®OV
teyvoroyimv. [Ipdceartn Biloypapic avadekvieL T onpacia TG TPOSapUoynG TV cuotnudtev [oT
0TI VOOTOKUAMEPYELEG, TNG XPNONG OIKTVMV YOUNANG EVEPYEWNKNG KOTOVAA®MONG, KOOMG Kol TOv
oLvoLacHoy ToL Atadiktoov tev [lpaypdtov pe Teyvnt Nonpoolhvn, ue ckomd ™ peiworn g
OTUTAANG TOV TPOPIU®V KOl TNV EVIGYLOT NG YVNAAGILOTNTOS TOVG. AVTEG Ol KAVOTOUEG ADGELG
vroypappifovv tn dvvaromta tov loT va PedticTomomoet Tig d1adIKacieg TaPAy®YNS TPOPIL®Y, EVD
TAVTOYPOVA VTOGTNPILEL TIG TPUKTIKEG TNG KUKAIKNG OIKOVOUING EVIGYDOVTOC TO TPOTLTO, AGPAAELNG
TPOPiUOV 6€ OAN TV oAvcida podlocuov. Xvvolkd, m aflonoinon tov loT otov topén TV
OMEVUATOV AglTovpyel G KATAADTNG Yoo TNV YNk HETAPaon tng Plopnyaviag, evicyboviag T
Blioodtta, TN J@avelo Kot TV amodoTikotta. Qotdc0, 1 TANPNG VI0BEToN Tov TpovToBETEL
evepyn LTOoTPIEN amd TOVE POPELS YEPUENG TOMTIKNG, LECH KIVATPOV Kol GTPATIYIKNG TPo®Onong
TOV SLVOTOTNTMOV OV TPOGPEPOLY Ta. EEVTTVO. GLGTILLOTAL.

AéEarg khewdrd: Internet of Things (IoT), YodatoxaAliépyeia, Acpdiein Tpoeipwv, Aoysipion
Yokrikne Alvoidag, Biooodtta

1 Ewcaywyn

Ta yépro kot dAlo Bolacovd mpoidvta (YvmoTd pe 10 YeVIKO Opo «BoAaGoIvEy 1 «aAebpaTay),
amoTELOVV TOAVTIUN TNYT {OKNG TPOTEIVNG Kot OpENTIKOV GLOTATIK®V otV avOpdmivn dwotpooen [1,
20]. Qot660, 0 GLYKEKPWEVOG TOUENG TNG Propunyoaviog Tov TPoeil®mv avIeTonilel av&avopeveg
TECELS OO TNV KMUOTIKY] GAAOYT, TV VTEPAAIELOT KOl TOVE OWGTNPOVE KAVOVIGLOVS 0oQAAELag [2,
18]. To Awdixtwo tov Ilpoayudtov (Internet of Things - IoT), amoteleitor amd évo dikTvo
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SloLVOEdEPEVOV GONTPOV Kol GUCKEVAOV Kot glval o€ BEom va TpocpEPEL 1oyLPd epyaieia Yo TNV
OVTIIHETOTION OVTOV TV (NTNUAT®V, ETITPETOVIOG TNV TAPOKOA0VONCN KpICW®V TIWOV of
TPAYUOTIKO XPOVO, TOV AUTOUOTIGIO KOl TNV AVOADGT] OEG0UEVAOV GE OAN TNV EPOOLOGTIKY 0AVGION TV
fBoracowvav. H mapodoa epyacia mapéyel po TepEKTIKN EMGKOTNON TOL TPpOTOVL pe Tov onoio to loT
epappoletol oty VOATOKUAMEPYELD, TNV OALEI, TN LETOTOINOT Kot TNV EEAGPAALOT] TG TOLOTNTOGC, LE
GTOYO TNV EVIGYLON TNG TAPAYDYIKOTNTOS, TNG ACPAAelOG Kot TNG TepPailovtikig Prootudtnrags.

O ocvvdvaouog tov [oT pe v teyvoroyia blockchain emttpémet v emaAnBevon kot v yvnidnon
TV dedopéEVaV ot kaBe oTdd10 ToL KUKV (NG evOg TpoidvToc. H avénuévn dtapdvela mov TpokimtTel
amo TN XPTOT AVTAOV TOV TEYVOLOYLUDV SEVKOAVVEL TOVG TAPAY®YOLS Bolacovdv va avtamokplfodv
1060 OTIC OLEOVOUEVEG OAMOITNGCEL TOV KOTOVOA®MTOV, OGO KOl GTOLG OAOEVOL OLGTNPOTEPOVC
KOVOVIGUOVG, GUUPAAAOVTOG £TGL GTN LOKPOXPOVIA PloctudTnTo Kol avOEKTIKOTNTA ToL KAGdoV. [3,
18].

Supply Chain Layer
Fish Farm Packaging Truck Mnnvtacwlﬂ Packaging Truck Distributor Retail Store  Single ltem  Consumer
=

codes . -Shipmen: dsic and

“Packsging
specilications

-~ltembatoh mumber

and mvoice (R and bar eode
Puchugimg

tinn data specilivalions

imfenution

ToT Layer

Knowledge Layer O Offchain | o :
— ! Tedger H Smart Contract !
- AC :
Blockchain
T
Application Layer Data Visualization Querying Machine Leamning
3 g
Data Analytics Tmage Processing Rewards and Penalties

Ewova 1. [Tolveninedn apyltektovik Tov Tpotevopevon cvotiuatog Supply Chain pe duvatdtnra
blockchain IoT [3]

2 Egoappoyés IoT otig YoatokaAMEpyeleg

H voatoxedépyeia, ONACON 1 EVIOTIKY EKTPOPN YUPIDV Kol GAA®V VOPOPL®Y 0PYOVICUDYV, OTOTEAEL
&va GMUOVTIKO TOUED TNG TOPOY®YNG TPoPipmy maykoouing. Kabe ypoévo, Adym g avénong tov
TANBLG OV, VTAPYEL oNUOVTIKT avENon TG (TNONG TOLS Kol TO YEYOVOG VTO 0OKEL TiEST GTOV TOEN
™G aAleiog yevikotepa. [1, 4]. Qotdco, 1 dtnpnon PEATioTOV cuVONKOV 610 VOATIVO TEPIBAAAOY
TaPoLo1Glel TOALEG Ko onuovTikég tpokAnoels. Ot texvoroyieg IoT eivar og 0o va aAld&ovy pilikd
TNV VOATOKOAMEPYELD, TOPEYOVTAS OEOOUEVO GE TPUYUATIKO ¥POVO Kol SUVOTOTNTES CLTOUOTIGHOD
[4,5].

Avoduopeveg teyvoroyieg, OTMG ol eppuTeELUEVOL ProousOnTipeg Kot To avTovoue vtoPpdya drones,
enekteivouy akopa meplocdTepo TIg dvvatdtreg tov IoT oty vdatokoAdiiépysio [4]. Avtd ta
TpoNYUEVE EpYOLEiD EMITPEMOVY UN TOPEUPATIKY] S1dyvOON TNG LYENG Kol TopakoAovdnon Tov
OIKOGUOTNUOTOG e UEYOAN YOPIKN KOl XPOVIKN okpifela, avolyovtag tov SpOHo Yo TPOKTIKEG
axpifelag oy véotokaAMEpyewn [4, 6].
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[Ipdopateg pekéteg LLOdEKVOOLY TV AVAYKN Yo Tpocappocuéves Avoelg loT, KatdAinieg Yo Tic
Witepeg omaITiOEIS SLOPOPETIKOV GUOTNUATMOV VOATOKUAMEPYELNG, OTTMG Ol SEEAUEVEG ECMTEPIKNG
EYKOTACTOONG KOl Ol EYKOTAOTAGES ovowythg Boddoong. AAleg TPokANCES OTMMOC 1| EVEPYELOKN
EMAPKELD KOL 1 0GTAONG GUVIEGIHOTNTO TOV ACVPUATOV OIKTO®V OVTILETOTILOVTOL IE TEXVOAOYIEG
Omwg acOnmpeg mov Aettovpyobv pe MAMOKN evépyswo kol dlktva gupelag mePOYNG YOUNANG
katavdiwong (LPWAN) [19].

Yvykekpéva mopadeiypoto g emruynpévng evompatmong tov [oT oty vdatokaAliépysia
amotelobV avtd ¢ Scottish Sea Farms ot Zkwtia, 6nov eykatooctdbnkav oicbntipeg yio v
napakolonon mapapétpev modtnTag vepov (m.y. Oeppoxpacio, pH, alatdotnta, ofvydvo) oe
KA®B0o0O¢ GoAopov, | amotélecpa T PEATiOoN TG VYEING TOV YOPIDV KoL TNG OTOTELECUATIKOTNTOG
g Jwyeipiong [21]. Avrtictorya, otv Evpomndixkny Eveoon, 1o épyo SEASTAR evoopdtooe
e Tpec ota Wwapla yio TNV TapaKoAovONoT TOL GTPES LECH TNG KATAYPAPTS TOV KAPSOKOD TOVG
pLOov oe mpaypaTikd ¥povo. Tavtdypova pécw voPpvylov acOnTp®V, GCLAAEYOVTOL dEOOUEVA YO
™V VIOGTAPLEN AKAOTLUIKDV UEAETMV GYETIKA LE TNV KAUOTIKY 0AAQYT] KOl TNV VYEID TOV OKEAVOY
[22]. v Tairavdn, to mAotiko npdypappa “Project for Nurturing New Industries in ASEAN and
Japan” xoBmg wal dAdeg ovvepyoocieg pe tnv Internet Initiative Japan, epdppocav cvotipoTa
LoRaWAN «xot cloud-based avaAdcelg yio v mapakorobnon Oepuoxpacioc, pH, o&vydvov kot
OAA®V TOPOUETP®Y, ETTVYYXAVOVTOC PEATIOON TNG EMXEPNCLOKNG OTOTEAECUATIKOTNTOS KOl TOV
ddtkacumv avoarapay®yns yopidag [23]. Téhog, oty Ivdia, pe v aflomoinon Tng LIOAOYIGTIKNG
opaong, onueimbnke avénuévn axpifela oty Kotouétpnon yovov yapidag g kot 60% [24].
YUVOAIKA, Ol 0Vl TOV KOGUO €QUPUOYEG, amodelkviovy ¢ to loT cuuPdiier kabopiotikd GTov
EKGLYYPOVIGUO Kal TN PLOcUOTITO TOV TOUEN TV VOUTOKOAAEPYELDV.

2.1 Smart Monitoring kou Health Management 6tnv
Y dartokaAlépyeia

O1 aroOntpeg pmopovv va gykabdictavtor og AMpveg, defapevég Kot kKAwPods avowktng Bahdoong kot
glvar vevBuvol yio ™ pétpnomn PaciK@V ToPAUETPOV TG TOLOTNTAG TOL VEPOD (YAVKOD Kol GALLPOV),
omwg 1 Oepuoxpacio, o dtaAvpévo o&uyovo (Dissolved Oxygen - DO), to pH ko 1 ohotdmra [5,7].
Avtol o1 mapdyovteg ennpedlovv KaBopIoTIKa TNV VYELD TOV YopLdVY, Tov puiud avantuéng Toug Kot
v eppdvion acBeveidv. Ia mapdderypo, po Eoapvikn nTdon Tov emmédmv o&uydvov umopel va
EVTOTIOTEL TOAD YPNYOpPO a0 TOVG OUGONTAPES Kol VO, OVTIUETOTIOTEL AUESH HEGH NG AVTOUOTNG
EVEPYOTOINOTG TV GuoTNHdTOV ogplopol [8]. Ot aebntpes cuAléyouvv dedopéva oe cuveyn YPOVo
KoL o omodnkevovy o€ Pacelg 0ed0UEVOV, OTTOL KoL TPAYLLOTOTTOLEITOL 1] ETEEEPYOGIa TOVG.

H eneéepyacio tov dedopévav péom aiyopiBumv unyoavikng pddnong diver tn dvvatdtnto yio
aviyvevuon Un QUGLOAOYIKNG GUUTEPLPOPAS TOV YOPILDV, EVOEIKTIKY Yio. TNV EUPdvion acbeveimv. O
£YKOPOG EVTOTIGUOC TV 0I0OEVELDV, EMLTPETEL GTOYEVUEVES KTNVIATPIKEG TOPEUPACELC, LELDVOVTOC TN
Bvnootta Tov TANBVGHOD Kol TN ¥pNoN AvTIBOTIKGYV, dgiyvovTag To dPOUO Yo TN UETAPAoN o€
otpatnyiKég mov Pacilovral otnv TPOANYN Kol Oyl GTNV EK TOV VOTEP®V OVTIOPOOT|, BEATIOVOVTAS e
avtd TOV TPOTO Kot TN cLVOAIKN evlwio Tov (dov [8]. IMapddelypa TG opYLTEKTOVIKT) EVEVOVC
VOUTOKOAALEPYELOG Y10, TN dloyEipion acBeveldv Tmv olgvpdtov arnewkoviletorl oty Ewdva 2.

Emuiéov, vrdpyel 1 duvatodHTNTO Y10 EVEOUATOOT] LOVTEAWDV TPOPAEYNC TOV KAPIKOV GUVONK®OV o€
TPOYUATIKO YpoOvo, dote 10 cvotnua [oT g voatokoriiépyelog va eivan oe Béon va avtamokplOet
aueco og TEPPOALOVTIKEG HETOPOAEC, OMMC 01 TOEIKES avOiGEIS QUKIDY Kot 1 Prounyavik) pomaven

[9].

To peyoldtepo AelTOVPYIKO KOGTOC OTIC VOATOKOAMEPYEIEC OPEIleETOL OTN Gitlon TV yoplov. Ta
ocvotiuata loT uropodv va mapakolovBodv T CLUTEPIPOPH TV YAPIDV LEGH VTOPPOYLOV KAUEPDV
KOl OKOVOTIK®V 0o Tp®V, Tpocaproloviog TV Tapoyr TPOPNE G TPAYUATIKO ¥pOvo, Aauavovtog
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TawTdYpova VITOYN Kot Tig TEPPoarriovTikég cuvinkes. H otoxsupévn cition pewdvel tn ornatdAn Kot 1o
kdotoC, Teplopiletl v mepPailovtikn pOmaven Kot BEATIOVEL TOV AOYO LETATPOTNG TG TPoeNG [4,7].

Image pre-processing _

Mobile app for monitoring

. Smart loT system g g
W, N
LN -

.

Feature selection «

\{

Development of
Train Neural <«
Network

\j

Analysis and
interpretation of
the data

Extracting features o

Cloud system

Data processing by PCA _
o

Knowledge Database

Ewéva 2. [Tpotetvopevn apyitektovikn E0puois vdotokaAMEPYELNS Yia TN doyeipion acbevelidv Tmv
yoplov [§]

[Ipdopateg kavotopieg TePIAAUPAvVOVY TEXVOAOYIEG VTOAOYICTIKTG OpaoN G oV ekTIovV TN Propdla,
To. eminedo TPOGANYNG TPOPNG TV yBvomAnbvoudy, ETITPETOVTAS SVUVOUIKES TPOGAPUOYEG TNG
oitionc. Avtd ta cvotiuata [oT, evioyvuéva pe texvnt vonpoovvr, cLUBAAAOVY TEPAITEP® TN
BedtioTomoinon ¢ SoTpoPIKNG amddoong kal Tn Heiwon Tov TePPaAlovTikoD anoTuTduaTog [7].

2.2 Avtoparomoinon kot ftocindtto oty Y doToKaAMEPYELD Kol
Epnopwn Aheia

Ot MAoTOpUES VTOAOYIOTIKOD VEPOLG TOV YPNCIUOTOLOVVTOL OTIS OAOKANPMUEVEG Kol £ELTVES
VOATOKOAMEPYELES, Eilval g BEom v EVIAEOLV OKOUO TEPIOCOTEPEG AVTOLOTOTOMUEVEG AEITOVPYiES
OMMG 0 PMTICUOS KL O AEPIGHOG, OAO EAEYYOUEVA €5 OMOGTACE®MG KAl LE TN YPNON EO0TOCEDV GE
KvnTég ouokevég [6, 17].

[Mopopoimg, oty eumopikn aiteia, ot teyvoroyieg [IoT 0dnyovv ce o petdPaon mtpog eEumvatepeg Kot
mo Puooipes npaxtikés. Ta GPS ko ta cuotiuata avtdpatng avayvapiong (Automatic Identification
System - AIS) emitpémovv v mapoKoAOHONON TOV OMEVLTIKOV OKAPOV GE TPOYUATIKO YPOVO,
EVIGYDOVTOG TNV TAONYNOT], TNV OTOSOTIKOTITA TOV KAVGIU®V KOl TNV 0CPAAELL, EVD VITOSTNPilovy ™
GLUUOPOMOT LLE TOVG VOLTIKOVG Kavoviopovg [10].

‘E€vnva olevtikd epyodeio eEomhcpéva pe oucbntmpeg PBabovg, odvap kot kapepes, evromifovv
mAnbvouovg yopidv Kot dAlov Bolacowvdv kot Bonfodv 6t 6ToyeLUEVT] AALELOT GUYKEKPIUEVMV
€100V, HEIOVOVTOG TiG avemfounteg cuAAyelg (bycatch) ko tig {niég oto Boddooto mepipdiiov [11].

To cveTAHATO NAEKTPOVIKNG TOPAKOAOVONGNG TV OKAPDV, ETITPENOVY EMIONG TNV KATAYPAPT| OE
TPAYUOTIKO YPOVO T®V SO POUDY KOt TOV TOT00EGIHV 0Aiguonc, H1EDKOABVOVTOC £TGL TNV NAEKTPOVIKN
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yvnioowdtra kol t oayeipion e ohelog [12]. EmmAéov, n evoopdtoon mepfolloviikdv
dedopévav (m.y. Bepuokpocio empavelng BAA0CCAG, CLYKEVTP®GT YAOPOPVAANG, BaAdcoio peduata
KAT) 6€ CLUVOVLAGUO LE TANPOPOPIES OO BOPVPOPIKEG TTNYEC, TPOPOSOTOVV TO, TPOYVIOOTIKA LOVTEAN
kot kafodnyodv n ocvyypovn oAleio ce mePooOTEPO PLdOILES Kot YOAUNAOD TEPPAALOVTIKOD
avtiktomov mpoktikég [13].

3 Eoeapuoyeg IoT oty Eneéepyacio kot Atoavoun
AMevudtomv

H evoopdtoon tov teyvoloyiov IoT oty enelepyocia kot dwavoun tov Boiacoivov umopel va
BeATidoel TNV EMYEPNOLOKT OmOS0TIKOTNTA, Olc@UAlOVTOG TOVTOXPOVO TNV OCQAAELD TMOV
TPOTOVTIOV Kol EMITPEMOVTIAG TNV LYVNAUCIUOTNTO TOVG G TPAYUOATIKO ¥poOvo. Amd T EEumvec
EYKOTOGTAGELG TTOVL TOPAKOAOVOODY TNV vY1EWT TV YBLVNP®OV Kot T 0pBITEPN YPTIOT TOV TOPOV OTIG
VOUTOKOAALEPYELEG, £MG TO TPONYUEVE CUGTHUOTO JLOYEIPLONE TNG YUKTIKAG AALGISOG TOV dloTnpovy
™ epeckdda, 1 texvoroyia Tov loT eivan oe Béom va mpooeépel TANpN EAeyy0 Kol Sopaveln o OAN
TNV €QOJCTIKY 0AVGId TV BoAucoIVOV.

3.1 "E&unvn Enelepyacio ko Awayeipion Eykataoctdoemy

H enelepyosio tov Bolocowdv amoterel éva wwitepa Kpioiwo otddo, O6mov ta mTPoidvta
kaBapilovtal, cvokevaloviol Kot TPoeTOAlovTal yio. S10VouUT, OTUITOVTOG OVGTNPODS EAEYYOLS
VYIEWVNG KOl TEPIPAAAOVTIKGOV cLVONK®OVY. AlcOntipec cuvdedepuévor e texvoloyia 1oT eivor og Béom
va TapakoAovBodv cuveymg Tig factkéc Tepfoiioviikég cuvOnKes Omwg M Beprokpacia, 1 vYpacia, 1
TOLOTNTO TOL CEPO Kol TO JKPOPLoKd Qoptio oTig eykataotdoels [17]. Av omoldnmoTe TapAUETPOGS
Eemepdoel 0. OPO. OCPOAEING, CVTOUATOTOMUEVE GUGTHUOTO UTOPOVV Vo, oTeilovV €yKaipmg
gldomotfoelg | va mpocappocovv ta cuotripate HVAC (Heating, Ventilation, and Air Conditioning)
®oTE Vo, amokataoTadoV dpueca ot ac@areig cuvOnkeg [14].

O avtopotiopds g pong epyaociog amoteAel Mo okoun onpoviiky epapuoyn. EEomMopog pe
evoouatouévn texvoroyia IoT umopel va extehel epyacieg 0mmg 1 SLOAOYT KOl 1] GLOKEVAGIN, EVD M
avaAvoN EMOOCEMY GE TPAYLOTIKO YPOVO fondd GTOV EVTOTIGUO AVETOPKEIDY Kol 6T PEATIoTOTOINGN
g amddoong g mopaywyns. Hapddinia, to IoT vroopilel ™ dwayeipion evépyelog Kot mOPWV,
TOPOKOAOLOMVTAG TNV KOTAVAAMGT VEPOL KOl PEVUATOG LEGH EEVTIVOV LETPNTOV, EMTPEMOVTAS OTIG
povadeg emeepyaciog vo HEWOVOLY TN GTOTAAN Kot Vo, GUUBAAAOVY GTOVE GTOYOVG NG Prdcung
avantuéng [16]. Avtég ot egelifelg ot «EEumvny Propmyavia TPOPIH®V TOV EVOOUOTOVOLY TNV
Teyvnm Nonpoobvvn kot 10 [oT emrpénovrog v yyvnAdtnon tov amofAntov, T Helmon Kot v
enova&lomoinoT Tovg 6€ 0L ToL GTASLN TOPAYMYNC, CVUPAALOVY OETIKA GTNV EVIOYLON TOV TPUKTIKAOV
NG KukAkng owovopiag [16, 20].

3.2 Awoediion Iowotrag kot Iyyniaciudtra otn Poktikn
Alvcida

To IoT dwdpapotilel kabopiotikd poro otn dlaThpnomn TG oot Tog TV Hahacovadv 6g OAn TV
€P0oO100TIKN 0AvGida. AleOnthpeg Beppokpaciog, vypaciog kol aepiov EVOOUATOUEVOL GE EELTTVEG
OLOKEVAGIES KOl 00YEID, UETAPOPAS TOPEYOVY OESOUEVE, GE TPOYUATIKO ¥POVO Y10, TIC cLVONKES TOV
npoiovtoc. ' mapadetypa, edv n Beppokpacio amokAivel omd to ac@oAn Opla, ATOGTEALOVTOL AUECES
€100TTONGELG TOV EMTPETOVY SOPOMTIKES EVEPYELES, TPOGTUTEVOVTOG T PPECKAIM KO TN CUUUOPP®OT
LLE TOLG KUVOVIGHOVS aoPiAENG TV Tpoipmy [17, 18].

76



1° @ountikd Zvvédpio [TAnpogopikrg & Tniemkovmvidv Hovemomo [edomovviicov, Tpimoin

H yvnhaowomta etvan e€icov kpioun. Kabe maptioa Boracovedv prnopet va emonpovOel pe RFID 1
kwdkovg QR ocvvdedepévoug oe Paomn dedopévav loT, mapakorovddvTag TV TPOEAEVGT], TO 1GTOPLKO
eneepyaciog Ko TN dwdpoun dtavounc. Avti m mTANPNG OPUTOTNTO TNG EPOSINCTIKNAG OAVGIONG
EVIOYVEL TNV ACOAAELD TOV TPOPIL®OV, VITOGTNPILEL TN PLOGTIKT GUUUOPPOGCT) KoL EMTPETEL YPIYOPES
KOl GTOYEVIEVEG OVOKANGELS TPoiovTmV, dtav avtd arorteiton [15]. Emmpdoheta, o cuvdvacuog loT
ue blockchain kot cvetiuoata Texyvntig Nonpooivng, eVicydel T SL0PAVELY KOL TNV OKEPOLOTNTO TNG
YUKTIKNG 0AVGIONG, EVOLVAUOVOVTG TNV EUTIGTOGVVT TOV KATAVOAOT®OV 6ta Bolacotvé tpoiovta [15,
17].

4 Xvumepdoupoto

H epoppoyn tov IoT oty mapaymyn B0AAGCIVOV aVTITPOGOTEVEL VO KAUIVOTOUO Kol EVOAAIKTIKO
TpOTO pe Tov omoio drayelpllopaote, cLAAEYOLE, emelepyalONOOTE KOl SLOVELOVLE TO OALEVULOTOL.
Méow g £Eumyng TopaKoAOVONGONG, TOV AVTOUATICUOV KOl TNG 0VAAVGNG OE00UEVMVY GE TPOYLLATIKO
xpovo, 1o IoT emitpénetl peyardtepn omodoTikdTTa, PLOctudTTe Kol VNAOGILOTNTO GE OAOKAN PN
v alvoido Tov Bolacovav.

Duoikd, TOPAUEVOVY OPKETEG TPOKANGELS OV TPEMEL VO OVILLETMMIGTOVV DGTE VO, SCPOAMGTEL 1)
evpeio VoBETNON ToV. O1 LYNAES aPYIKES ETEVOVGELS, 1 TEXVOAOYIKT] TOAVTAOKOTNTC, O OVNGUYIES Y10l
Vv WBIOTIKOTNTO, TOV dedopEVeV, KaODC kol To (NTNUATO JLHAEITOVPYIKOTNTAG T®V TAATPOPUDY,
TOPOUEVOLY ONUOVTIKO epmddia. Ot pedhovtikég egelifelg Oa mpémel vo, dGOVY TPOTEPALOTNTO GTN
onuovpyio xopumAod KOGTOVG, EVEPYEWNKO OTOSOTIKMV oONTAPOV, OAAL KOl GE TPOTOKOAAN
EMKOWMOVIOG KOTAAANAG Y100 TNV EVOOUAT®ON Tovug o€ mhotedpueg Texyvntie Nonuosovng yio v
0od0TIKOTEPN AMYM amopdoemv. Kabopiotikn Oa ivar emiong 1 dmapéEn vTOGTNPIKTIKGOV OTKOVOLUK®V
KIVATP®V, PLOLCTIK®V TANIGI®V KoL TPOYPAUUATOV EVOUVALMONG Y10 TULPOYOYOVG Kot OAEIS LKpNG
KAMpoKog.

Avadvopeveg texvoloylec Omwe to edge computing, n cvvdeodmto SG KOl T0 GLUGTAHATO OV
Bacilovtat og froacOntmpeg, avapuévetal va enekTeivouy mepattépm Tic epapuoyég tov loT otov Topéa
v Bodoocovav. H cuvepyotikn kowvotopion petald akadnuoikng kowvommrag, flopunyoviog Kot Temv
vrevbuvev yapatng Toltikng ival amapaitntn yio Ty tAipn aglonoinon tov loT kot tnv owodounon
WG ovVOEKTIKNG, d1pavovg Kot VYNANG Totdtntog fropmyovicg OaAacoIvdy, Tov Vo avTomToKpiveTal
OT1G EEMOCOEVES OTOLTHOELS TOGO TV KOTAVOAMTMOV OGO KO TNG TEPPOAAOVTIKNG dtayeiplong.

Emuiéov, n enéktacn g Ynelokng DITOSOUNG KoL TV TPOYPUUUATOV KATAPTIoNG uropel vo fondnoet
oTNV Gpon TOL TEYVOAOYIKOU YOCUNTOG YlO. TOVG TOPAY®YOUG Kot olelc pikpng kipokag. H
ooumepiAnymn avtn givor Kpioun, ®ote va dSlo@oAoTel OTL To 0PEAT TG KovoTopiog Ba dtovépovat
dikato, cVUBAAAOVTOG OTNV TOYKOOULO SOTPOPIKY OoQAAEW Kol otn Pidowun dwiyeipion tov
Bordooiwv TOpOV.
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Abstract

The L-Band Digital Aviation Communication System (LDACS) aims to modernize
communications between the aircraft and the tower. Besides the major project to digitize this
type of communication, the contributors focus on protecting them against cyber attacks. There

are several proposals regarding LDACS security, and a recent one suggests the utilization of
Physical Unclonable Functions (PUFs) for the authentication module. This work demonstrates
this PUF-based authentication mechanism along with its potential vulnerabilities.
Sophisticated models are able to predict PUFs and the behavior of PUF-based protocol,
jeopardizing the authentication mechanism and giving the ability to perform impersonation
attacks. On the other hand, aging is a characteristic that affects the stability of PUFs, which
may occur to instability issues, rendering the system unavailable. In this context, this work
proposes the well-established Public Key Infrastructure (PKI), as an alternative solution.

Key words : PUF, LDACS, Aviation, Communications, Post-Quantum

1 Introduction

By now, communications between the aircraft and the control tower utilize analog RF signals.
However, the growing congestion of radio frequencies, especially at popular airports, implies the
need to upgrade these communication infrastructure, mitigating the risks when multiple aircraft
request tower radio contact. In addition, current communication systems lack resilience against
cyber attacks [1]. Hence, the Single European Sky ATM! Research (SESAR) [2] takes on this
challenge, making ATM modern by addressing a number of systematic problems. One of its pillars
is to establish the L-Band Digital Aviation Communication System (LDACS) 3], [4], which will
serve our skies in the future, promising to include Post-Quantum Cryptography (PQC).

The main purpose of this work is to evaluate a recent PUF-based authentication mechanism
of LDACS [5], [6]. In return, a PQC- based PKI is proposed as a countermeasure. The following
Ch. 2 briefly refers to the background in order to support the evaluation in Ch. 3.

2 Background

PUF: A Physical Unclonable Function (PUF) [7] is a hardware-based security primitive that
leverages the unique physical characteristics of a device to produce a distinct response R when
given a specific input, named challenge C. PUFs are commonly used for secure authentication,
key generation, and protection against hardware cloning.

! Air Traffic Management
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Aircraft Tower
1. Load 7 = h(ICAO,4 || R) 4. Select the C, R that maps the received T
2. Compute o +— MAC(N, || 7) 5. Compute 8= h(R),w=Ca&§
M1

3. Send message M} « N, || 7|l —————+ 6. Compute o’ = h(N, || 7)

If 1 == a' continue, else break

9. Compute C = w0
ompute © =w & M2 8. Send message Mz = N3 || w || MAC(N: || C @ 8)

10. Compute R = PUF(C)

11. If it is the C, R, authenticate tower

Figure 1: Aircraft authenticates tower

ICAO address: The International Civil Aviation Organization address ICAO,? is a unique
24-bit identifier assigned to every aircraft transponder. Issued by national aviation authorities,
this address ensures global aircraft identification and tracking, enabling reliable communication
between aircraft and ground-based surveillance systems.

CMA-ES ML algorithm: Covariance Matrix Adaptation Evolution Strategy (CMA-ES) is an
advanced evolutionary algorithm designed for continuous optimization problems. The authors
in [8] utilized the CMA-ES algorithm to predict the behavior of PUFs, with great success.

Quantum computers: Advanced machines that use the principles of quantum mechanics to
process information. Unlike classical computers, which use bits (0s and 1s) to represent data,
quantum computers use quantum bits (qubits). Grover [9] has proven that quantum computers
can reduce the cost of a search to O(2"/?), rather than to O(2") the classical computer needs.

3 The authentication protocol

To understand the aforementioned lightweight PUF-based authentication mechanism for
LDACS, first we must go through the registration phase, which is a one-time procedure, per-
formed offline prior to system deployment. It ensures that the aircraft and tower secretly share
the cryptographic material necessary for mutual authentication in the open air. Thus, the for-
mer’s radio unit stores 7 and 6 = h(R), while the latter’s stores ICAOy,, C, R, 7, where:

7 = h(ICAO4||R)24 (1)

R = PUF(C) (2)

with A to be a hash function. Note that 7 contains the first 24 bits of the hash.

After being registered, a radio unit can serve an aircraft. So, if pilots request radio contact
during flight or even before engines start, the authentication protocol exchanges several messages.
The process leads the system to produce the same symmetric key for a secure channel, utilizing
Key Encapsulation Mechanism (KEM). This operation is illustrated in Fig. 1, until the step
where the aircraft authenticates the tower. MAC is denoted as a Message Authentication Code
and N7 and Ny are nonce values to keep communication fresh.

3.1 Leakage of C, R

Despite that crucial information sent is hashed, someone could receive these signals using the
appropriate hardware [10], isolating any part of the messages for further processing. So, he can
easily extract the value 7 from the message M; because he knows its structure [6]. Consequently,
in a small airport, where flights are rare, it would be easy to match 7 with the corresponding

https://en.wikipedia.org/wiki/TCAO _code
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ICAQOy, which is a public and permanent value that uniquely describes an aircraft. For the
tower point of view, the pseudo-address T functions as a filter on the C, R pair look-up table,
as depicted in Fig. 1 and thus it might also be unique for each aircraft.

Moreover, in [11] is mentioned that an ideal PUF would consist of a 32-bit challenge C
and a 128-bit response R. As these deterministic functions are one-to-one, the challenge set
C = {0,1}32 maps 232 responses to the set R = {0,1}12%. Consequently, the C, R pair that
interests an LDACS attacker is the one that solves (1) and (2).

Attack, method 1: Recall Ch.2 where the authors managed to predict the behavior of several
PUPFs utilizing the sophisticated CMA-ES ML technique. In this context, if an attacker cannot
precisely replicate a PUF chip using advanced fabrication techniques or cannot acquire one
produced by the same vendor, a well-trained model might be able to predict the behavior of the
embedded PUF. In this case, the model will map C — R, and then Eq. 1, 2 will be used by the
adversary to create a look up table with the values 7, ICAOy4 and the pair C, R. Alg.1 presents
the rationale behind the impersonation of the tower. Note that disclosure of the secret C', R
allows a bidirectional impersonation attack.

Input: Many messages M7 containing ICAO 4

Output: A matching pair (C, R) such that h(ICAO4||R) =T
1 Map each ICAO, to corresponding T;
2 Success « false;

3 repeat

4 Train model to map vectors from set C — R;
5 Receive My;

6 Isolate 7 from Mj;

7 foreach R € R do

8 Compute h(ICAO4||R);

9 if 7=h(ICAO4||R) then

10 Select corresponding C' from C;

11 Success < true;

12 return (C, R);

13 until Success;
Algorithm 1: Attack, method 1

Attack, method 2: Both ICAO,4 and 7 have 24 bit length and each of them uniquely identifies
an aircraft. Then, we can deduce that the whole set R = {0,1}'2® can be used to produce these
224 7. describing the total amount of the fleet. Hence, for a single 7, thereby a single aircraft,
there are 2128=24 = 2104 different R that can solve Eq. 1. In such a case, the quantum preimage
algorithm [12] can reduce the total cost from O(2") to O(2"/?3) = O(2194/3) ~ ©(23%), which is
feasible with quantum computers? future capabilities. Taking into account the protocol in Fig.
1, this type of attack can impersonate only the aircraft.

3.2 PUF aging

Aging is inevitable in PUFs, but there are sometimes ways to mitigate it. In any case, [13]
mentions that aging increases by 19% every two years, and in this context, consideration arises
about their reliability on authentication mechanisms.

4 Conclusions and proposals

While authorities tend to transform future aviation communications to a modern and more
secure environment with PUF-based authentication mechanisms, the strength of future quantum

Shttps:/ /www.ibm.com /roadmaps/quantum /2030,
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computation, combined with ML algorithms threatens these future communications. This results
in the need for a more secure and latency-free resistance system. Instead, a well-established
PQC-based PKI between the aircraft, tower and a certification authority could be a significant
alternative.
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